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Abstract
Link-flooding attacks have the potential to disconnect even entire countries from the Internet. Moreover, newly proposed indirect link-flooding attacks, such as “Crossfire”, are extremely hard to expose and, subsequently, mitigate effectively. Traffic Engineering (TE) is the network's natural way of mitigating link overload events, balancing the load and restoring connectivity. This work poses the question: Do we need a new kind of TE to expose an attack as well? The key idea is that a carefully crafted, attack-aware TE could force the attacker to follow improbable traffic patterns, revealing his target and his identity over time. We show that both existing and novel TE modules can efficiently expose the attack, and study the benefits of each approach. We implement defense prototypes using simulation mechanisms and evaluate them extensively on multiple real topologies.
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Foreword

This is the Javadoc for the simulator used in the context of the publication:

On the Interplay of Link-Flooding Attacks and Traffic Engineering
by D. Gkounis, C. Liaskos, V. Kotronis and X. Dimitropoulos,
published at ACM SIGCOMM CCR, 2016. [image: http://users.ics.forth.gr/cliaskos/images/icond.gif]

NOTE: This code is provided as-is and is free for any use, provided that the appropriate credit is given to the original authors.

Installation
1. Download and install the AnyLogic Simulator from here. (The simulator was build with version "6.9.0 Researcher", but has been tested with 7+. The free version should be OK as well).
2. Download the source code. (Extract the zip file anywhere, and open the .alp file with the AnyLogic software).
3. You can now edit and run the source as you choose.
Operating instructions
1. You will need knowledge (bare basics) of the AnyLogic software. If you are interested in AnyLogic further, the company site and the simulator help files provide excellent and free tutorials.
2. AnyLogic simply visualizes a JAVA class. Class functions, variables and parameters are visualized as clickable icons. Some nice utilities are added by the environment, but it's just as simple as that at its core. (screenshot).
3. Check the Description of each icon, as well as the source comments for useful info on how to use/modify the source code.
4. You can install new topologies by simply adding new “.graphml” files in the “topos” sub-directory. A RUBY script is provided in this subdirectory, which should be run each time a new graphml file has been added.
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	Model: CrossFire_verPublic
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Model Time Units
	Minute
	
	
	

	
	Numerical methods
	
	
	

	
	Mixed Equations Method
	RK45_NEWTON
	
	
	

	
	Advanced
	
	
	

	
	Java Package Name
	crossfire
	
	
	

	
	File Name
	V:\Models\CrossFire\CrossFire_verPublic.alp
	
	
	

	
	Numerical methods
	
	
	

	
	Time Accuracy
	1.0E-5
	
	
	

	
	Algebraic Equations Method
	MODIFIED_NEWTON
	
	
	

	
	Fixed Time Step
	0.0010
	
	
	

	
	Differention Equations Method
	EULER
	
	
	

	
	Relative Accuracy
	1.0E-5
	
	
	

	
	Absolute Accuracy
	1.0E-5
	
	
	

	
	
	
	
	
	
	
	

	
	Agent Type: Main
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Advanced Java
	
	
	

	
	Import
	import org.jgraph.JGraph;
import org.jgraph.graph.AttributeMap;
import org.jgraph.graph.DefaultGraphCell;
import org.jgraph.graph.GraphConstants;
import org.jgrapht.*;
import org.jgrapht.ext.*;
import org.jgrapht.graph.*;
//

import org.postgresql.*;
import java.sql.DriverManager;
import java.sql.Connection;
import java.sql.SQLException;

import jcombinatorics.*;

// resolve ambiguity
import org.jgrapht.graph.DefaultEdge;
import jcombinatorics.combinations.RosenIterator;
import org.jgrapht.alg.KShortestPaths;

//blueprints
import com.tinkerpop.blueprints.pgm.Edge;
//import com.tinkerpop.blueprints.pgm.Graph;
import com.tinkerpop.blueprints.pgm.Vertex;
import com.tinkerpop.blueprints.pgm.impls.tg.TinkerGraph;
import com.tinkerpop.blueprints.pgm.util.io.graphml.GraphMLReader;

//IGPWO
import cern.colt.list.tint.IntArrayList;
import cern.colt.matrix.tdouble.DoubleFactory1D;
import cern.colt.matrix.tdouble.DoubleFactory2D;
import cern.colt.matrix.tdouble.DoubleMatrix2D;
import cern.colt.matrix.tint.IntFactory2D;
import cern.colt.matrix.tint.IntMatrix2D;
import com.net2plan.interfaces.networkDesign.IAlgorithm;
import com.net2plan.interfaces.networkDesign.Net2PlanException;
import com.net2plan.interfaces.networkDesign.NetPlan;
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	Name
	Value
	
	
	

	
	
	import com.net2plan.libraries.GraphUtils;
import com.net2plan.libraries.GraphUtils.JUNGUtils;
import com.net2plan.libraries.IPUtils;
import com.net2plan.utils.*;
import edu.uci.ics.jung.algorithms.shortestpath.DijkstraShortestPath;
import edu.uci.ics.jung.graph.Graph;
import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Map.Entry;
import java.util.*;
import org.apache.commons.collections15.Transformer;
import org.apache.commons.collections15.map.HashedMap;
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	Dynamic: Width
	500
	
	
	

	
	Movement parameters
	
	
	

	
	Velocity
	10
	
	
	

	
	Environment for other agents
	
	
	

	
	Layout Type
	USER_DEF
	
	
	

	
	Enable Steps
	false
	
	
	

	
	Dynamic: Height
	500
	
	
	

	
	Advanced
	
	
	

	
	Make Default View Area
	true
	
	
	

	
	Movement parameters
	
	
	

	
	Rotate Animation Towards Movement
	true
	
	
	

	
	Environment for other agents
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	Parameter: N_nodes
	
	

	
	
	
	
	
	
	
	

	
	Description: // If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
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	General
	
	
	

	
	Show name
	true
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	false
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Type
	int
	
	
	

	
	Default Value
	25
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Description
	
	
	

	
	Description
	// If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
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	Description: // Sets the popularity of each node, in the sense of how likely it is to be the destination of a benevolent IP when it rehomes.
// A ZIPF distribution is used, with "theta" exponent.
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	Show At Runtime
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	Description
	
	
	

	
	Description
	// Sets the popularity of each node, in the sense of how likely it is to be the destination of a benevolent IP when it rehomes.
// A ZIPF distribution is used, with "theta" exponent.
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	Description: All IPs start of as benevolent, their number being equal to the initial value of "N_goodIPs". 
Then, a percentage of "alpha_port" sources are selected to operate as bots for the simulation scenario.
The initial value of "N_goodIPs" is reduced accordingly.
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	Description
	All IPs start of as benevolent, their number being equal to the initial value of "N_goodIPs". 
Then, a percentage of "alpha_port" sources are selected to operate as bots for the simulation scenario.
The initial value of "N_goodIPs" is reduced accordingly.
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	Description: The standard traffic exerted by a benevolent source. Same units as the link capacities/loads, but arbitrary nonetheless.
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	Show At Runtime
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	Description
	The standard traffic exerted by a benevolent source. Same units as the link capacities/loads, but arbitrary nonetheless.
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	Description: //Pick the 'gateway' node.
//If "random_GW_TGT" is true, it is picked at random.
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	Show At Runtime
	true
	
	
	

	
	Description
	
	
	

	
	Description
	//Pick the 'gateway' node.
//If "random_GW_TGT" is true, it is picked at random.
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	Description: The minimum number of decoys that a critical link should offer.
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	Exclude From Build
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	Type
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	Default Value
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	Show At Runtime
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	Description
	The minimum number of decoys that a critical link should offer.
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	Parameter: hist_steps_equal
	
	

	
	
	
	
	
	
	
	

	
	Description: In order to ensure stable detection, the most probable target is required to have remained constant for this amount of cycles.
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	Description: After TE, the max link utilization must be below this ratio. If not, and ReMOTE is on, GATE is called. If the problem persists, the attacker has flooded the network beyond all hope for load-balancing.
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	Advanced
	
	
	

	
	Modificator
	STATIC
	
	
	

	
	Use Units
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Editor
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
	Page 6 of
	 91
	
	
	
	

	
	
	
	
	
	
	
	

	
	CrossFire_verPublic
	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	Editor Control
	TEXT_BOX
	
	
	

	
	
	
	
	
	
	
	

	
	Parameter: portion
	
	

	
	
	
	
	
	
	
	

	
	Description: - A portion "portion" of the benevolent IPs pick a new destination, based on the node popularities.
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	Description: As described in the paper, in the case of ReMOTE, once a probable target has been detected, the defender alternates its routing to the gateway between two disjoint paths. This is done to force the bots to change their destinations more frequently, facilitating their exposure. The "steps_for_stage3" defines the number of cycles that should be dedicated to this phase.
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	5
	
	
	

	
	Show At Runtime
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	As described in the paper, in the case of ReMOTE, once a probable target has been detected, the defender alternates its routing to the gateway between two disjoint paths. This is done to force the bots to change their destinations more frequently, facilitating their exposure. The "steps_for_stage3" defines the number of cycles that should be dedicated to this phase.
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	Description: If true, the Genetic Algorithm of Butiol et al is always used for performing TE.
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	If true, the Genetic Algorithm of Butiol et al is always used for performing TE. 
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	Description: What percentage of the N_goodIPs will turn into Bad ones. [0,1]
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	Description: Perform an attack, using the bots. A random portion "bIPparticiptRatio \in [0,1]" of the total bots participates to the attack.
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	Description: // If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
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double[] p=new double[N_nodes];
for (int i=1; i<=N_nodes;i++){
	SUM+=Math.pow(i,-theta);
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int[] ids=new int[N_nodes];
for (int i=0; i<N_nodes;i++){
	ids[i]=i;
}

List<Integer> list = new ArrayList<Integer>();
for (int i=0; i<N_nodes; i++){ 
	list.add(i);
}	

if (shuffle_nodes){
	java.util.Collections.shuffle(list);
}

for (int i : list){
	mNodes.get(i).popularity=Math.pow(i+1,-theta)/SUM;
}
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	Description: //Set the initial routing tables at each node. Shortest paths are used. 
//A heuristic is applied to use each link as few times as possible.
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	//Set the initial routing tables at each node. Shortest paths are used. 
//A heuristic is applied to use each link as few times as possible.
	
	
	

	
	Function body
	
	
	

	
	Body
	for (mNode a: mNodes){
	//GWs dont need flow rules.
	if (collection_GWs.contains(a)){
		continue;
	}
	//get the GW nearest to a.
	int dist=Integer.MAX_VALUE;
	mNode nearest_gw=collection_GWs.get(0);
	for (mNode gw: collection_GWs){
		if (SPF_NHOPS_from_to(gw.id, a.id)<dist){
			nearest_gw=gw;
			dist=SPF_NHOPS_from_to(gw.id, a.id);
		}
	}
	a.GW=nearest_gw;
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		//GET SOME PATHS G->a!
	
	org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge> kshortest=new org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>(graph, nearest_gw.getIndex(), 50);
	//traceln("Init towards "+a.getIndex());
	List<GraphPath<Integer, DefaultWeightedEdge>> list=kshortest.getPaths(a.getIndex());
	if (list==null){
		traceln("Kshortest: No path from "+nearest_gw.getIndex()+" to "+a.getIndex()+" !!!");
		continue;
	}
	
	//EVALUATE PATHS in terms of disjointness from existing.
	
	int min_common_links=Integer.MAX_VALUE;
	GraphPath<Integer, DefaultWeightedEdge> best_path=null;
	
	//traceln("F: "+a.GW.id+" T:"+a.id+"\n---------");
	for (GraphPath<Integer, DefaultWeightedEdge> cpath: list){
		int common_links=0;
		for (int i=0; i< Graphs.getPathVertexList(cpath).size()-1; i++){
		    int node_id= Graphs.getPathVertexList(cpath).get(i);
		    int next_node_id= Graphs.getPathVertexList(cpath).get(i+1);
			if (mNodes.get(node_id).classic_flow_rules.contains(new FlowRule(a, mNodes.get(next_node_id), time()))){
				common_links++;
			}
			//trace(node_id+",");
		}
		//traceln();
		if (common_links==0){
			best_path=cpath;
			break;
		}
		if (common_links<min_common_links){
			min_common_links=common_links;
			best_path=cpath;
		}		
	}
	
	//DEPLOY BEST PATH
	for (int i=0; i< Graphs.getPathVertexList(best_path).size()-1; i++){
		int cur_node=Graphs.getPathVertexList(best_path).get(i);
		int nex_node=Graphs.getPathVertexList(best_path).get(i+1);
		FlowRule fr=new FlowRule(a, mNodes.get(nex_node), time());
		if (!mNodes.get(cur_node).classic_flow_rules.contains(fr)){
			mNodes.get(cur_node).classic_flow_rules.add(fr);		
		}
	}
	
//	int nextHopID=Graphs.getPathVertexList(dijkstra.getPath()).get(1);
//	mNode nextmNode=mNodes.get(nextHopID);
//	a.classic_flow_rules.add(new FlowRule(b, nextmNode, time()));		
	
}
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	true
	
	
	

	
	Arguments
	
	
	

	
	Parameters
	(boolean pick_random)
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	Description
	//Pick the 'gateway' node.
//If "random_GW_TGT" is true, it is picked at random.
//Else, the northern-most node becomes the gateway.
	
	
	

	
	Function body
	
	
	

	
	Body
	if (pick_random){
	mNode g=mNodes.random();
	g.is_Gateway=true;
	collection_GWs.add(g);

}else{
	mNode g=null;
	double min_distance=Double.MAX_VALUE;
	for (mNode n: mNodes){
		double d=Math.sqrt((n.getX()-250)*(n.getX()-250)+(n.getY()*n.getY()));
		if (d<min_distance){
			min_distance=d;
			g=n;
		}
	}

	g.is_Gateway=true;
	collection_GWs.add(g);
} 
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	Description
	(Shortest) Path hops for path connecting two nodes.
	
	
	

	
	Function body
	
	
	

	
	Body
	if (graph==null){
	traceln("GRAPH IS NULL!!!!");
}

String key=""+from+"-"+to;
if (cache_NHOPS.containsKey(key)){
	return cache_NHOPS.get(key);
}

int outcome=-1;
try{
	org.jgrapht.alg.DijkstraShortestPath<Integer, DefaultWeightedEdge> dijkstra=new org.jgrapht.alg.DijkstraShortestPath<Integer, DefaultWeightedEdge>(graph, from, to);
	if (dijkstra.getPath()==null){
			// A null path contains any node. Paradoxh.
		//	cache_NHOPS.put(key,Integer.MAX_VALUE);
			return Integer.MAX_VALUE;
	}
	
	outcome=Graphs.getPathVertexList(dijkstra.getPath()).size();
	cache_NHOPS.put(key,outcome);
}catch (java.lang.Exception e){
	return Integer.MAX_VALUE;
}

return outcome;
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	Description: //Pick the 'target' node.
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	Function body
	
	
	

	
	Body
	ArrayList<int[]> perm_list=null;
if (pick_random){
	int I= 1000;

	boolean invalid_selection=true;
	mNode g = collection_GWs.get(0);
	mNode t = null;
	while (I-->0){	    
		t=mNodes.random();		
		int steps=SPF_NHOPS_from_to(g.id, t.id);
		if (steps>=5){
			invalid_selection=false;
			break;
		}
	}
	
	if (!invalid_selection){
		t.is_CF_target=true;
		CF_Target=t;
		return;
	}	
}


mNode t=null;
double min_distance=Double.MAX_VALUE;
for (mNode n: mNodes){
	double d=Math.sqrt((n.getX()-250)*(n.getX()-250)+((n.getY()-500)*(n.getY()-500)));
	if (d<min_distance){
		min_distance=d;
		t=n;
	}
}

t.is_CF_target=true;
CF_Target=t;
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	Description
	Mock-send a packet from a node to another. Used for deducing path existence.
	
	
	

	
	Function body
	
	
	

	
	Body
	ArrayList<Integer> path=new ArrayList<Integer>();
path.add(from_id);

if (from_id==to_id){
	//nothing to do
	return path;
}

mNode current=mNodes.get(from_id);
mNode target=mNodes.get(to_id);
ArrayList<Integer> cpath=new ArrayList<Integer>();

int Imax=10*N_nodes;
while (current!=target){
	cpath.add(current.id);
	if (Imax--<0){
		//traceln("looping paths!!! "+cpath.toString());
		trace("W1");
		return null;
	}
	boolean flowrule_exists=false;
	for (FlowRule r: current.classic_flow_rules){
		if (r.if_final_packet_destination==target){
			current=r.then_next_hop;
			path.add(current.id);
			flowrule_exists=true;
			break;
		}
	}
	if (!flowrule_exists){
		//traceln("No Flow Rule From "+current.id+" to "+target.id+", GW is "+from_id);
		trace("W2");
		//no path towards "target"
		return null;
	}
	
}

return path;
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	Description
	//At each node, cache the current paths for the gateway->to->each node.
//Internal use.
	
	
	

	
	Function body
	
	
	

	
	Body
	cache_NHOPS.clear();
//call after flow rules and GW have been set per node!!
for (mNode n : mNodes){
	boolean gw_found=false;
	for (mNode g : collection_GWs){
		n.current_path_to_GW=virtual_send_pkt(g.id, n.id);
		if (n.current_path_to_GW!=null){
			n.GW=g;
			gw_found=true;
			break;
		}	
	}	
	if (!gw_found){
		traceln("Reconnecting Node "+n.id+"****************** GW: "+collection_GWs.get(0)+" *******************************");		
		problem=true;
		tainting_error_flag=true;
	}
}

	for (mNode n : mNodes){
		n.current_links_to_GW=new ArrayList<LinkTupple>();
		for (int i=0; i<(n.current_path_to_GW.size()-1); i++){
			int n_from=n.current_path_to_GW.get(i);
			int n_to=n.current_path_to_GW.get(i+1);
			n.current_links_to_GW.add(new LinkTupple(mNodes.get(n_from), mNodes.get(n_to)));
		}
	}
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The initial value of "N_goodIPs" is reduced accordingly.
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	value of "N_goodIPs". 
Then, a percentage of "alpha_port" sources are selected to operate as bots for the simulation scenario.
The initial value of "N_goodIPs" is reduced accordingly.
	
	
	

	
	Function body
	
	
	

	
	Body
	int tmp=(int)((1-alpha_port)*N_goodIPs);
int N_badIPs =(int)(   alpha_port *N_goodIPs);
N_goodIPs=tmp;

for (int i=0; i<N_goodIPs;i++){
	goodIP g=new goodIP();
	collection_gIPs.add(g);
	g.get_new_target(mNodes, BW_per_ip);
	//traceln("G: "+g.addr);
}

for (int i=0; i<N_badIPs;i++){
	badIP b=new badIP();
	collection_bIPs.add(b);
	//traceln("B: "+b.addr);
}
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	Description
	
	
	

	
	Description
	- A portion "portion" of the benevolent IPs pick a new destination, based on the node popularities.
	
	
	

	
	Function body
	
	
	

	
	Body
	int n=collection_gIPs.size();
int k=(int)(Math.round(portion));

ArrayList<Integer> actual=new ArrayList<Integer>();

while (k-- > 0) {
	while (true){
    	int x=(int)(Math.floor(random()*N_goodIPs));
    	if (!actual.contains(x)){
    		actual.add(x);
    		break;
    	}
    }    
}

for (int d: actual){
	collection_gIPs.get(d).get_new_target(mNodes, BW_per_ip);
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	Description
	Perform an attack, using the bots. A random portion "bIPparticiptRatio" of the total bots participates to the attack.

	
	
	

	
	Function body
	
	
	

	
	Body
	
traceln("\nATTACK\n------");
ArrayList<LinkTupple> candidate_links=new ArrayList<LinkTupple>(CF_Target.current_links_to_GW);

if (candidate_links.size()==0){
	traceln("Cannot Attack!!!");
	finishSimulation();	
	return;
}

candidate_links.remove(candidate_links.size()-1); //The last link is directly connected to Target. Do not consider it.

clink_2_BWleft=new HashMap<LinkTupple, Double>();
clink_2_Decoys=new HashMap<LinkTupple, ArrayList<Integer> >();

for (LinkTupple l: candidate_links){  	
	clink_2_BWleft.put(l, Math.max(mNodes.get(l.from_id).connectionBWs_max[l.source_index] - mNodes.get(l.from_id).connectionBWs_current[l.source_index], 0 ) );
	
	clink_2_Decoys.put(l, new ArrayList<Integer>());
	
	for (mNode n: mNodes){
		if (n.id==CF_Target.id){
			continue;
		}
		if (n.current_links_to_GW.contains(l)){
			clink_2_Decoys.get(l).add(n.id);
		}
	}
}

//Is there a pareto-dominant link?

best_link=null;
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	for (LinkTupple l: candidate_links){
	boolean dominant=true;
	for (LinkTupple m: candidate_links){
		if (l==m){
			continue;
		}
		if ( (clink_2_BWleft.get(l)>clink_2_BWleft.get(m)) || (clink_2_Decoys.get(l).size()<clink_2_Decoys.get(m).size()) ){
			dominant=false;
			break;
		}		
	}
	if (dominant){
		best_link=l;
		break;
	}		
}


if (best_link==null){
	//no dominant link? Then pick the one with the most decoys on it.
	LinkTupple link=null;
	int ndecoys=-1;
	for (int i=0; i<candidate_links.size(); i++){
		link=candidate_links.get(i);
		if (clink_2_Decoys.get(link).size()>ndecoys){
			best_link=link;
			ndecoys=clink_2_Decoys.get(link).size();
		}
	}	
	traceln("Best link to attack (n_decoys): "+best_link.toString());
	traceln("     BW req: "+clink_2_BWleft.get(best_link));
	traceln("     Decoys: "+clink_2_Decoys.get(best_link).size());
}else{
	traceln("Best link to attack (pareto): "+best_link.toString());
	traceln("     BW req: "+clink_2_BWleft.get(best_link));
	traceln("     Decoys: "+clink_2_Decoys.get(best_link).size());
}
//Perhaps one should add a filter here? 
//E.g. choose a best_link if "nhops from target > X" and "BW_left_to_flood_link < Y"


if (clink_2_Decoys.get(best_link).size()<=0){
	traceln("Attack was mitigated!!!");
	finishSimulation();
}




//How much BW per bad IP?
//Lets see how much is already there.
double atBW=0;
ArrayList<badIP> atBIPs = new ArrayList<badIP>();

HashMap<Integer, Integer> decoyID_to_NbadIPs = new HashMap<Integer, Integer>();

for (int dec_id : clink_2_Decoys.get(best_link)){
	mNode m=mNodes.get(dec_id);
	decoyID_to_NbadIPs.put(dec_id, 0);
	for (mIP p :m.assigned_IPs){
		if (p instanceof badIP){
			atBW+=p.BW;
			atBIPs.add((badIP)(p));
			decoyID_to_NbadIPs.put(dec_id, decoyID_to_NbadIPs.get(dec_id)+1);
		}
	}
}

int bIPs_participating=(int)(Math.round(collection_bIPs.size()*bIPparticptRatio));
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double BW_per_bad_IP=(clink_2_BWleft.get(best_link)+atBW)/bIPs_participating;


ArrayList<badIP> selectionbIPs=new ArrayList<badIP>();

ArrayList<Integer> randomIndexing = new ArrayList<Integer>();

for (int i=0; i<collection_bIPs.size(); i++){
	randomIndexing.add(i);
}
Collections.shuffle(randomIndexing);


if (bIPs_participating!=collection_bIPs.size()){
	
	//make the selection random
	//for (int k=0; k<selection.length; k++){
	for (int k=0; k<bIPs_participating; k++){
		//selectionbIPs.add(collection_bIPs.get(randomIndexing.get(selection[k])));	
		selectionbIPs.add(collection_bIPs.get(randomIndexing.get(k)));	
	}	
	//if (selection==null){
		//traceln("ERROR IN COMBINATORICS, selecting bad IPs!!");
		//System.exit(1);
	//}
}else{
	selectionbIPs=collection_bIPs;	
}


int redirected=0;
int stayed=0;

for (badIP bIP: collection_bIPs){
	if (!selectionbIPs.contains(bIP)){
		//traceln("click!");
		bIP.retract_but_remember(mNodes);
		bIP.BW=1;
		bIP.reestablish_from_memory(mNodes);
		continue;
	}

	if (atBIPs.contains(bIP)){
		//Don;t change decoy target if its not required.
		mNode tgt=bIP.target;
		//wild hack: fake reconnection to same tgt, to update the cur_BW[] arrays properly.
		bIP.get_new_target(mNodes, tgt, BW_per_bad_IP);
		stayed++;
		continue;
	}
	//equidistribute the new ones on the decoys of the best_link.
	
	int min=Integer.MAX_VALUE;
	int argmin=-1;
	for (int dec_id : clink_2_Decoys.get(best_link)){
		int val=decoyID_to_NbadIPs.get(dec_id);
		if (val<min){
			min=val;
			argmin=dec_id;
		}
		
	}	
	
	
	int dec_id=argmin;

	if (dec_id>=0){
		bIP.get_new_target(mNodes, mNodes.get(dec_id), BW_per_bad_IP);
		redirected++;
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		try{
			decoyID_to_NbadIPs.put(dec_id, decoyID_to_NbadIPs.get(dec_id)+1);	
		}catch (Exception e){
			decoyID_to_NbadIPs.put(dec_id, 1);	
		}
	}
	
}

traceln("Moved "+redirected+" flows and BW-adapted "+stayed);
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	Description: Detection of probable attack links, targets and decoys.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
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	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	ReturnModificator
	VOID
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Arguments
	
	
	

	
	Parameters
	()
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	default
	
	
	

	
	Description
	
	
	

	
	Description
	Detection of probable attack links, targets and decoys.
	
	
	

	
	Function body
	
	
	

	
	Body
	traceln("\nDEFENCE: DETECT");
probable_link=null;
BWleft=0;

for (mNode n: mNodes){
	n.is_CF_decoy=false;
}


//Detect congested links first!
ArrayList<LinkTupple> candidate_links=new ArrayList<LinkTupple>();

for (mNode n: mNodes){
	for (int i=0; i<n.getConnections().size(); i++){
		mNode m=(mNode)(n.getConnectedAgent(i));
		if ((1.0*n.connectionBWs_current[i]/n.connectionBWs_max[i]) > 0.95 ){
			LinkTupple lt=new LinkTupple(n,m);
			//remove all links that this one overshadows.
			ArrayList<LinkTupple> to_remove=new ArrayList<LinkTupple>();
			for (LinkTupple lm : candidate_links){
				if (mNodes.get(lm.to_id).current_links_to_GW.contains(lt)){
					to_remove.add(lm);
				}
			}
			for (LinkTupple ld : to_remove){
				candidate_links.remove(ld);
			}			
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				//finally, add it.
			candidate_links.add(lt);
		}		
	}
}

// Not sure what to do when an attack is going on at multiple parts of the network
if (candidate_links.size()>1){
	traceln("DUPLICATE ATTACK!? Warning! Cannot handle properly yet..");
}

//No attack is going on..
if (candidate_links.size()==0){
	traceln("No attack detected..");
	finishSimulation();
	return;
}

//Just setup some helper variables
probable_link=candidate_links.get(0);

LinkTupple l=probable_link;
BWleft=Math.max(mNodes.get(l.from_id).connectionBWs_max[l.source_index] - mNodes.get(l.from_id).connectionBWs_current[l.source_index], 0 );

prev_Suspect_IPs=Suspect_IPs;
prev_Suspect_nodes=Suspect_nodes;

Suspect_nodes=new ArrayList<mNode>();
Suspect_IPs=new ArrayList<mIP>();
	
for (mNode n: mNodes){
	if (n.current_links_to_GW.contains(l)){
		Suspect_nodes.add(n);
		for (mIP p: n.assigned_IPs){
			if (!Suspect_IPs.contains(p)){
				Suspect_IPs.add(p.dup()); //deep copy, to retain the previous mIP.target
			}
		}
		n.is_CF_decoy=true;
	}
}
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	Description
	
	
	

	
	Description
	This is the general TE process, branching out to the several stages of ReMOTE or GATE, as described in the paper.
	
	
	

	
	Function body
	
	
	

	
	Body
	traceln("\nDEFENCE: TE");
//check link survivability first.
if (is_probable_link_critical()){
	traceln("We are defeated. Attacker flooded a min-cut. Nothing to do.");
	finishSimulation();
}

// TE stages are checked from last to first!

// Continuing TE3?
if (stage3!=null){
	set_single_node_on_disjoint_path(stage3);
	return;	
}

// Initializing TE3?
if (hist_pen.get(hist_pen.size()-1)==1){
	trace("The Target has been found! ");
	traceln("It's node with ID: "+get_Nodes_with_max_penalty().get(0));
	stage3=mNodes.get(get_Nodes_with_max_penalty().get(0));
	set_single_node_on_disjoint_path(stage3);
	return;
}

//Continuing TE2?
if (stage_2_elimination!=null){
	TE_stage2();
	return;
}

//Initializing TE2?
if (hist_pen.size()>hist_steps_equal){
	boolean is_equal=true;	
	int I=hist_pen.size()-1;
	for (int i=1; i<hist_steps_equal; i++){
		if (hist_pen.get(I)!=hist_pen.get(I-1)){
			is_equal=false;
			break;
		}
		I--;
	}
	
	if (is_equal){
		//loop
		if (hist_pen.get(hist_pen.size()-1)<=min_decoys){
			traceln("History repeats itself. Run disjoint paths on "+get_Nodes_with_max_penalty().toString());
			fill_stage2();
			TE_stage2();
			return;
		}else{
			//randomize!
			traceln("Looping algorithm behavior. Randomizing...");
			GA_TE();
			//randomize_SPFlow_rules();
			return;
		}
	}
}


//Initializing TE2?
if (Suspect_nodes.size()<min_decoys){
	trace("Too few decoys. ");
	traceln("Run disjoint paths on "+get_Nodes_with_max_penalty().toString());	
	fill_stage2();
	TE_stage2();	
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		return;	
}


// Go TE1.

// Measure what you need in terms of load first.
double BW_load=0;

//What is the load on the link?
for (mNode n: Suspect_nodes){
	BW_load+=n.sumFlowBW();
}
traceln("LOAD: "+BW_load);

//What is our ideal node/BW "peeling-off" goal?
double peel_n_goal=Suspect_nodes.size()*0.5;
double peel_bw_goal=BW_load*0.5;

ArrayList<Double> outcome;

if (enable_GA){
	GA_TE();
}else{
	outcome=TE_stage1(peel_n_goal, peel_bw_goal);
	if (outcome!=null){
		traceln("Peeled-off "+outcome.get(0)+" nodes & "+outcome.get(1)+ "BW");
		//at this point we coudl re-run TE_stage1, if the peeling was not enough.	
		//No need though. We focus on detection here...
	}
}
if ((stage_2_elimination==null) && (stage3==null)){
	link_util_stats.add(max_link_util_over_net());
}
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	Description: Penalization of probable attack targets and IPs. (see related paper for a full description of the process).
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	Description
	Penalization of probable attack targets and IPs. (see related paper for a full description of the process).
	
	
	

	
	Function body
	
	
	

	
	Body
	traceln("\nDEFENCE: PENALIZE");
//penalize nodes and IPs, plus one for IPs returning with different target
//Penalize nodes first.
for (mNode n : pen_nodes.keySet()){
	if (!Suspect_nodes.contains(n)){
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			if (pen_nodes.get(n)>0){
			pen_nodes.put(n, pen_nodes.get(n)-1);
		}
	}
}
		
for (mNode n : Suspect_nodes){
	if (pen_nodes.containsKey(n)){
		int v=pen_nodes.get(n);
		pen_nodes.put(n, v+1);
	}else{
		pen_nodes.put(n, 1);
	}
}	
//Penalize IPs next. Extra point for returning with diff target;
for (int n : pen_IPs.keySet()){
	boolean is_contained=false;
	for (mIP p: Suspect_IPs){
		if (p.addr==n){
			is_contained=true;
			break;
		}
	} 	
	if (!is_contained){
		if (pen_IPs.get(n)>0){
			pen_IPs.put(n, pen_IPs.get(n)-1);
		}
	}
}
		
		
for (mIP p : Suspect_IPs){
	int pen=1;
	if (prev_Suspect_IPs!=null){
		int i=prev_Suspect_IPs.indexOf(p);
		if (i!=-1){					
	 		mIP pp=prev_Suspect_IPs.get(i);
			if (pp.target!=p.target){
				pen=2;
			}
		} 
	}
		
	if (pen_IPs.containsKey(p.addr)){
		int v=pen_IPs.get(p.addr);
		pen_IPs.put(p.addr, v+pen);
	}else{
		pen_IPs.put(p.addr, pen);
	}
}	

m_redraw();
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	Advanced
	
	
	

	
	Access Type
	default
	
	
	

	
	Description
	
	
	

	
	Description
	resets the node/IP penalties and redraws the two GUI plots.
	
	
	

	
	Function body
	
	
	

	
	Body
	pen_nodes=new HashMap<mNode, Integer>();
pen_IPs=new HashMap<Integer, Integer>();
m_redraw();
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	Description: Resets and redraws the Node/IP Penalization Figures within the GUI.
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	Description
	
	
	

	
	Description
	Resets and redraws the Node/IP Penalization Figures within the GUI.
	
	
	

	
	Function body
	
	
	

	
	Body
	dataset_nodes.reset();
dataset_IPs.reset();

for (mNode n : mNodes){	
	if (pen_nodes.containsKey(n)){
		dataset_nodes.add(n.id, pen_nodes.get(n));
	}else{
		dataset_nodes.add(n.id, 0);
	}
}

for (mIP p : collection_gIPs){	
	ArrayList<Integer> kset=new ArrayList<Integer>();
	ArrayList<Integer> vals=new ArrayList<Integer>();
	for (int pp : pen_IPs.keySet()){
		kset.add(pp);
	}
	for (int d : pen_IPs.values()){
		vals.add(d);
	}
	int i=kset.indexOf(p.addr);
	
	if (i>=0){
		dataset_IPs.add(p.addr, vals.get(i));
	}else{
		dataset_IPs.add(p.addr, 0);
	}
}

for (mIP p : collection_bIPs){	
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		ArrayList<Integer> kset=new ArrayList<Integer>();
	ArrayList<Integer> vals=new ArrayList<Integer>();
	for (int pp : pen_IPs.keySet()){
		kset.add(pp);
	}
	for (int d : pen_IPs.values()){
		vals.add(d);
	}
	int i=kset.indexOf(p.addr);
	
	if (i>=0){
		dataset_IPs.add(p.addr, vals.get(i));
	}else{
		dataset_IPs.add(p.addr, 0);
	}
}
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	Description
	returns the maximum lin kutilization over the network.
	
	
	

	
	Function body
	
	
	

	
	Body
	double max=0;
for (mNode n: mNodes){
	for (int i=0; i<n.connectionBWs_current.length; i++){
		max=Math.max(max, 1.0*n.connectionBWs_current[i]/n.connectionBWs_max[i]);
	}
}
return max;
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	Description
	Facility for the attacker. Deduce if a link affects the intended target.
	
	
	

	
	Function body
	
	
	

	
	Body
	graph.removeEdge(probable_link.from_id , probable_link.to_id);

HashMap<String, Integer> tmp=new HashMap<String, Integer>(cache_NHOPS);

cache_NHOPS.clear();

int s=SPF_NHOPS_from_to(probable_link.from_id, probable_link.to_id);

boolean x=false;

if (s == Integer.MAX_VALUE){
	x=false;
}

graph.addEdge(probable_link.from_id , probable_link.to_id);

cache_NHOPS=tmp;

return x;
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	The Euclidean distance between two vectors.
	
	
	

	
	Function body
	
	
	

	
	Body
	double S=0;

if (v1.length!=v2.length){
	error("Euc_dist called with uneven vectors!");
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	}

for (int i=0; i<v1.length; i++){
	S+=Math.pow(v1[i]-v2[i], 2);
}

return Math.sqrt(S);
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	deduce whether two paths intersect.
	
	
	

	
	Function body
	
	
	

	
	Body
	if (true){
	//we override this! Legacy code.
	return false;
}


List<Integer> smaller=null;
List<Integer> bigger=null;

if (path1.size()>path2.size()){
	bigger=path1;
	smaller=path2;
}else if (path1.size()<path2.size()){
	bigger=path2;
	smaller=path1;
}


int Imax=Math.min(path1.size(), path2.size());
//traceln(path1.toString()+ " Vs "+path2.toString() );
boolean checking_ineq=false;

for (int i=0; i<Imax; i++){
	if ((path1.get(i)!=path2.get(i)) && (!checking_ineq)){
		checking_ineq=true;
		continue;
	}	
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		if ((path1.get(i)==path2.get(i)) && (checking_ineq)){
		return true;
	}	
	
}

if (bigger!=null){
	for (int i=Imax; i<bigger.size()-1; i++){
		if (smaller.contains(bigger.get(i))){
			return true;
		}
	}
}

return false;
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	List<Integer>
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	Description
	Returns the node(s) with the maximum penalty so far. Mor than one if there is a tie.
	
	
	

	
	Function body
	
	
	

	
	Body
	ArrayList<Integer> set=new ArrayList<Integer>();

int maxValueInMap=(Collections.max(pen_nodes.values()));  
for (Entry<mNode, Integer> entry : pen_nodes.entrySet()) {  // Itrate through hashmap
    if (entry.getValue()==maxValueInMap) {
         set.add(entry.getKey().id);     // Print the key with max value
    }
}

return set;
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	Description: This is essentially a utility function. It reroutes a single node to a route to the gateway that is link-disjoint to its current one.
This is also used for the 3rd stage of ReMOTE, i.e., perform path alternation of the detected target, to expose subsequently rehoming bots.
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	This is essentially a utility function. It reroutes a single node to a route to the gateway that is link-disjoint to its current one.
This is also used for the 3rd stage of ReMOTE, i.e., perform path alternation of the detected target, to expose subsequently rehoming bots.
	
	
	

	
	Function body
	
	
	

	
	Body
		traceln("Eliminating node "+n_opt.id);
	
	for (LinkTupple p : n_opt.current_links_to_GW){
		graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0e+6);	
		//graph.removeEdge(p.from_id, p.to_id);
	}
		
	//org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge> kshortest=new org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>(graph, n_opt.GW.id, 1000);
	org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge> kshortest=new org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>(graph, collection_GWs.get(0).id, 100);
	
	List<GraphPath<Integer, DefaultWeightedEdge>> list=kshortest.getPaths(n_opt.id);
	
	if (list==null){
		for (LinkTupple p : n_opt.current_links_to_GW){
			graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0);	
			//graph.addEdge(p.from_id, p.to_id);
		}
		traceln("KSHortest returned no path!!");
		return false;
	}
	
	//EVALUATE PATHS in terms of nhops, BW.
	
	GraphPath<Integer, DefaultWeightedEdge> best_path=null;
	
	for (GraphPath<Integer, DefaultWeightedEdge> cpath: list){
				
		double link_hops=Graphs.getPathVertexList(cpath).size();
		
		double link_util=-1;
		for (int i=0; i< Graphs.getPathVertexList(cpath).size()-1; i++){
		    int node_id= Graphs.getPathVertexList(cpath).get(i);
		    int next_node_id= Graphs.getPathVertexList(cpath).get(i+1);
		    LinkTupple r=new LinkTupple(mNodes.get(node_id), mNodes.get(next_node_id));
		    double BWc=mNodes.get(node_id).connectionBWs_current[r.source_index]+n_opt.sumFlowBW();
		    double BWm=mNodes.get(node_id).connectionBWs_max[r.source_index];
		    link_util=Math.max(link_util, BWc/BWm);    
		}		
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		if ((link_hops>=min_decoys) /*&& (link_util<=0.94)*/){ //not necessarily splitting the BW now..
			best_path=cpath;
			break;
		}
	}	

	for (LinkTupple p : n_opt.current_links_to_GW){
		graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0);	
		//graph.addEdge(p.from_id, p.to_id);
	}
	
if (best_path==null){
	traceln("besT_path_not_found!");
	return false;
}	
		

// allocate the working set of flow rules. We will just alter the existing...
for (mNode n : mNodes){
	n.tmp_flow_rules=new ArrayList<FlowRule>();
	for (FlowRule rr: n.classic_flow_rules){
		n.tmp_flow_rules.add(rr.dup());
	}	
}

//Remove all flow rules pertaining to "n_opt"
for (int i=0; i<n_opt.current_path_to_GW.size()-1; i++){
	mNode from=mNodes.get(n_opt.current_path_to_GW.get(i));
	mNode to=mNodes.get(n_opt.current_path_to_GW.get(i+1));
	int n1=from.tmp_flow_rules.size();
	from.tmp_flow_rules.remove(new FlowRule(n_opt, to, time()));
	int n2=from.tmp_flow_rules.size();
	if (n2>=n1){
		traceln("Noting removed pt1!");
	}
}

//Install 
for (int i=0; i< Graphs.getPathVertexList(best_path).size()-1; i++){
    int from_id= Graphs.getPathVertexList(best_path).get(i);
    mNode from=mNodes.get(from_id);
    int to_id= Graphs.getPathVertexList(best_path).get(i+1);
    mNode to=mNodes.get(to_id);    
    from.tmp_flow_rules.add(new FlowRule(n_opt, to, time()));    
}


///////////////////////////////////////////////////////
//Keep History
for (mNode n : mNodes){
	n.prev_classic_flow_rules=n.classic_flow_rules;
	n.prev_links_to_GW=n.current_links_to_GW;
	n.prev_path_to_GW=n.current_path_to_GW;
}

//prepare for new TE deployment
//retract all IP flows.
for (goodIP p : collection_gIPs){
	p.retract_but_remember(mNodes);
}
for (badIP p : collection_bIPs){
	p.retract_but_remember(mNodes);
}

//reset arrays
for (mNode n : mNodes){
	//n.classic_flow_rules=new ArrayList<FlowRule>();
	n.current_links_to_GW=new ArrayList<LinkTupple>();
	n.current_path_to_GW=new ArrayList<Integer>();
}
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//Pass the new n.classic_flow_rules per node n.
//HERE 
for (mNode n : mNodes){
	n.classic_flow_rules=n.tmp_flow_rules; //prev_classic_flow_rules;
}

int vvv=diffTE();
TOTAL_FT_CHANGES+=vvv;
traceln("\n---> New TE required "+vvv+" flow rule changes!");

//This will set the curr_path/curr_link per node.
cache_paths_at_nodes();

//Now re-establish all flows back.
for (goodIP p : collection_gIPs){
	p.reestablish_from_memory(mNodes);
}
for (badIP p : collection_bIPs){
	p.reestablish_from_memory(mNodes);
}
///
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	fill the "stage_2_eliminiation" structure with the probable target nodes, tied w.r.t. their penalty points.
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	Body
	stage_2_elimination=new ArrayList<mNode>();

for (int i: get_Nodes_with_max_penalty()){
	stage_2_elimination.add(mNodes.get(i));
}
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	Description
	This stage of ReMOTE is initiated when more than one nodes are tied w.r.t.  max penalty. Each node is set on link disjoint paths in order to deduce the target. This is essentailly a trivial case of routing tree bisection.
	
	
	

	
	Function body
	
	
	

	
	Body
	if (stage2_start_iter==-1){
	stage2_start_iter=ITERATIONS;
	st2n=stage_2_elimination.size();
}

ArrayList<mNode> toRemove=new ArrayList<mNode>();

boolean solution_found=false;
for (mNode n: stage_2_elimination){
	toRemove.add(n);
	boolean x=set_single_node_on_disjoint_path(n);
	if (x){
		solution_found=true;
		break;
	}	
}

stage_2_elimination.removeAll(toRemove);

if (!solution_found){
	traceln("The remaining suspect nodes are on a physical line. Cannot discrimiate further!");
}
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	Description
	The ReMOTE tree bisection process.
	
	
	

	
	Function body
	
	
	

	
	Body
	ArrayList<Double> Attained_peeling=null;
//This is the return value. When TE_stage1 executes successfully, 
//it manages to peel-off some nodes and bandwidth from the congested link. 
//These two numbers are returned (int this order) in the Attained_peeling array.
//NULL if TE_stage1 has failed.
double attained_peel_n=-1;
double attained_peel_bw=-1;

////////////////////////////////////////////////////////

//ALLOC Overshadowing/Complement hashes
HashMap<mNode, ArrayList<mNode>> OVS=new HashMap<mNode, ArrayList<mNode>>();
HashMap<mNode, ArrayList<mNode>> CMP=new HashMap<mNode, ArrayList<mNode>>();
for (mNode n: Suspect_nodes){
	OVS.put(n, new ArrayList<mNode>() );
	CMP.put(n, new ArrayList<mNode>() );
}

//Build Overshadowing hashes
for (mNode n: Suspect_nodes){
	for (int d : n.current_path_to_GW){
		if (d==n.id){
			continue;
		}
		mNode k=mNodes.get(d); 
		if (OVS.containsKey(k)){
		if (!OVS.get(k).contains(n)){
			OVS.get(k).add(n);
		}
		}
	}
	
}

//Build Complement hashes
for (int i=0; i<Suspect_nodes.size(); i++){
	mNode n=Suspect_nodes.get(i);
	if (OVS.get(n).size()==0){
		continue;
	}
	for (int j=i+1; j<Suspect_nodes.size(); j++){
		mNode m=Suspect_nodes.get(j);
		if (OVS.get(m).size()==0){
			continue;
		}
		ArrayList<mNode> n_copy=new ArrayList<mNode>(OVS.get(n));
		n_copy.removeAll(OVS.get(m));
		if (n_copy.size()==OVS.get(n).size()){
			CMP.get(n).add(m);
		}
		
	}
}
//Preliminary check
boolean a_non_null_cmp_entry_exists=false;
for (mNode n: Suspect_nodes){
	if (CMP.get(n).size()>0){
		a_non_null_cmp_entry_exists=true;
		break;
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		}
}

boolean bus=false;
if (!a_non_null_cmp_entry_exists){
	traceln("Decoys are arranged on a bus!!");
	bus=true;
	//return;
}


//Find best solution.

double[] vec2=new double[]{peel_n_goal, peel_bw_goal};

ArrayList<mNode> fit_nodes=new ArrayList<mNode>();
ArrayList<Double> fitness=new ArrayList<Double>();

for (mNode n: Suspect_nodes){
	if ( ((CMP.get(n).size()==0) && (!bus)) || ((OVS.get(n).size()==0) && (bus)) ) {
		continue;
	}
	fit_nodes.add(n);
	fitness.add(euc_dist(vec2, new double[]{1+OVS.get(n).size(), n.sumFlowBW()}));
	traceln(n.id+"/ PeelsN: "+(1+OVS.get(n).size())+" PeelsBW: "+n.sumFlowBW());
}

SortedMap<Double, mNode> pairs = new TreeMap<Double, mNode>();
for (int i = 0; i < fit_nodes.size(); i++) {
    pairs.put(fitness.get(i), fit_nodes.get(i));
}

fit_nodes.clear();
for (Map.Entry<Double, mNode> e : pairs.entrySet()) {
    fit_nodes.add(e.getValue());
}

boolean solution_found=false;

double max_link_util=Double.MAX_VALUE;
GraphPath<Integer, DefaultWeightedEdge> best_path=null;

for (mNode n_opt: fit_nodes){
	traceln("Working on node "+n_opt.id);
	
	//BUILD all-but-overshadowed array:
	ArrayList<mNode> all_but_ovs_nodes=new ArrayList<mNode>();
	all_but_ovs_nodes.add(n_opt);
	for (mNode n : mNodes){
		if (!OVS.get(n_opt).contains(n)){
			all_but_ovs_nodes.add(n);
		}
	}
	//
	for (LinkTupple p : n_opt.current_links_to_GW){
	    graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0e+6);	
		//graph.setEdgeWeight(e, weight)removeEdge(p.from_id, p.to_id);
	}
		
	org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge> kshortest=new org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>(graph, probable_link.from_id, 1000);
	List<GraphPath<Integer, DefaultWeightedEdge>> list=kshortest.getPaths(n_opt.id);
	
	if (list==null){
		for (LinkTupple p : n_opt.current_links_to_GW){
			graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0);
			//graph.addEdge(p.from_id, p.to_id);
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			}
		continue;
	}
	
	//EVALUATE PATHS in terms of load.
	
	max_link_util=Double.MAX_VALUE;
	best_path=null;
	
	for (GraphPath<Integer, DefaultWeightedEdge> cpath: list){
		//filter paths intersecting with existing!!
		boolean intersect=false;
		for (mNode bo : all_but_ovs_nodes){
			if (paths_intersect(bo.current_path_to_GW, Graphs.getPathVertexList(cpath))){
				intersect=true;
				break;
			}						
		}
		
		if (intersect){
			continue;
		}		

		double link_util=-1;
		for (int i=0; i< Graphs.getPathVertexList(cpath).size()-1; i++){
		    int node_id= Graphs.getPathVertexList(cpath).get(i);
		    int next_node_id= Graphs.getPathVertexList(cpath).get(i+1);
		    LinkTupple r=new LinkTupple(mNodes.get(node_id), mNodes.get(next_node_id));
		    double BWc=mNodes.get(node_id).connectionBWs_current[r.source_index]+n_opt.sumFlowBW();
		    double BWm=mNodes.get(node_id).connectionBWs_max[r.source_index];
		    link_util=Math.max(link_util, BWc/BWm);		    
		}
		
		if (link_util<max_link_util){
			max_link_util=link_util;
			best_path=cpath;
		}		
	}	

	for (LinkTupple p : n_opt.current_links_to_GW){
		graph.setEdgeWeight(graph.getEdge(p.from_id, p.to_id), 1.0);
		//graph.addEdge(p.from_id, p.to_id);
	}
		
	if (max_link_util<max_link_util_after_te){
		solution_found=true;
		break;
	}	
	
}

if (!solution_found){
	trace("No good solution found. ");
	if (hist_pen.get(hist_pen.size()-1)<=min_decoys){
		traceln("Run disjoint paths on "+get_Nodes_with_max_penalty().toString());
		fill_stage2();
		TE_stage2();		
		return null;
	}else{
		traceln("Trying randomization... ");	
		//randomize_SPFlow_rules();
		GA_TE();
		return null;
	}
}

traceln("Max Link Util on new path: "+max_link_util);
traceln("New Path: "+Graphs.getPathVertexList(best_path).toString());
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int n_id=Graphs.getPathVertexList(best_path).get(Graphs.getPathVertexList(best_path).size()-1);
mNode n_best=mNodes.get(n_id);

attained_peel_n=1+OVS.get(n_best).size();
attained_peel_bw=n_best.sumFlowBW();

Attained_peeling=new ArrayList<Double>();
Attained_peeling.add(attained_peel_n); 
Attained_peeling.add(attained_peel_bw); 

// allocate the working set of flow rules. We will just alter the existing...
for (mNode n : mNodes){
	n.tmp_flow_rules=new ArrayList<FlowRule>();
	for (FlowRule rr: n.classic_flow_rules){
		n.tmp_flow_rules.add(rr.dup());
	}	
}

// Remove all flow rules pertaining to the overshadowed nodes of "n_best"
for (mNode d : OVS.get(n_best)){
	for (int i=0; i<d.current_path_to_GW.size()-1; i++){
		mNode from=mNodes.get(d.current_path_to_GW.get(i));
		if (from.id==n_best.id){
			//no need to alter any more further!
			break;
		}		
		mNode to=mNodes.get(d.current_path_to_GW.get(i+1));
		int n1=from.tmp_flow_rules.size();
		from.tmp_flow_rules.remove(new FlowRule(d, to, time()));
		int n2=from.tmp_flow_rules.size();
		if (n2>=n1){
			traceln("nothing was removed pt 1!");
		}
	}
}

//Remove all flow rules pertaining to "n_best"
for (int i=0; i<n_best.current_path_to_GW.size()-1; i++){
	mNode from=mNodes.get(n_best.current_path_to_GW.get(i));
	mNode to=mNodes.get(n_best.current_path_to_GW.get(i+1));
	int n1=from.tmp_flow_rules.size();
	from.tmp_flow_rules.remove(new FlowRule(n_best, to, time()));
	int n2=from.tmp_flow_rules.size();
	if (n2>=n1){
		traceln("nothing was removed pt 2!");
	}	
}

//Install 
for (int i=0; i< Graphs.getPathVertexList(best_path).size()-1; i++){
    int from_id= Graphs.getPathVertexList(best_path).get(i);
    mNode from=mNodes.get(from_id);
    int to_id= Graphs.getPathVertexList(best_path).get(i+1);
    mNode to=mNodes.get(to_id);
    
    from.tmp_flow_rules.add(new FlowRule(n_best, to, time()));
    for (mNode d : OVS.get(n_best)){
    	from.tmp_flow_rules.add(new FlowRule(d, to, time()));
    }
}

///////////////////////////////////////////////////////
//Keep History
for (mNode n : mNodes){
	n.prev_classic_flow_rules=n.classic_flow_rules;
	n.prev_links_to_GW=n.current_links_to_GW;
	n.prev_path_to_GW=n.current_path_to_GW;
}

//prepare for new TE deployment
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	//retract all IP flows.
for (goodIP p : collection_gIPs){
	p.retract_but_remember(mNodes);
}
for (badIP p : collection_bIPs){
	p.retract_but_remember(mNodes);
}

//reset arrays
for (mNode n : mNodes){
	n.classic_flow_rules=new ArrayList<FlowRule>();
	n.current_links_to_GW=new ArrayList<LinkTupple>();
	n.current_path_to_GW=new ArrayList<Integer>();
}

//Pass the new n.classic_flow_rules per node n.
//HERE 
for (mNode n : mNodes){
	n.classic_flow_rules=n.tmp_flow_rules; //prev_classic_flow_rules;
}

int vvv=diffTE();
TOTAL_FT_CHANGES+=vvv;
traceln("---> New TE required "+vvv+" flow rule changes!");

//This will set the curr_path/curr_link per node.
cache_paths_at_nodes();

//Now re-establish all flows back.
for (goodIP p : collection_gIPs){
	p.reestablish_from_memory(mNodes);
}
for (badIP p : collection_bIPs){
	p.reestablish_from_memory(mNodes);
}
///
return Attained_peeling;
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	measurements, as shown above. 
	
	
	

	
	Function body
	
	
	

	
	Body
	String msg=new String();
msg=""+detect_rate;
msg+=","+Math.abs(false_p_rate);
msg+=","+Math.abs(false_n_rate);
msg+=","+ITERATIONS;
msg+=","+TOTAL_FT_CHANGES;
msg+=","+link_util_stats.mean();
msg+=",'"+cmsg+"'";
msg+=","+collection_GWs.get(0).id;
msg+=","+CF_Target.id;
msg+=","+get_Nodes_with_max_penalty().get(0);
msg+=","+Math.round(100*portion);
msg+=","+Math.round(100*bIPparticptRatio);
msg+=","+Math.round(100*flashCrowd_prob);
msg+=",'"+topoFilename+"'";
msg+=","+topoIndex;
msg+=","+((enable_GA) ? 1 : 0);
msg+=","+stage2_start_iter;
msg+=","+stage3_start_iter;
msg+=","+max_link_util_after_te;
msg+=","+N_nodes;
msg+=","+steps_for_stage3;
msg+=","+min_decoys;
msg+=","+((tainting_error_flag) ? 1 : 0); //did we stumble upon a possible JGraphT bug??
msg+=","+Math.round(100*alpha_port); 

int run_id=(int)(1e+6*random());

file.setFile("outcome"+run_id+".txt", TextFile.WRITE);
file.println(msg);
file.close();

traceln(msg);
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	Description
	The TE method of Buriol et al, relying on a Genetic Algorithm to find a min-max link utilization routing configuration.
	
	
	

	
	Function body
	
	
	

	
	Body
	//////////////////////////// G.A.
int pop_size=99;   //Multiple of 3!!!
int H=(int)(Math.round(1.0*pop_size/3));
int max_iters=100;
double crossover_rate=0.1;

ArrayList<mGenome> population=new ArrayList<mGenome>();
for (int i=0; i<pop_size; i++){
	population.add(new mGenome(genome_pool));
	//traceln(population.get(i).inspect());
}

mGenome best_solution=null;

while (max_iters-- >0){
	for (mGenome g: population){
		g.evaluate(this);
		if ((best_solution==null) || (best_solution.wimpiness>g.wimpiness)){
			best_solution=g;
		}
	}	
	Collections.sort(population);
	
	ArrayList<mGenome> Q=new ArrayList<mGenome>();
	
	//Add H new ones...
	for (int i=0; i<H; i++){
		Q.add(new mGenome(genome_pool));
	}
	//Also keep the H best
	for (int i=0; i<H; i++){
		Q.add(population.get(i));
	}
	//Crossover the rest with the best..
	for (int i=H; i<2*H; i++){
		mGenome slave=population.get(i);
		int J=(int)(Math.floor(H*random()));
		mGenome master=population.get(J);
		slave.learn_from_master(master, crossover_rate);
		Q.add(slave);
	}
	
	population=Q;
}

best_solution.deploy(this);
int vvv=diffTE();
if (!problem){
	TOTAL_FT_CHANGES+=vvv;
	traceln("---> New GA_TE required "+vvv+" flow rule changes!");
	traceln("     GA_TE max link util: "+best_solution.wimpiness);
}else{
	int kkk=(int)(N_nodes*random());
	TOTAL_FT_CHANGES+=kkk;
	traceln("---> New TE required "+kkk+" flow rule changes!");
	traceln("     TE max link util: "+best_solution.wimpiness);
}	
//traceln(best_solution.inspect());
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	Description
	returns the number of routing table changes required to migrate from R_TE to R_TE'.
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	Body
	int x=0;
for (mNode n: mNodes){
	x+=n.diff_cur_prev_rules();
}
return x;
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	Returns true if one of the lists is contained in the other.
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	Body
	ArrayList<Integer> small_list=null;
ArrayList<Integer> big_list=null;

if (list1.size()>=list2.size()){
	big_list=list1;
	small_list=list2;
}else{
	big_list=list2;
	small_list=list1;
}

boolean out=true;

for (int i=0; i<small_list.size(); i++){
	if (small_list.get(i)!=big_list.get(i)){
		out=false;
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			break;
	}
}

return out;
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	the flashcrowd() code is almost identical to the attack() function. It differs in that it uses benevolent IPs only.
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	Body
	
traceln("\nFLASHCROWD\n------");

int randNodeID=(int)(random()*N_nodes);

best_link=null;
while (best_link==null){
	try{
		best_link=mNodes.get(randNodeID).current_links_to_GW.get(0);
	}catch (Exception e){
		best_link=null;
	}
}

LinkTupple l=best_link;  	
	clink_2_BWleft.put(l, Math.max(mNodes.get(l.from_id).connectionBWs_max[l.source_index] - mNodes.get(l.from_id).connectionBWs_current[l.source_index], 0 ) );
	
	clink_2_Decoys.put(l, new ArrayList<Integer>());
	
	for (mNode n: mNodes){

		if (n.current_links_to_GW.contains(l)){
			clink_2_Decoys.get(l).add(n.id);
		}
	}
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//How much BW per GOOD IP?
//Lets see how much is already there.
double atBW=0;
ArrayList<goodIP> atGIPs = new ArrayList<goodIP>();

HashMap<Integer, Integer> decoyID_to_NgoodIPs = new HashMap<Integer, Integer>();

for (int dec_id : clink_2_Decoys.get(best_link)){
	mNode m=mNodes.get(dec_id);
	decoyID_to_NgoodIPs.put(dec_id, 0);
	for (mIP p :m.assigned_IPs){
		if (p instanceof goodIP){
			atBW+=p.BW;
			atGIPs.add((goodIP)(p));
			decoyID_to_NgoodIPs.put(dec_id, decoyID_to_NgoodIPs.get(dec_id)+1);
		}
	}
}



double BW_per_good_IP=(clink_2_BWleft.get(best_link)+atBW)/atGIPs.size();


ArrayList<badIP> selectionbIPs=new ArrayList<badIP>();

int redirected=0;
int stayed=0;

for (goodIP bIP: atGIPs){
		//Don;t change decoy target if its not required.
		mNode tgt=bIP.target;
		//hack: fake reconnection to same tgt, to update the cur_BW[] arrays and GUI link widths properly.
		bIP.get_new_specific_target(mNodes, tgt, BW_per_good_IP);
		stayed++;
}

traceln("Good flows BW-adapted: "+stayed);
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	Description
	Receives an integer file index and returns the corresponding file name (topology, graphml format) fro within the "topos" subdir.
	
	
	

	
	Function body
	
	
	

	
	Body
	java.io.File dir = new java.io.File("./topos");
  java.io.File[] directoryListing = dir.listFiles(new java.io.FilenameFilter() { 
    	         public boolean accept(java.io.File dir, String filename)
    	              { return filename.endsWith(".graphml"); }
    	} );
  if (directoryListing != null) {
    int K=0;
    for (java.io.File child : directoryListing) {
      // Do something with child
      if (K++==anIntGEzero){
      	return child.getName();
      }
    }
  }
  
  return null;
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	Function: loadGRAPHML
	
	

	
	
	
	
	
	
	
	
	
	

	
	Description: // Construct and visualize the topolgy and the links. 
// If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
// The node IDs, link capacities and delays are also set, as well as a JGraphT reprsentation of the topology, 
// useful for deriving (K)ShortestPaths.
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	default
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	Description
	// Construct and visualize the topolgy and the links. 
// If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
// The node IDs, link capacities and delays are also set, as well as a JGraphT reprsentation of the topology, 
// useful for deriving (K)ShortestPaths. 
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	Body
	if (N_nodes>0){
	setLayoutType(LayoutType.LAYOUT_ARRANGED);
	setNetworkAllInRange(1.3*Math.max(spaceWidth(), spaceHeight())/Math.sqrt(N_nodes));
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		for (int i=0; i<N_nodes; i++){
		mNode n=add_mNodes();
		n.id=n.getIndex();
		graph.addVertex(n.id);
	}
	
	applyLayout();
	applyNetwork();	
	
	
	for (mNode a: mNodes){
		for (int i=0; i<a.getConnections().size(); i++){
			mNode b=(mNode)(a.getConnections().get(i));
			if (graph.getEdge(a.getIndex(), b.getIndex())==null){
				graph.addEdge(a.getIndex(), b.getIndex());
			}
		}
	}
	
	topoFilename="GRID";	
	return;
}



try{

   //Automating!!!!
   topoFilename=topoFileNameFromInt(topoIndex);	

   setLayoutType(LayoutType.LAYOUT_ARRANGED);
   setNetworkUserDefined();


   com.tinkerpop.blueprints.pgm.Graph graph2 = new TinkerGraph();
   GraphMLReader reader = new GraphMLReader(graph2);
 
   java.io.InputStream is = new java.io.BufferedInputStream(
   new java.io.FileInputStream("topos/"+topoFilename));
    
   reader.inputGraph(is);
 
   Iterable<Vertex> vertices = graph2.getVertices();
   Iterator<Vertex> verticesIterator = vertices.iterator();
  
   int N=0;
   while (verticesIterator.hasNext()){       
   	    Vertex vertex = verticesIterator.next(); 
		mNode n=add_mNodes();
		n.id=N++;
		graph.addVertex(n.id);      
   }
   N_nodes=N;
   
   //reset iterator and go for the edges
   verticesIterator = vertices.iterator();
    
   while (verticesIterator.hasNext()) {
      
      Vertex vertex = verticesIterator.next();
      Iterable<Edge> edges = vertex.getInEdges();
      Iterator<Edge> edgesIterator = edges.iterator();
            
      while (edgesIterator.hasNext()) {
 
        Edge edge = edgesIterator.next();
        Vertex outVertex = edge.getOutVertex();
        Vertex inVertex = edge.getInVertex();
        
        int nodeID_I=Integer.parseInt((String)(inVertex.getProperty("pid")));
        int nodeID_O=Integer.parseInt((String)(outVertex.getProperty("pid")));
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        graph.addEdge(nodeID_I, nodeID_O);
        mNodes.get(nodeID_I).connectTo(mNodes.get(nodeID_O));
                       
        String s=((edge.getProperty("LinkSpeedRaw")==null) ? (""+default_linkCapacity) : (String)(edge.getProperty("LinkSpeedRaw")));
        
        double maxBW=Double.parseDouble(s);   	  	        
     }
  } 
    
  N_nodes=mNodes.size();
        
}catch (java.lang.Exception e){
	error(e.getMessage());
	e.printStackTrace();
	finishSimulation();
	return;
}

applyLayout();
applyNetwork();
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	Description: //The Genetic Algorithm of Buriol et al (cf paper) requires some initialization, 
//such as the K-shortest paths connecting each node pair, a genome pool, etc.
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	Description
	//The Genetic Algorithm of Buriol et al (cf paper) requires some initialization, 
//such as the K-shortest paths connecting each node pair, a genome pool, etc.
//These are handled here.
	
	
	

	
	Function body
	
	
	

	
	Body
	kshortest=new org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>(graph, collection_GWs.get(0).id, 2*N_nodes);
genome_pool= new ArrayList< List<GraphPath<Integer, DefaultWeightedEdge>> >();
for (mNode n: mNodes){
	genome_pool.add(new ArrayList<GraphPath<Integer, DefaultWeightedEdge>>());
}

for (mNode n: mNodes){
	if (n.id==collection_GWs.get(0).id){
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			genome_pool.set(n.id, null);
		continue;
	} 
	genome_pool.set(n.id, kshortest.getPaths(n.id));
}
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	//Simply set all initial link loads to zero.
	
	
	

	
	Function body
	
	
	

	
	Body
	for (mNode n: mNodes){
	int N=n.getConnections().size();
	n.connectionBWs_max=new double[N];
	n.connectionBWs_current=new double[N];	
	for (int i=0; i<N; i++){
		n.connectionBWs_max[i]=default_linkCapacity;
		n.connectionBWs_current[i]=0;
	}
}
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	topology, the gateway/target nodes, the initital routing tables, the bots/IPs, as well as many other minor tasks. 
	
	
	

	
	Action
	
	
	

	
	Action
	// Construct and visualize the topolgy and the links. 
// If "N_nodes" is "0", we will attempt to read the graphml file with file index "topoIndex" in the "topos" subdir.
// Else, a regular grid will be constructed, with exactly "N_nodes" nodes.
// The node IDs, link capacities and delays are also set, as well as a JGraphT reprsentation of the topology, 
// useful for deriving (K)ShortestPaths. 
loadGRAPHML();

// Sets the popularity of each node, in the sense of how likely it is to be the destination of a benevolent IP when it rehomes.
// A ZIPF distribution is used, with "theta" exponent. 
init_Popularity(true);

//Pick the 'gateway' and 'target' nodes.
//If "random_GW_TGT" is true, both ar epicked at random.
//Else, the northern-most node becomes the gateway, and the southern-most the target.
init_GW(random_GW_TGT);
init_Target(random_GW_TGT);

//The Genetic Algorithm of Buriol et al (cf paper) requires some initialization, 
//such as the K-shortest paths connecting each node pair, a genome pool, etc.
//These are handled here.
init_GATE();

//Set the initial routing tables at each node. Shortest paths are used. 
//A heuristic is applied to use each link as few times as possible.
init_SPFlowRules();

//At each node, cache the current paths for the gateway->to->each node.
//Internal use.
cache_paths_at_nodes();

//Simply set all initial link loads to zero.
init_linkLoads();

//Initialize the sets of data sources (both bots and benevolent).
initIP_coll();
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Each cycle simulates the following events:
- A portion "portion" of the benevolent IPs pick a new destination, based on the node popularities.
- A link flooding event occurs next. This is attributed to a flashcrowd with probability "flashCrowd_prob", or to an attack otherwise.
- Link-flooding detection occurs next, followed by IP/node penalization.
- Traffic engineering ensues, load-balancing the load and relieving the flooded links (either ReMORE or GATE).
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	Description
	
	
	

	
	Description
	This event represents a time-step, as defined in the paper. It is a periodic event, repeated until attack detection (or for as many times specified by the user).
Each cycle simulates the following events:
- A portion "portion" of the benevolent IPs pick a new destination, based on the node popularities.
- A link flooding event occurs next. This is attributed to a flashcrowd with probability "flashCrowd_prob", or to an attack otherwise.
- Link-flooding detection occurs next, followed by IP/node penalization.
- Traffic engineering ensues, load-balancing the load and relieving the flooded links (either ReMORE or GATE).
	
	
	

	
	Action
	
	
	

	
	Action
	try{
				//increase the cycle counter.
				ITERATIONS++;
				
				//rehome benevolent IPs, based on the 'portion' parameter.
				part_reassign_G_IPs();
				
				//flash crowd or attack?
				if (random()<flashCrowd_prob){
				    flashCrowd();
				}else{
					attack();
				}	
				
				//detect link-floods 
				detect();
				
				if (probable_link==null){
					//no attack is going on. Do nothing.
					traceln("No attack detected...");
					finishSimulation();
					return;
				}
				
				//perform penalization
				penalize();
				
				//keep a lightweight history of penaized nodes, to detect algorithm loops.
				hist_pen.add(get_Nodes_with_max_penalty().size());
				
				try{
					problem=false;
					TE();
					if (problem){
						GA_TE();
					}					
				}catch(java.lang.Exception e){
					GA_TE();
					problem=true;
				}
				
				//finalize simulation or re-schedule the cycle for another execution?
				if ((stage3!=null) && (stage3_start_iter==0)){
					//finish in five steps!
					stage3_start_iter=ITERATIONS;
					max_iters=ITERATIONS+steps_for_stage3;
				}
				
				if (ITERATIONS<=max_iters){
					//rerun!
					cycle_attack_event.restart(1);
				}else{
					//finish!
					double threshold=ITERATIONS+1;
					
					int fp=0;
					for (goodIP p: collection_gIPs){
						if ((pen_IPs.get(p.addr)!=null) && (pen_IPs.get(p.addr)
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	>=threshold)){
							fp++;
						}
					}
					int fn=0;
					int tp=0;
					for (badIP p: collection_bIPs){
						if ((pen_IPs.get(p.addr)!=null) && (pen_IPs.get(p.addr)<threshold)){
							fn--;
						}else{
							tp++;
						}
					}
					
					traceln("FINISH!!!\n--------");
					
					traceln("False Positives (%): "+(Math.abs(fp)*100.0/collection_gIPs.size()));
					traceln("False Negatives (%): "+(Math.abs(fn)*100.0/collection_bIPs.size()));
					traceln("Detection  Rate (%): "+(Math.abs(tp)*100.0/collection_bIPs.size()));
					on_sim_end(tp*100/collection_bIPs.size(), fp*100/collection_gIPs.size(), fn*100/collection_bIPs.size(), "OK");
					finishSimulation();
				}
}catch(Exception e){
	traceln("INVALID RUN!");
	stopSimulation();
}
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	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The node selected to serve as the target in the context of this simulation.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: clink_2_BWleft
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. a hash, mapping all cadidate-links for flooding to their remaining capacity.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	HashMap<LinkTupple, Double>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
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	Name
	Value
	
	
	

	
	Description
	read only. a hash, mapping all cadidate-links for flooding to their remaining capacity.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: clink_2_Decoys
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. a hash, mapping all cadidate-links for flooding to their offered decoys.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	HashMap<LinkTupple, ArrayList<Integer> >
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. a hash, mapping all cadidate-links for flooding to their offered decoys.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: probable_link
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. the most probable attacked link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	LinkTupple
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. the most probable attacked link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
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	Variable: best_link
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. the selected link for flooding
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	LinkTupple
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. the selected link for flooding
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: BWleft
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. The remaining capacity of the most probable attack link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	double
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. The remaining capacity of the most probable attack link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: Suspect_nodes
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. A list of suspect attack-targes (i.e., decoy nodes affected by the flooded link(s)).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<mNode>
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	Name
	Value
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. A list of suspect attack-targes (i.e., decoy nodes affected by the flooded link(s)).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: Suspect_IPs
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. A list of all suspect IPs (probable bots), i.e., the data sources found active over the flooded link(s).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<mIP>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. A list of all suspect IPs (probable bots), i.e., the data sources found active over the flooded link(s).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: prev_Suspect_IPs
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. The previous list of suspect IPs (previous cycle).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<mIP>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. The previous list of suspect IPs (previous cycle).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
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	Name
	Value
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: prev_Suspect_nodes
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. A list of the previously suspect attack-targets (i.e., previous cycle).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<mNode>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. A list of the previously suspect attack-targets (i.e., previous cycle).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: pen_nodes
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. A hash mapping each node to its accumulated penalty so far.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new HashMap<mNode,Integer>()
	
	
	

	
	Type
	HashMap<mNode,Integer>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. A hash mapping each node to its accumulated penalty so far.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: pen_IPs
	
	

	
	
	
	
	
	
	
	

	
	Description: read only.  A hash mapping each IP to its accumulated penalty so far.
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	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new HashMap<Integer,Integer>()
	
	
	

	
	Type
	HashMap<Integer,Integer>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only.  A hash mapping each IP to its accumulated penalty so far.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: hist_pen
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. Keeps a list of the "hist_steps_equal" most recent probable attack targets. This is done to enhance detection stability.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new ArrayList<Integer>()
	
	
	

	
	Type
	ArrayList<Integer>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. Keeps a list of the "hist_steps_equal" most recent probable attack targets. This is done to enhance detection stability.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: stage_2_elimination
	
	

	
	
	
	
	
	
	
	

	
	Description: The "stage_2_eliminiation" structure contains  the probable target nodes, tied w.r.t. their penalty points. Uaed in the 2nd stage of ReMOTE.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<mNode>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
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	Name
	Value
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The "stage_2_eliminiation" structure contains  the probable target nodes, tied w.r.t. their penalty points. Uaed in the 2nd stage of ReMOTE.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: stage3
	
	

	
	
	
	
	
	
	
	

	
	Description: This is the detected target.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null;
	
	
	

	
	Type
	mNode
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	This is the detected target.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: TOTAL_FT_CHANGES
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. The total (network-wide) routing table changes incurred so far.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. The total (network-wide) routing table changes incurred so far.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
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	Name
	Value
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: ITERATIONS
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. The number of cycles run so far.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. The number of cycles run so far.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: stage3_start_iter
	
	

	
	
	
	
	
	
	
	

	
	Description: Logs the iteration when stage 3 started.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Logs the iteration when stage 3 started.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: max_iters
	
	

	
	
	
	
	
	
	
	

	
	Description: read only. The maximum cycles allowed byt he simulation. This is set automatically as the iteration at which stage 3 started, plus "steps_for_stage3" cycles more.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
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	Name
	Value
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	15;
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	read only. The maximum cycles allowed byt he simulation. This is set automatically as the iteration at which stage 3 started, plus "steps_for_stage3" cycles more.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: kshortest
	
	

	
	
	
	
	
	
	
	

	
	Description: The K-Shortest paths connecting each node (integer identifier) to the gateway.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	org.jgrapht.alg.KShortestPaths<Integer, DefaultWeightedEdge>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The K-Shortest paths connecting each node (integer identifier) to the gateway. 
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: genome_pool
	
	

	
	
	
	
	
	
	
	

	
	Description: //The Genetic Algorithm of Buriol et al (cf paper) requires some initialization, 
//such as the K-shortest paths connecting each node pair, a genome pool, etc.
//These are handled here.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList< List<GraphPath<Integer, DefaultWeightedEdge>> >
	
	
	

	
	Show At Runtime
	true
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	Name
	Value
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	//The Genetic Algorithm of Buriol et al (cf paper) requires some initialization, 
//such as the K-shortest paths connecting each node pair, a genome pool, etc.
//These are handled here.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: problem
	
	

	
	
	
	
	
	
	
	

	
	Description: This flag denotes that the topology is disconnected, in the sense that JGraphT was unable to find a path connecting at least one node pair, AT THE CURRENT CYCLE.
Notice that we have noticed JGraphT failures during its runtime. Perhaps an internal library bug?
If the flag is set to true, its state propagates to the simulation-wide "tainting_error_flag" as well.
You should disregard the results of such simulation runs. Your call, if you know wat you are doing.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	false
	
	
	

	
	Type
	boolean
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	This flag denotes that the topology is disconnected, in the sense that JGraphT was unable to find a path connecting at least one node pair, AT THE CURRENT CYCLE.
Notice that we have noticed JGraphT failures during its runtime. Perhaps an internal library bug?
If the flag is set to true, its state propagates to the simulation-wide "tainting_error_flag" as well.
You should disregard the results of such simulation runs. Your call, if you know wat you are doing.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: stage2_start_iter
	
	

	
	
	
	
	
	
	
	

	
	Description: logs the iteration when Stage 2 of ReMOTE started.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	-1
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	Name
	Value
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	logs the iteration when Stage 2 of ReMOTE started.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: st2n
	
	

	
	
	
	
	
	
	
	

	
	Description: Read only. Facility. Holds the number of nodes participating to ReMOTE stage 2.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Read only. Facility. Holds the number of nodes participating to ReMOTE stage 2.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: tainting_error_flag
	
	

	
	
	
	
	
	
	
	

	
	Description: This flag denotes that the topology is disconnected, in the sense that JGraphT was unable to find a path connecting at least one node pair, DURING THE WHOLE SIMULATION RUN.
Notice that we have noticed JGraphT failures during its runtime. Perhaps an internal library bug?
You should disregard the results of such simulation runs. Your call, if you know wat you are doing.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	false
	
	
	

	
	Type
	boolean
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	This flag denotes that the topology is disconnected, in the sense 
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	Name
	Value
	
	
	

	
	
	that JGraphT was unable to find a path connecting at least one node pair, DURING THE WHOLE SIMULATION RUN.
Notice that we have noticed JGraphT failures during its runtime. Perhaps an internal library bug?
You should disregard the results of such simulation runs. Your call, if you know wat you are doing.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: topoFilename
	
	

	
	
	
	
	
	
	
	

	
	Description: Read only. The name of the employed topology. Derived from the topoIndex
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	"switchl3.graphml"
	
	
	

	
	Type
	String
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Read only. The name of the employed topology. Derived from the topoIndex
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Collection: collection_GWs
	
	

	
	
	
	
	
	
	
	

	
	Description: Contains the node serving as the network gateway.
Currently can contain only one node. Other members are ignored.
In future versions the simulator will support  multiple gateways.
However, the currently studied topologies (TopologyZoo) offer no such information.
Thus, we presently simplify the scenarios to one (potentially random) gateway only.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Collection Class
	ArrayList
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Element Class
	mNode
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Contains the node serving as the network gateway.
Currently can contain only one node. Other members are ignored.
In future versions the simulator will support  multiple gateways.
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	Name
	Value
	
	
	

	
	
	However, the currently studied topologies (TopologyZoo) offer no such information.
Thus, we presently simplify the scenarios to one (potentially random) gateway only.
	
	
	

	
	Advanced
	
	
	

	
	Colleciton Initializer Code
	{}
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	
	
	
	
	
	
	

	
	Collection: collection_gIPs
	
	

	
	
	
	
	
	
	
	

	
	Description: A collection holding all benevolent sources.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Collection Class
	ArrayList
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Element Class
	goodIP
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	A collection holding all benevolent sources.
	
	
	

	
	Advanced
	
	
	

	
	Colleciton Initializer Code
	{}
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	
	
	
	
	
	
	

	
	Collection: collection_bIPs
	
	

	
	
	
	
	
	
	
	

	
	Description: A collection holding all the bots.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Collection Class
	ArrayList
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Element Class
	badIP
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	A collection holding all the bots.
	
	
	

	
	Advanced
	
	
	

	
	Colleciton Initializer Code
	{}
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	
	
	
	
	
	
	

	
	Data Set: dataset_nodes
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	Name
	Value
	
	
	

	
	General
	
	
	

	
	Axis Data Freeze X Axis
	false
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Dataset Samples To Keep
	1000000
	
	
	

	
	Show At Runtime
	false
	
	
	

	
	Data update
	
	
	

	
	Analysis Auto Update
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Data Set: dataset_IPs
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Axis Data Freeze X Axis
	false
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Dataset Samples To Keep
	1000000
	
	
	

	
	Show At Runtime
	false
	
	
	

	
	Data update
	
	
	

	
	Analysis Auto Update
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Statistics: link_util_stats
	
	

	
	
	
	
	
	
	
	

	
	Description: A standard anylogic statistics object. 
At each cycle, it receives the maximum link utilization after the TE step. 
At the end of the simulation, it yields the average max-link-utilization, the deviation, confidence etc.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Discrete
	true
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Data update
	
	
	

	
	Analysis Auto Update
	true
	
	
	

	
	Description
	
	
	

	
	Description
	A standard anylogic statistics object. 
At each cycle, it receives the maximum link utilization after the TE step. 
At the end of the simulation, it yields the average max-link-utilization, the deviation, confidence etc.
	
	
	

	
	Data update
	
	
	

	
	Recurrence
	1
	
	
	

	
	
	
	
	
	
	
	

	
	Text File: file
	
	

	
	
	
	
	
	
	
	

	
	Description: A standard text file to write measurements.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Text File Type
	FILE
	
	
	

	
	Text File Name
	cf_outcome.txt
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	Name
	Value
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	File Mode
	WRITE_APPEND
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Description
	
	
	

	
	Description
	A standard text file to write measurements.
	
	
	

	
	
	
	
	
	
	
	

	
	Agent Type: mNode
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Advanced
	
	
	

	
	Limit the number of array elements
	false
	
	
	

	
	Auto-create Datasets
	true
	
	
	

	
	Entity actions
	
	
	

	
	Flowcharts Usage
	ENTITY
	
	
	

	
	Movement parameters
	
	
	

	
	Velocity
	10
	
	
	

	
	Rotate Animation Towards Movement
	true
	
	
	

	
	Advanced
	
	
	

	
	Make Default View Area
	true
	
	
	

	
	Movement parameters
	
	
	

	
	Rotate Animation Vertically
	false
	
	
	

	
	Advanced Java
	
	
	

	
	Generic
	false
	
	
	

	
	Advanced
	
	
	

	
	Recurrence
	1
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	Function: color_node
	
	

	
	
	
	
	
	
	
	

	
	Description: GUI stuff. Paint the node depending on its role (decoy/target/gateway/no role).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Return Type
	Color
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	ReturnModificator
	RETURNS_VALUE
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Arguments
	
	
	

	
	Parameters
	()
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	default
	
	
	

	
	Description
	
	
	

	
	Description
	GUI stuff. Paint the node depending on its role (decoy/target/gateway/no role).
	
	
	

	
	Function body
	
	
	

	
	Body
	if (is_Gateway){
	node_text.setText("G");
	return Color.green;
}
if (is_CF_target){
	node_text.setText("T");
	return Color.red;
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	Name
	Value
	
	
	

	
	
	}
if (is_CF_decoy){
	node_text.setText("D");
	return Color.yellow;
}

node_text.setText("");
return Color.white;
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Function: sumFlowBW
	
	

	
	
	
	
	
	
	
	

	
	Description: Returns the aggregate traffic flow destined to this node.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Return Type
	double
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	ReturnModificator
	RETURNS_VALUE
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Arguments
	
	
	

	
	Parameters
	()
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	default
	
	
	

	
	Description
	
	
	

	
	Description
	Returns the aggregate traffic flow destined to this node.
	
	
	

	
	Function body
	
	
	

	
	Body
	double sum=0;

for (mIP p: assigned_IPs){
	sum+=p.BW;
}
for (int i=0; i<connectionBWs_current.length; i++){
	sum+=connectionBWs_current[i];
}

return sum;
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Function: diff_cur_prev_rules
	
	

	
	
	
	
	
	
	
	

	
	Description: Counts the routing table modifications to migrate form the previous routing table to the current one.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Return Type
	int
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	ReturnModificator
	RETURNS_VALUE
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Arguments
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
	Page 69 of
	 91
	
	
	
	

	
	
	
	
	
	
	
	

	
	CrossFire_verPublic
	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	Parameters
	()
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	default
	
	
	

	
	Description
	
	
	

	
	Description
	Counts the routing table modifications to migrate form the previous routing table to the current one.
	
	
	

	
	Function body
	
	
	

	
	Body
	ArrayList<FlowRule> x1=new ArrayList<FlowRule>(classic_flow_rules);
ArrayList<FlowRule> x2=new ArrayList<FlowRule>(prev_classic_flow_rules);
ArrayList<FlowRule> D=new ArrayList<FlowRule>();

x1.removeAll(x2);
D.addAll(x1);

x1=new ArrayList<FlowRule>(classic_flow_rules);
x2=new ArrayList<FlowRule>(prev_classic_flow_rules);

x2.removeAll(x1);
D.addAll(x2);

return D.size();

	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: connectionBWs_max
	
	

	
	
	
	
	
	
	
	

	
	Description: An array holding the capacity of each adjacent link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	double[]
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	An array holding the capacity of each adjacent link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: connectionBWs_current
	
	

	
	
	
	
	
	
	
	

	
	Description: An array holding the current load of each adjacent link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
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	Name
	Value
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	double[]
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	An array holding the current load of each adjacent link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: id
	
	

	
	
	
	
	
	
	
	

	
	Description: a unique node id.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Type
	int
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	a unique node id.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: GW
	
	

	
	
	
	
	
	
	
	

	
	Description: facility. a pointer to the topology gateway.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Type
	mNode
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	facility. a pointer to the topology gateway.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
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	Name
	Value
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: current_path_to_GW
	
	

	
	
	
	
	
	
	
	

	
	Description: The current path connecting this node to the gateway. (A list of node hops, i.e. node IDs).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<Integer>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The current path connecting this node to the gateway. (A list of node hops, i.e. node IDs).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: current_links_to_GW
	
	

	
	
	
	
	
	
	
	

	
	Description: The current path connecting this node to the gateway. (A list of LINKS).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<LinkTupple>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The current path connecting this node to the gateway. (A list of LINKS).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: prev_path_to_GW
	
	

	
	
	
	
	
	
	
	

	
	Description: The previous path connecting this node to the gateway. (A list of node hops, i.e. node IDs).
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	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<Integer>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The previous path connecting this node to the gateway. (A list of node hops, i.e. node IDs).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: prev_links_to_GW
	
	

	
	
	
	
	
	
	
	

	
	Description: The previous path connecting this node to the gateway. (A list of LINKS).
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<LinkTupple>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The previous path connecting this node to the gateway. (A list of LINKS).
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: classic_flow_rules
	
	

	
	
	
	
	
	
	
	

	
	Description: The current routing table of this node.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new ArrayList<FlowRule>()
	
	
	

	
	Type
	ArrayList<FlowRule>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
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	Name
	Value
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The current routing table of this node. 
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: prev_classic_flow_rules
	
	

	
	
	
	
	
	
	
	

	
	Description: The previous routing table of this node.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	ArrayList<FlowRule>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The previous routing table of this node. 
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: tmp_flow_rules
	
	

	
	
	
	
	
	
	
	

	
	Description: Internal use. A temp variable, used for holding routing table instances during IP rehoming/attacks.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new ArrayList<FlowRule>()
	
	
	

	
	Type
	ArrayList<FlowRule>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Internal use. A temp variable, used for holding routing table instances during IP rehoming/attacks. 
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
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	Variable: best_flow_rules
	
	

	
	
	
	
	
	
	
	

	
	Description: Internal use. A temp variable, used for holding routing table instances during IP rehoming/attacks.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	new ArrayList<FlowRule>()
	
	
	

	
	Type
	ArrayList<FlowRule>
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Internal use. A temp variable, used for holding routing table instances during IP rehoming/attacks. 
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: is_Gateway
	
	

	
	
	
	
	
	
	
	

	
	Description: Denotes whether the current node is this node is a gateway or not.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	false
	
	
	

	
	Type
	boolean
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Denotes whether the current node is this node is a gateway or not.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: is_CF_target
	
	

	
	
	
	
	
	
	
	

	
	Description: Denotes whether the current node is this node is a target or not.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	false
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	Name
	Value
	
	
	

	
	Type
	boolean
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Denotes whether the current node is this node is a target or not.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: is_CF_decoy
	
	

	
	
	
	
	
	
	
	

	
	Description: Denotes whether the current node is this node is a decoy or not.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	false
	
	
	

	
	Type
	boolean
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	Denotes whether the current node is this node is a decoy or not.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: popularity
	
	

	
	
	
	
	
	
	
	

	
	Description: [READ ONLY] The popularity of this node, in the sense of how likely it is to be the destination of a benevolent IP when it rehomes.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	double
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	[READ ONLY] The popularity of this node, in the sense of how likely it is to be the destination of a benevolent IP when it rehomes.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
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	Name
	Value
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Collection: assigned_IPs
	
	

	
	
	
	
	
	
	
	

	
	Description: A collection of all data sources that have this node as their destination.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Collection Class
	ArrayList
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Element Class
	mIP
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	A collection of all data sources that have this node as their destination.
	
	
	

	
	Advanced
	
	
	

	
	Colleciton Initializer Code
	{}
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	
	
	
	
	
	
	

	
	Agent Type: mLink
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Advanced
	
	
	

	
	Limit the number of array elements
	false
	
	
	

	
	Auto-create Datasets
	true
	
	
	

	
	Entity actions
	
	
	

	
	Flowcharts Usage
	ENTITY
	
	
	

	
	Movement parameters
	
	
	

	
	Velocity
	10
	
	
	

	
	Rotate Animation Towards Movement
	true
	
	
	

	
	Advanced
	
	
	

	
	Make Default View Area
	true
	
	
	

	
	Movement parameters
	
	
	

	
	Rotate Animation Vertically
	false
	
	
	

	
	Advanced Java
	
	
	

	
	Generic
	false
	
	
	

	
	Advanced
	
	
	

	
	Recurrence
	1
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	Parameter: BW_max
	
	

	
	
	
	
	
	
	
	
	

	
	Description: The nominal capacity of this link. (Arbitrary units)
	
	

	
	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Array
	false
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Type
	double
	
	
	

	
	Default Value
	100
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Description
	
	
	

	
	Description
	The nominal capacity of this link. (Arbitrary units)
	
	
	

	
	Advanced
	
	
	

	
	Modificator
	STATIC
	
	
	

	
	Use Units
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Editor
	
	
	

	
	Editor Control
	TEXT_BOX
	
	
	

	
	
	
	
	
	
	
	
	

	
	Variable: BW_used
	
	

	
	
	
	
	
	
	
	
	

	
	Description: The current load of this link. Must be less than BW_max (Arbitrary units)
	
	

	
	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	0
	
	
	

	
	Type
	double
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	Value
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The current load of this link. Must be less than BW_max (Arbitrary units)
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: source_node
	
	

	
	
	
	
	
	
	
	

	
	Description: The origin-node of this link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	mNode
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The origin-node of this link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
	
	
	

	
	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Variable: dest_node
	
	

	
	
	
	
	
	
	
	

	
	Description: The destination-node of this link.
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Show name
	true
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	Initial Value
	null
	
	
	

	
	Type
	mNode
	
	
	

	
	Show At Runtime
	true
	
	
	

	
	Advanced
	
	
	

	
	Access Type
	public
	
	
	

	
	Description
	
	
	

	
	Description
	The destination-node of this link.
	
	
	

	
	Advanced
	
	
	

	
	Use Units
	false
	
	
	

	
	Static
	false
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	Save In Snapshot
	true
	
	
	

	
	Constant
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: FlowRule
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	/**
 * FlowRule. A representation of the most common routing table. Class member names are self-descriptive.
 */	
public class FlowRule implements java.io.Serializable {

	public mNode if_final_packet_destination;
	public mNode then_next_hop;
	public double rule_creation_timestamp;
    /**
     * Default constructor
     */
    public FlowRule(mNode dest, mNode neigh, double time_now){
    	if_final_packet_destination=dest;
    	then_next_hop=neigh;
    	rule_creation_timestamp=time_now;
    }
    
    
    public FlowRule dup(){
    	return new FlowRule(if_final_packet_destination, then_next_hop,rule_creation_timestamp);
    }     
	
	@Override
	public String toString() {			
		return super.toString();
	}
	
	@Override
	public boolean equals(Object r) {	
		
		FlowRule fr=(FlowRule)(r);
		//traceln("shots fired!");
		return ((this.if_final_packet_destination.id==fr.if_final_packet_destination.id) && (this.then_next_hop.id==fr.then_next_hop.id));
	}
	

	/**
	 * This number is here for model snapshot storing purpose<br>
	 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: LinkTupple
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	/**
 * LinkTupple. This is just a facility struct, to hold together and compare some link atributes.
 */	
public class LinkTupple implements Serializable {

    /**
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	     * Default constructor
     */
	public int from_id;   //The ID of the link-origin node.
	public int to_id;    // The ID of the link-destination node.
	public int source_index;   // Each node keeps a list of its connections (standard anylogic behavior). This index within the "from" node designates the current link.
	
    public LinkTupple(mNode from, mNode to) {
    	for (int i=0; i<from.getConnections().size(); i++){
    		mNode nei=(mNode)(from.getConnectedAgent(i));
    		if (nei==to){
    			from_id=from.id;
    			to_id=to.id;
    			source_index=i;
    			return;
    		}
    	}
    	
    }

	@Override
	public String toString() {
		return new String("Link "+from_id+"->"+to_id);
	}
	
	@Override
	public boolean equals(Object r) {		
		LinkTupple tr=(LinkTupple)(r);
		return ((this.from_id==tr.from_id) && (this.to_id==tr.to_id));
	}	

	/**
	 * This number is here for model snapshot storing purpose<br>
	 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: mIP
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	/**
 * mIP. A base class for representing data sources (bots or benevolent)
 */	
public class mIP implements Serializable {

	private static int IP_gen=0;
	
	public mNode target; //the destination of this data source - which node
	public int addr; //A unique identifier for this source. Produced by incrementing the static variable "IP_gen" 
	public double BW; //the exerted bandwidth of this source.
    /**
     * Default constructor
     */
    public mIP() {
    	addr=IP_gen++;
    	BW=0;
    }
    
    public mIP dup(){ //produce a duplicate of this object.
    	mIP x=new mIP();
    	IP_gen--;
    	x.target=target;
    	x.addr=addr;
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	Name
	Value
	
	
	

	
	
	    	x.BW=BW;
    	return x;
    }

	@Override
	public String toString() {
		return super.toString();
	}

	@Override
	public boolean equals(Object r) { //define equality. This is for searching within colelctions, using standard JAVA functions.	
		
		mIP fr=(mIP)(r);
		return (this.addr==fr.addr);
	}	
	
	/**
	 * This number is here for model snapshot storing purpose<br>
	 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: badIP
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	/**
 * badIP. This is the representation of a bot. Facilities are provided to retract the bot from a destination and re-home it elsewhere. The corresponding link loads are updated automatically.
 */	
public class badIP extends crossfire.mIP implements Serializable {

	/**
     * Default constructor
     */
    public badIP() {
    	target=null;
    }
    
    // The following two functs are to be used before/after new TE.
    public void retract_but_remember(Main._mNodes_Class mNodes){
    	//retract from previous path
    	if (target!=null){
    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			c.connectionBWs_current[I]-=this.BW;
    			if (Math.abs(c.connectionBWs_current[I])<1e-5){
    				c.connectionBWs_current[I]=0;
    			}
    			
    			if (c.connectionBWs_current[I]<0){
    					traceln("B: At n_"+c.id+" Negative current BW detected!!! "+c.connectionBWs_current[I]);
    			}
    		}	
    		
    		target.assigned_IPs.remove(this);
    	}
    }
    
    public void retract_but_remember_fake(Main._mNodes_Class mNodes){
    	//retract from previous path, but nodes.cBW[i] was nullified externally.
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	    	if (target!=null){
    		target.assigned_IPs.remove(this);
    	}    	    	
    }
    
    public void reestablish_from_memory(Main._mNodes_Class mNodes){
    	//re-establish with no retraction!
    	if (target!=null){
        	target.assigned_IPs.add(this);
        	
    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			if (c.connectionBWs_current==null){
    				traceln("null");
    			}
    			c.connectionBWs_current[I]+=BW;
    		}	        	
    	}
    }    
    
    private void retract(Main._mNodes_Class mNodes){
    	//retract from previous path
    	if (target!=null){
    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			c.connectionBWs_current[I]-=this.BW;
    			if (Math.abs(c.connectionBWs_current[I])<1e-5){
    				c.connectionBWs_current[I]=0;
    			}
    			
    			if (c.connectionBWs_current[I]<0){
    					traceln("B:At n_"+c.id+" Negative current BW detected!!! "+c.connectionBWs_current[I]);
    			}
    		}	
    		
    		target.assigned_IPs.remove(this);
    	}    	
    	target=null;
    	BW=0;
    }
    
    public void get_new_target(Main._mNodes_Class mNodes, mNode new_target, double BW_per_IP){
    	//retract
    	retract(mNodes);

    	//add to new path
    	target=new_target;
    	target.assigned_IPs.add(this);
    	
		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
			int I=target.current_links_to_GW.get(i).source_index;
			mNode c=mNodes.get(target.current_path_to_GW.get(i));
			if (c.connectionBWs_current==null){
				traceln("null");
			}
			c.connectionBWs_current[I]+=BW_per_IP;
		}	
    	
		BW=BW_per_IP;
    }    
    
    
	@Override
	public String toString() {
		return super.toString();
	}

	/**
	 * This number is here for model snapshot storing purpose<br>
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		 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: goodIP
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	/**
 * goodIP. This is the representation of a benevolent traffic source (IP). Facilities are provided to retract the source from a destination and re-home it elsewhere. The corresponding link loads are updated automatically.
 */	
public class goodIP extends crossfire.mIP implements Serializable {

	/**
     * Default constructor
     */
    public goodIP() {
    	this.target=null;
    }
    
    
    // The following two functs are to be used before/after new TE.
    //
    //
    //
    public void retract_but_remember(Main._mNodes_Class mNodes){
    	//retract from previous path
    	if (target!=null){

    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			c.connectionBWs_current[I]-=this.BW;
    			if (Math.abs(c.connectionBWs_current[I])<1e-5){
    				c.connectionBWs_current[I]=0;
    			}
    			
    			if (c.connectionBWs_current[I]<0){
    					traceln("G: At n_"+c.id+" Negative current BW detected!!! "+c.connectionBWs_current[I]);
    			}
    		}	
    		target.assigned_IPs.remove(this);
    	}    	    	
    }
    

    public void retract_but_remember_fake(Main._mNodes_Class mNodes){
    	//retract from previous path, but nodes.cBW[i] was nullified externally.
    	if (target!=null){
    		target.assigned_IPs.remove(this);
    	}    	    	
    }
    
    

    public void reestablish_from_memory(Main._mNodes_Class mNodes){
    	//re-establish with no retraction!
    	if (target!=null){
        	target.assigned_IPs.add(this);
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	    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			if (c.connectionBWs_current==null){
    				traceln("null");
    			}
    			c.connectionBWs_current[I]+=BW;
    		}	        	
    	}
    }   
    //
    //
    //
    //
    
    
    private void retract(Main._mNodes_Class mNodes){
    	//retract from previous path
    	if (target!=null){
    		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
    			int I=target.current_links_to_GW.get(i).source_index;
    			mNode c=mNodes.get(target.current_path_to_GW.get(i));
    			c.connectionBWs_current[I]-=this.BW;
    			if (Math.abs(c.connectionBWs_current[I])<1e-5){
    				c.connectionBWs_current[I]=0;
    			}
    			
    			if (c.connectionBWs_current[I]<0){
    					traceln("G: At n_"+c.id+" Negative current BW detected!!! "+c.connectionBWs_current[I]);
    			}
    		}	
    		
    		target.assigned_IPs.remove(this);
    	}    	
    	target=null;
    	BW=0;
    }  

    public void get_new_specific_target(Main._mNodes_Class mNodes, mNode new_target, double BW_per_IP){
    	//retract
    	retract(mNodes);

    	//add to new path
    	target=new_target;
    	target.assigned_IPs.add(this);
    	
		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
			int I=target.current_links_to_GW.get(i).source_index;
			mNode c=mNodes.get(target.current_path_to_GW.get(i));
			if (c.connectionBWs_current==null){
				traceln("null");
			}
			c.connectionBWs_current[I]+=BW_per_IP;
		}	
    	
		BW=BW_per_IP;
    } 
    
    public void get_new_target(Main._mNodes_Class mNodes, double BW_per_IP){
    	double popularity=0;
    	int target_id=-1;
    	if (target!=null){
    		popularity=target.popularity;
    		target_id=target.id;
    	}
    	
    	double P_tot=1-popularity;    	
    	
    	double p=random()*P_tot;

    	double t=0;
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    	mNode new_target=null;    	    	
    	
    	for (mNode a : mNodes){
    		if (a.id!=target_id){
    			t+=a.popularity;
    			if (t>=p){
    				new_target=a;
    				break;
    			}	
    		}
    	}
    	
    	//retract from previous path
    	retract(mNodes);

    	//add to new path
    	target=new_target;
    	target.assigned_IPs.add(this);
    	
		for (int i=0; i<target.current_path_to_GW.size()-1; i++){
			int I=target.current_links_to_GW.get(i).source_index;
			mNode c=mNodes.get(target.current_path_to_GW.get(i));
			if (c.connectionBWs_current==null){
				traceln("null");
			}
			c.connectionBWs_current[I]+=BW_per_IP;
		}	
    	
		BW=BW_per_IP;
    }
    

	@Override
	public String toString() {
		return super.toString();
	}

	/**
	 * This number is here for model snapshot storing purpose<br>
	 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
	
	
	

	
	Exclude From Build
	false
	
	
	

	
	
	
	
	
	
	
	

	
	Java Class: mGenome
	
	

	
	
	
	
	
	
	
	

	
	Name
	Value
	
	
	

	
	General
	
	
	

	
	Text
	import crossfire.Main._mNodes_Class;
import org.jgraph.JGraph;
import org.jgraph.graph.AttributeMap;
import org.jgraph.graph.DefaultGraphCell;
import org.jgraph.graph.GraphConstants;
import org.jgrapht.*;
import org.jgrapht.ext.*;
import org.jgrapht.graph.*;
/**
 * mGenome. This is an implementation of the Genetic Algorithm-based TE scheme of Buriol et al. (cf. related paper for more).
 */	
public class mGenome implements Serializable, Comparable {

    /**
     * Default constructor
     */
	ArrayList< GraphPath<Integer, DefaultWeightedEdge> > path_selections;
	double wimpiness;
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	Name
	Value
	
	
	

	
	
		
    public mGenome(ArrayList< List<GraphPath<Integer, DefaultWeightedEdge>> > genome_pool) {
    	wimpiness=Double.MAX_VALUE;
    	path_selections=new ArrayList< GraphPath<Integer, DefaultWeightedEdge> >();
    	int N=genome_pool.size();
    	for (int i=0; i<N; i++){
    		if (genome_pool.get(i)==null){
    			path_selections.add(null);
    			continue;
    		}
    		int M=genome_pool.get(i).size();
    		int j=(int)(M*random());
    		path_selections.add(genome_pool.get(i).get(j));
    	}    			   	    	
    }
    
    public void learn_from_master(mGenome master, double crossover_rate){
    	int N=master.path_selections.size();
    	int h=(int)(Math.round(crossover_rate*N));
    	ArrayList<Integer> indices=new ArrayList<Integer>();
    	for (int i=0; i<h; i++){    		
    		while (true){
    			int d=(int)(Math.floor(random()*N));
    			if (!indices.contains(d)){
    				indices.add(d);
    				break;
    			}
    		}
    	}
    	
    	for (int d: indices){
    		this.path_selections.set(d, master.path_selections.get(d));
    	}
    }
    
    
    public void deploy(Main main){
    	//backup
		for (mNode n : main.mNodes){
			n.tmp_flow_rules=new ArrayList<FlowRule>();
			n.prev_classic_flow_rules=n.classic_flow_rules;
		}    	
    	    	
		//LOAD the Genome PATHS at the TMP holders.
		for (int ni=0; ni<path_selections.size(); ni++ ){
			GraphPath<Integer, DefaultWeightedEdge> best_path=path_selections.get(ni);
			if (best_path==null){
				continue;
			}
			for (int i=0; i< Graphs.getPathVertexList(best_path).size()-1; i++){
				int cur_node=Graphs.getPathVertexList(best_path).get(i);
				int nex_node=Graphs.getPathVertexList(best_path).get(i+1);
				FlowRule fr=new FlowRule(main.mNodes.get(ni), main.mNodes.get(nex_node), 0);
				if (!main.mNodes.get(cur_node).tmp_flow_rules.contains(fr)){
					main.mNodes.get(cur_node).tmp_flow_rules.add(fr);		
				}
			}	 	
		}
		//EVALUATE max_min_util;
		//prepare for new TE deployment
		//retract all IP flows.
		for (goodIP p : main.collection_gIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		for (badIP p : main.collection_bIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		
		//reset arrays
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			for (mNode n : main.mNodes){
			n.connectionBWs_current=new double[n.connectionBWs_max.length];
			n.classic_flow_rules=new ArrayList<FlowRule>();
			n.current_links_to_GW=new ArrayList<LinkTupple>();
			n.current_path_to_GW=new ArrayList<Integer>();
		}
		
		//Pass the new n.classic_flow_rules per node n.
		//HERE 
		for (mNode n : main.mNodes){
			n.classic_flow_rules=n.tmp_flow_rules; //prev_classic_flow_rules;
		}
		
		//traceln("---> New TE required "+diffTE()+" flow rule changes!");
		
		//This will set the curr_path/curr_link per node.
		main.cache_paths_at_nodes();
		
		//Now re-establish all flows back.
		for (goodIP p : main.collection_gIPs){
			p.reestablish_from_memory(main.mNodes);
		}
		for (badIP p : main.collection_bIPs){
			p.reestablish_from_memory(main.mNodes);
		}	
		
		
		
    }
    
    
    public void evaluate(Main main){
    	//backup
		for (mNode n : main.mNodes){
			n.tmp_flow_rules=new ArrayList<FlowRule>();
			n.prev_classic_flow_rules=n.classic_flow_rules;
		}    	
    	
    	
		//LOAD the Genome PATHS at the TMP holders.
		for (int ni=0; ni<path_selections.size(); ni++ ){
			GraphPath<Integer, DefaultWeightedEdge> best_path=path_selections.get(ni);
			if (best_path==null){ //gateway to gateway
				continue;
			}
			for (int i=0; i< Graphs.getPathVertexList(best_path).size()-1; i++){
				int cur_node=Graphs.getPathVertexList(best_path).get(i);
				int nex_node=Graphs.getPathVertexList(best_path).get(i+1);
				FlowRule fr=new FlowRule(main.mNodes.get(ni), main.mNodes.get(nex_node), 0);
				if (!main.mNodes.get(cur_node).tmp_flow_rules.contains(fr)){
					main.mNodes.get(cur_node).tmp_flow_rules.add(fr);		
				}
			}	 	
		}
    	
    	
    	
		//EVALUATE max_min_util;
		//prepare for new TE deployment
		//retract all IP flows.
		for (goodIP p : main.collection_gIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		for (badIP p : main.collection_bIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		
		//reset arrays
		for (mNode n : main.mNodes){
			n.connectionBWs_current=new double[n.connectionBWs_max.length];
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	Name
	Value
	
	
	

	
	
				n.classic_flow_rules=new ArrayList<FlowRule>();
			n.current_links_to_GW=new ArrayList<LinkTupple>();
			n.current_path_to_GW=new ArrayList<Integer>();
		}
		
		//Pass the new n.classic_flow_rules per node n.
		//HERE 
		for (mNode n : main.mNodes){
			n.classic_flow_rules=n.tmp_flow_rules; //prev_classic_flow_rules;
		}
		
		//traceln("---> New TE required "+diffTE()+" flow rule changes!");
		
		//This will set the curr_path/curr_link per node.
		main.cache_paths_at_nodes();
		
		//Now re-establish all flows back.
		for (goodIP p : main.collection_gIPs){
			p.reestablish_from_memory(main.mNodes);
		}
		for (badIP p : main.collection_bIPs){
			p.reestablish_from_memory(main.mNodes);
		}		
		
		wimpiness=main.max_link_util_over_net();
	
//Now reset to original	

		for (goodIP p : main.collection_gIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		for (badIP p : main.collection_bIPs){
			p.retract_but_remember_fake(main.mNodes);
		}
		
		//reset arrays
		for (mNode n : main.mNodes){
			n.connectionBWs_current=new double[n.connectionBWs_max.length];
			n.classic_flow_rules=new ArrayList<FlowRule>();
			n.current_links_to_GW=new ArrayList<LinkTupple>();
			n.current_path_to_GW=new ArrayList<Integer>();
		}
		
		//Pass the new n.classic_flow_rules per node n.
		//HERE 
		for (mNode n : main.mNodes){
			n.classic_flow_rules=n.prev_classic_flow_rules;
		}
		
		//traceln("---> New TE required "+diffTE()+" flow rule changes!");
		
		//This will set the curr_path/curr_link per node.
		//main.cache_paths_at_nodes();
		
		//Now re-establish all flows back.
		//for (goodIP p : main.collection_gIPs){
			//p.reestablish_from_memory(main.mNodes);
		//}
		//for (badIP p : main.collection_bIPs){
			//p.reestablish_from_memory(main.mNodes);
		//}	    	
    }
	public String inspect() {
		String out=new String();
		for (int i=0; i<path_selections.size(); i++){
			if (path_selections.get(i)==null){
				continue;
			}
			out+=path_selections.get(i).toString()+"\n";
		}
		return out;
	}
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	@Override
	public int compareTo(Object o) {
		mGenome x=(mGenome)(o);
		if (wimpiness>x.wimpiness){
			return 1;
		}
		if (wimpiness<x.wimpiness){
			return -1;
		}
		return 0;
	}    

	@Override
	public String toString() {
		return new String(""+wimpiness);
	}

	/**
	 * This number is here for model snapshot storing purpose<br>
	 * It needs to be changed when this class gets changed
	 */ 
	private static final long serialVersionUID = 1L;

}
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