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Abstract
An important aspect of a high-speed network system is the
ability to transfer data directly between the network interface and application buﬀers. Such a direct data path requires
the network interface to “know” the virtual-to-physical address translation of a user buﬀer, i.e., the physical memory location of the buﬀer. This paper presents an eﬃcient address translation architecture, User-managed TLB
(UTLB), which eliminates system calls and device interrupts from the common communication path. UTLB also
supports application-speciﬁc policies to pin and unpin application memory. We report micro-benchmark results for
an implementation on Myrinet PC clusters. A trace-driven
analysis is used to compare the UTLB approach with the
interrupt-based approach. It is also used to study the eﬀects
of UTLB cache size, associativity, and prefetching. Our results show that the UTLB approach delivers robust performance with relatively small translation cache sizes.
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Introduction

A computer cluster consists of multiple hosts connected with
a high speed network. The goal of a cluster is to exploit the
aggregate computing power of many microprocessors and
the throughput of multiple I/O buses. The key to achieving
high performance in a cluster is an eﬃcient communication
subsystem. The communication subsystem includes the network interface and the software that enables applications
to access it. A major responsibility of the communication
software is to facilitate eﬃcient data transfer between the
network interface and applications.
There are two kinds of data paths between the network
interface and application buﬀers: indirect and direct. The
indirect path involves copying data between an application
buﬀer and a dedicated system buﬀer. This path is straightforward to implement but incurs signiﬁcant overhead due
to data copying. In contrast, the direct data path allows
data transfers between the network interface and application buﬀers which are usually accomplished by programmed
I/O or DMA. The direct path not only eliminates the copy
overhead, but it also reduces involvement of the host processor. User-level protocols that take advantage of the direct
path can increase the end-to-end communication bandwidth
by as much as 100% [13].
User-level communication allows an application to issue

communication requests directly to the network interface,
bypassing the operating system (OS). It eliminates OS calls,
and sometimes interrupts, from the common communication path. Fast user-level communication relies on the direct
path to avoid copying data to and from a dedicated system
buﬀer [46, 2, 35, 45, 7, 33].
Combining user-level communication and direct path
communication introduces an address translation problem.
Address translation is necessary because the application process uses virtual memory whereas the network interface accesses physical memory. The virtual-to-physical mappings
are kept in the operating system and are inaccessible to applications running at the user level.
Furthermore, the communication subsystem must guarantee that the application buﬀer remains resident in physical
memory until the data transfer is complete. As an I/O device, the network interface has no control over paging and
swapping in the operating system. Therefore, the application buﬀer must be explicitly pinned in physical memory
before data transfer can take place.
Existing approaches to communication-related address
translation do not provide a good solution for user-level
direct-path communication. Some approaches require system calls to initiate communication in kernel mode. Some
restrict where in the application’s virtual address space
data communication takes place, thus making it diﬃcult to
achieve zero copy.
This paper presents an address-translation mechanism,
called User-managed TLB (UTLB), for network interfaces
that use the direct path to transfer data. By exploiting the
spatial locality seen in most applications, UTLB eliminates
system calls and device interrupts from the common case.
The UTLB only invokes the operating system for pinning
the user buﬀer when it is ﬁrst used in communication. The
unique translation table in the UTLB allows the application
to specify a data buﬀer with virtual addresses, each of which
the network interface can safely translate into a physical address with just a table lookup. The UTLB mechanism does
not rely on OS modiﬁcations nor on esoteric OS features.
Only a device driver that accesses the OS page-pinning and
unpinning facility is required. Therefore, UTLB mechanism
is portable across a wide variety of OS platforms and network interfaces.
We implemented the UTLB mechanism on Myrinetbased [5] PC clusters with both Linux and NT operating
systems. Our implementations show that the translation
lookup costs 0.5 µs in the best case. We conducted tracedriven simulations to compare the UTLB mechanism with
an approach that handles page pinning and address translation using host interrupts. The simulations were also used
to determine the eﬀects of diﬀerent UTLB cache parameters
and beneﬁt of prefetching translation entries.
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Related Work

There is a large body of literature on communication subsystems. Most related work is on how and where address translation is performed in a communication subsystem. The four
key issues are as follows. First, how to initiate data transfer requests from an application. Second, how to maintain
consistency between the translations on the host and those
on the network interface. Third, how to replace translation
entries on the network interface. And fourth, how to deal
with protection in a multiprogramming environment.
Early implementations of communication subsystems
typically used dedicated, pinned, system-wide send and receive buﬀers. Each buﬀer is laid out in contiguous physical
memory so that the network interface needs to know the
starting physical address and the number of bytes for a data
transfer. When sending a message, the application process
traps into the OS to initiate the send. The OS copies the
application data into the system send buﬀer. The network
interface then transmits the message from the system buﬀer.
Upon message arrival, the network interface DMAs the data
into the system buﬀer. From there, the OS copies the data
into an application process’ buﬀer. Address translation is
carried out in two places: one, in the kernel when copying
the data to and from the application buﬀer, and two, on the
network interface when accessing the kernel buﬀer.
A method to lift the constraint of using a large contiguous piece of physical memory for a system buﬀer is to use a
table or a chain of descriptors. Each descriptor contains the
address translation for a small contiguous piece of the kernel
buﬀer. The descriptor table or list is stored in a linked list
on the network interface. This approach is also called scatter/gather table. It allows the OS to initiate network data
transfers at any place in physical memory. Furthermore, to
avoid copying data to and from an application buﬀer, the
OS can pin the buﬀer and store its address translations in
the descriptor table or list. System calls are required to
build the descriptors inside the OS. Autonet [41], for example, uses a chained list of descriptors and VAXClusters [28]
uses a descriptor table.
Page remapping is a method to avoid copying [30, 10, 15,
27, 6]. When transfers are properly aligned and the “right”
length (i.e. a multiple of the physical page size), the OS
swaps the virtual-to-physical mappings between the pages of
the kernel buﬀer with those of the application buﬀer. This
technique can achieve zero copy with buﬀer restrictions. Furthermore, page remapping incurs signiﬁcant overhead due to
OS involvement, interrupt processing, and context switching.
Some systems use a communication processor that runs
as a part of the operating system to either access or cache the
OS page table in order to translate the application buﬀer’s
virtual addresses and initiate DMA transactions on the network interface. The Intel Paragon [36] dedicates an SMP
microprocessor on a cache-coherent memory bus for this purpose. The Intel Paragon communication processor also has
the ability to control page pinning and swapping, which eliminates the need for system calls and interrupts at the expense
of taking a microprocessor away from doing useful computation.
Another approach is to use a protocol processor to deal
with address translation and data transfer. Meiko CS-2 [24]
and Typhoon [38] use a protocol processor. Stanford FLASH
multiprocessor [29] uses a programmable processor to integrate a memory controller, an I/O controller, a network in-

terface, and a programmable protocol processor.
Several communication subsystems transfer data directly
between application buﬀers and network interface [12, 43,
35]. With this approach, the application is responsible for
translating addresses or performing programmed I/O operations to access the network. But this approach is not designed for multiprogramming environments.
An improvement to this approach is to virtualize the network interface. The basic method is to provide a virtual
communication port abstraction through which an application process can directly issue requests to the network interface, bypassing the OS. Examples of such systems include
Application Device Channels (ADC) [14], Hamlyn [7], UNet [45], and Virtual Interface Architecture [11]. They all
require that applications explicitly pin buﬀers and install descriptors on the network interface. The descriptors contain
address translations for both send and receive sides. Hamlyn calls such a unit a slot, U-Net calls it a communication
segment, and VIA calls it a memory region. They typically
deal with protection by using a permission key.
Memory-mapped communication takes a direct approach. PRAM [32], SHRIMP [2] and Memory Channel [20] implement memory-mapped communication models [44] that allow applications to send messages to remote
memory. PRAM implements a physical memory-mapped
model that allows an application to map network interface
DRAM into its address space. Writes to this memory are
propagated to remote network interface memory. It is the
application’s responsibility to move data from a send buﬀer
to the sender’s network interface memory and move data
from the receiver’s network interface memory into a receive
buﬀer. The SHRIMP approach [2, 3, 4] implements protected user-level communication using the Virtual MemoryMapped Communication (VMMC) model. This approach
allows an application to send data directly from its virtual
memory to a remote process’ virtual memory in a multiprogramming environment. This approach requires receivers
to pin and export receive buﬀers before the data is transfered. The OS translates the virtual addresses and stores the
physical addresses on the network interface. The SHRIMP
implementation uses a modiﬁed OS to automatically pin application buﬀers used for sending data. A User-level DMA
(UDMA) mechanism [3] is used to allow the network interface hardware to obtain virtual-to-physical translations
without OS intervention. SHRIMP also provides automatic
update which automatically propagates application buﬀer
updates to remote virtual memory buﬀers. Digital’s Memory Channel [20] uses an approach that is similar to PRAM
on the sending side and to SHRIMP’s automatic update on
the receiving side.
Another direct approach allows applications to compose and retrieve messages using network interface registers [22, 42]. In addition to network interface registers, the
Cray T3E [42] supports remote memory accesses with an
approach similar to UDMA. It uses complete page tables to
describe global communication segments and all communication pages are pinned in memory.
A network interface typically can hold only a limited
number of translation entries, which poses questions about
how to maintain consistency between the translations on the
host and those on the network interface and how to deal with
misses on the network interface. One approach is to let network interface interrupt the host processor on a translation
entry miss, and the host processor installs the translation
entry on the network interface. The VMMC [16] (the same

communication API as that on SHRIMP [2]) for the Myrinet
PC cluster employs this approach. It uses a per-process
translation table on the network interface.
UNet-MM [1], an extension U-Net, stores address translations in a translation cache on the network interface.
Misses in the translation cache are handled by the host OS
which pins virtual pages and installs their translations on
the network interface.
The UTLB approach described in this paper was presented in Hot Interconnect ’97 [18] and in a project update
note [19]. A recent paper by Schoinas and Hill [40] describes
a similar approach. None of these papers deal with the issues
of a shared translation cache in a multiprogramming environment. Further, they do not study translation replacement,
nor the eﬀects of prefetching translation entries.
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Design of UTLB

The User-managed TLB (UTLB) is an address translation
mechanism for user-level communication. The main ideas in
UTLB are demand-driven page-pinning, protected translation table, and user-level lookup.
The ﬁrst idea is demand-driven page-pinning: pin the
local buﬀer when it is used in communication for the ﬁrst
time, at the same time supplying the address translations to
the network interface. The buﬀer remains pinned in physical
memory so that subsequent data transfers using this buﬀer
can be initiated directly at the user level. For applications
that display spatial locality in their communication patterns,
the cost to pin the virtual pages is amortized over multiple
communication requests.
The second idea is to establish a protected translation table for pinned virtual pages. UTLB allocates a translation
table for each process on the network interface. A translation
table contains physical addresses for a process’ virtual pages
that have been pinned in physical memory. The translation
table is invisible to the user process. However, the user process can specify to the operating system where in the table
to store the physical translations for a given virtual buﬀer,
hence the name “User-managed” TLB. To transfer data on
a virtual page, the user process speciﬁes to the network interface the index in the translation table where the page’s
physical address stored. Using this index, the network interface reads the physical address directly from the translation
table.
The third idea is to construct a fast user-level lookup data
structure. The user process has to keep track of the mapping between the translation table indices and the pinned
virtual pages. The lookup table uses a standard two-level
page table architecture [21, 26]. It contains one entry for
each virtual page. An entry can either be invalid or contain
the index in the translation table where the physical address
for this virtual page is stored. Only two memory references
are required to obtain the UTLB index for a given virtual
page address.
3.1

0

Per-process UTLB

Combining the above three ideas results in a Per-process
UTLB shown in Figure 1. The communication subsystem
allocates a ﬁxed-sized translation table for each process. The
translation tables are allocated directly in the network interface memory. They are protected from user processes. The
user process asks the OS to pin certain virtual pages and
“install” their physical translations at speciﬁed locations in
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Figure 1: Structure of UTLB on VMMC
its translation table. This can be done with a device driver
call. A user-level library maintains the mapping between the
translation table indices and the virtual page addresses in a
two-level lookup tree.
It is possible that the translation table is ﬁlled up while
more virtual pages need to be pinned. The user-level library
can detect such capacity misses and evict some translations
already in the UTLB translation table. Eviction of an entry results in unpinning of the virtual pages. The UTLB
library decides which translation table entries to evict and
asks the OS to unpin corresponding virtual pages and invalidate the entries. To reduce the frequency of capacity
misses, the user-level library monitors the virtual page usage and use a replacement policy such as LRU to select the
victim entries for eviction.
To ensure correctness, the user-level library must only select virtual pages that will not be involved in any oustanding
send requests. Otherwise, the network interface must be able
to check for possible unpinned pages, and interrupt the host
to pin pages before executing the requests.
3.2

Shared UTLB-Cache

A drawback of the per-process UTLB is that it statically
allocates translation tables from the network interface memory. This results in a fairly small translation table for each
process. On a workstation with large physical memory, a
signiﬁcant portion of a user process’ virtual address space
can be involved in data communication. The size of the
UTLB translation table must be increased to reduce capacity misses.
To overcome the size limitation of the per-process UTLB
translation table, we place a Shared UTLB-Cache on the
network interface and move the entire translation tables to
host physical memory (DRAM), as shown in Figure 3. In
this scheme, the Shared UTLB-Cache caches the entries from
the translation tables. Each Shared UTLB-Cache entry contains the process ID and part of the translation table index
to uniquely identify an entry from a particular translation
table. When a miss occurs in the Shared UTLB-Cache, the
network interface simply reads the entry from the translation table in physical memory. The cost of reading an entry
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Figure 2: Pseudo-code that illustrate the steps taken by the
user process to send data from its virtual buﬀer
over the I/O bus is only a couple of microseconds. Therefore,
in the worst case, when every translation lookup misses in
the Shared UTLB-Cache, the lookup time is a few microseconds. This is typically better than interrupting the host OS
and letting the host install the required translation on the
network interface on every translation miss.
A miss in the Shared UTLB-Cache requires that the network interface read translation entries over I/O bus. The
miss penalty is therefore several times the hit cost which is
simply a memory reference on the network interface. A miss
in the Shared UTLB-Cache will have a perceivable impact
on small-message latency.
We apply existing techniques in processor cache design [21, 37] to reduce the miss rates in the Shared
UTLB-Cache. Misses fall into three categories: capacity
misses, conﬂict misses, and compulsory misses [23]. When
only one process is using the network interface, both capacity misses and conﬂict misses may occur in the Shared
UTLB-Cache. Multi-programming may further increase
conﬂict misses.
Capacity misses can be reduced by enlarging the size
of Shared UTLB-Cache. Conﬂict misses can be reduced
by making the cache set-associative. Set-associativity can
also help reduce conﬂict misses that are caused by multiprogramming. A simple scheme to reduce the conﬂict misses
is to oﬀset a translation table index by a process-dependent
constant. The same index from diﬀerent translation tables will be hashed into diﬀerent locations in the Shared
UTLB-Cache. Prefetching translation entries in the Shared
UTLB-Cache reduces the miss rates when applications display spatial locality. But, it also incurs additional cost for
fetching more entries. In Section 6, we evaluate the eﬀect of
cache size, associativity, and prefetching.
3.3

Hierarchical-UTLB

The Hierarchical-UTLB is a simpliﬁcation of the UTLB. Instead of letting the user process search its lookup data structure for UTLB indicies, Hierarchical-UTLB directly uses
the protected translation table as the lookup data structure. Under Hierarchical-UTLB, the user process submits
virtual addresses to the network interface. The network in-

Figure 3: Structure of Shared UTLB-Cache
terface directly searches Hierarchical-UTLB translation table for physical address translation (Figure 4).
The translation table in Hierarchical-UTLB resembles a
typical two-level page table structure. The ﬁrst-level directory points to second-level page tables in physical memory.
Each page table entry stores the physical address of a pinned
virtual page. The Hierarchical-UTLB translation table differs from a real page table in one important aspect: the
entries in the second-level Hierarchical-UTLB translation table are the physical addresses of virtual pages that have been
explicitly pinned by the user process.
The top-level directory of a Hierarchical-UTLB translation table is always stored in the network interface so that
when there is a miss in the Shared UTLB-Cache it takes one
memory reference in the SRAM to access the page directory
and one DMA to access the second-level page table.
The user-level library only needs a bit array to maintain
the memory-pinning status of virtual pages. In addition,
a process can directly use the virtual address to represent
its buﬀers. Instead of indices, the network interface simply
uses the virtual address to look up the physical address in
the Shared UTLB-Cache or query the UTLB page table on
a miss.
The Hierarchical-UTLB eliminates the need to handle
UTLB fragmentation: after complex data accesses, a user
buﬀer’s translations may be scattered in the translation table. Integrating Hierarchical-UTLB with the translation table used for receive buﬀers is also straightforward. Virtual
addresses are uniformly used to represent both remote and
local buﬀers.
In rare situations, the second-level translation tables in
the Hierarchical-UTLB occupy too much physical memory
A solution to this problem is to manage the second-level
translation tables in the same manner as virtual memory
paging. One bit of information is added to each entry in the
top-level directory which indicates whether the second-level
table is in physical memory or on the disk. If the secondlevel table is swapped out, the directory entry contains the
disk block number instead of the physical address of the
second-level table. When the network interface detects that
a page of the second-level table has been swapped out, it can
interrupt the host OS to bring in the page.
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Figure 4: Structure of Hierarchical-UTLB
To summarize, at the cost of one extra SRAM reference
to process a UTLB cache miss, Hierarchical-UTLB simpliﬁes the construction of UTLB and eliminates the fragmentation problem. In the rest of the paper, UTLB refers to
Hierarchical-UTLB.
3.4

User-level replacement policies

An important feature of UTLB is that it allows an application to decide which virtual pages to unpin when the system
runs out of available physical memory. Because the application process often has knowledge about its virtual memory access, it can use a custom replacement policy to minimize the number of page pinning and unpinning operations.
UTLB predeﬁnes ﬁve replacement policies for applications
to choose: LRU, MRU, LFU, MFU, and RANDOM.
An important issue related to the replacement policies
is how to manage the amount of physical memory that a
user process can pin. This is a complex issue especially in
a multi-programming environment where physical memory
pages can be shared. Enforcing a static limit on the number
of pages a process can pin is straightforward, But, implementing a dynamic limit requires that the OS synchronize
with the user-level UTLB data structures when reclaiming
pinned physical pages.
The combination of the two issues is similar to the
application-controlled ﬁle caching problem [8, 9], where multiple applications share a set of ﬁle cache blocks in the kernel
and each application can choose its own replacement policy.
So, related theoretical results of the application-controlled
ﬁle caching problem [8] apply to the application-controlled
memory pinning/unpinning problem. On the other hand,
this requires experimental studies to understand the solutions to the combined problem.
4

An Implementation of UTLB

We developed an implementation of the Hierarchical-UTLB
for our custom protected user-level communication model
called Virtual Memory-Mapped Communication (VMMC).
4.1

Figure 5: The VMMC Communication Model
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VMMC is a communication model that provides protected
direct data transfer between the virtual address spaces of
two applications. Two kinds of user buﬀers are used for data

transfer: the receive buﬀer and the send buﬀer. Both buﬀers
reside in the virtual address space of an application. The receive buﬀer is made visible to applications on remote hosts
through an export system call. An application gains access
rights to an exported receive buﬀer by importing it. The
basic VMMC model supports remote store, which allows an
application to send data from a local buﬀer directly into another application’s receive buﬀer via the network (Figure 5).
VMMC was ﬁrst implemented on the SHRIMP multicomputer [2] and then ported to the Myrinet network interface [17]. We later extended the VMMC model with three
new features [18]:
• Remote-fetch allows an application to fetch data from
a receive buﬀer into a local buﬀer.
• Transfer-redirection “redirects” incoming data from its
default location to another user buﬀer speciﬁed by the
application. This enables zero-copy implementations
of high-level communication APIs [13].
• Reliable communication that implements a retransmission protocol at data link level (between network interfaces) and a dynamic node remapping procedure to
deal with link and port failures.
The UTLB mechanism empowers the ﬁrst two features.
4.2

Implementation details

Our UTLB implementation is a part of the VMMC communication mechanism for Myrinet PC clusters. Myrinet [5]
is a switched point-to-point network capable of transfering
data at 160 MB/sec on each link. The Myrinet PCI network
interface has a 33 MHz RISC microprocessor (LANai 4.2)
and 1 MB Static RAM (SRAM). A cluster of 300 MHz
Pentium-II PC workstations are connected to the Myrinet
network. The host operating system is Windows NT 4.0.
The communication subsystem of VMMC consists of
three components: the VMMC Myrinet ﬁrmware, the device driver, and the user-level library [16] (see Figure 6).
The VMMC device driver initializes the network interface
and downloads the ﬁrmware, called the Myrinet Control
Program (MCP), into the network interface SRAM. The
driver also allocates a special command post buﬀer from the
Myrinet SRAM and maps it into the application’s address
space. The user-level VMMC library posts communication
requests to the command buﬀer. The address of a command
buﬀer is used to identify the user process. The MCP polls
user requests from each command buﬀer and process them
in the order that they are received.
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Host

VMMC
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Network
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VMMC
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VMMC Firmware

Figure 6: The VMMC System Architecture
Our implementation of Hierarchical-UTLB follows directly from the layout in Section 3.3; we implemented a
Shared UTLB-Cache. The size of Shared UTLB-Cache that
we chose is 32 KB (or 8 K entries). The device driver allocates the two-level translation table dynamically for each
application that uses the VMMC system. An ioctl() call
is added to the VMMC device driver for pinning virtual
pages and storing physical addresses in the translation table.
The implementation did not require any modiﬁcations to the
Windows NT operating system. An earlier implementation
of UTLB on Linux was also done without OS modiﬁcations.
The device driver allocates and pins a “garbage” page. All
UTLB translation table entries are initialized with the physical address of the garbage page. This scheme saves the network interface from checking the validity of user-submitted
indices. At worst, the network interface transfers data to
and from an unused garbage page; no harm is done to the
system or other applications.
5

Host-side performance

Table 1 lists the overhead of UTLB host-side operations:
user-level lookup (as check), page-pinning (as pin), and pageunpinning (as unpin). The lookup procedure checks a bit
map to see if the virtual pages of a buﬀer are already pinned
in the physical memory. The cost of checking the bit map
varies with the ﬁrst bit’s position in the bit map. The table reports both the minimum and maximum costs from all
posible bit positions.
If some virtual pages are not pinned, the lookup procedure invokes a device driver ioctl() call to pin these pages
and store their physical addresses in the UTLB translation
table. As the numbers suggest, page-pinning is an expensive operation. They validate the UTLB design strategy of
on-demand pinning and translation caching.
5.2

Network interface performance

Table 2 shows the cost of UTLB operations on the network
interface: hit cost, DMA cost and miss handling cost (as
miss cost). The number given here is for a direct-mapped
cache with 8K entries. The hit cost is the time it takes the
network interface to look up a virtual page’s physical address
in the UTLB network interface cache 1 .
num entries
DMA cost (µs)
total miss cost (µs)

1
1.5
1.8

2
1.6
1.9

4
1.6
1.9

8
1.9
2.3

16
2.1
2.8

32
2.5
3.2

Table 2: UTLB overhead on the network interface (The hit
cost is a constant 0.8 µs.)

Performance of UTLB

The overall cost for translating a virtual page in the UTLB
includes the overhead on the host processor and the overhead
on the network interface. Each overhead varies depending on
whether the virtual page is pinned and whether the physical
address is in the UTLB network interface cache. The fastest
path to translate a virtual address on the network interface
is taken when the virtual page is pinned and its physical
address is present in the UTLB network interface cache (a
hit). The total overhead for this path is only 0.9 µs (0.4 µs
on the host and 0.5 µs on the network interface).
The time on the network interface is measured with
LANai’s real-time clock register, with an accuracy of 0.5 µs.
Because the LANai 4.x processor has no instruction or data
caches, averaging the total time of repeated operations gives
the exact timing for an individual operation. On the host,
the time is measured with the Pentium processor’s cycle
counter with an accuracy of a CPU clock cycle. Reading
the cycle counter has an overhead of 39 cycles.
num pages
check min
(µs) max
pin (µs)
unpin (µs)

1
0.2
0.4
27
25

2
0.2
0.6
30
30

4
0.2
0.6
36
36

8
0.2
0.6
47
50

16
0.2
0.6
70
80

32
0.2
0.7
115
139

Table 1: UTLB overhead on the host processor.

The miss cost includes the time to obtain the physical
address for the second-level page table (see Section 3.3) and
the time to DMA the entries into the UTLB network interface cache. Multiple entries are prefetched at once during a
miss to exploit the spatial locality of a program’s data access. The prefetching cost remains relatively constant with
respect to the number of entries fetched because DMA setup
dominates the total fetch time for a small number of words
(see Table 2).
6

Application-driven Analysis of UTLB

We would like to answer three questions:
• How does the UTLB compare with the approach where
the network interface interrupts the host to handle
translation misses?
• What are the appropriate values for the size and the
associativity of the Shared UTLB-Cache?
• What are eﬀects of prefetching translation entries?
We used a trace-driven simulation approach to evaluate
these issues. A trace-driven approach allows us to determine
the best values for parameters and to compare the UTLB
with other address translation mechanisms. We chose communication traces from a Myrinet cluster of SMP workstations because they allow us to study the behavior of UTLB
1
The Myrinet VMMC ﬁrmware breaks down data transfer at 4KB
page boundaries. Translation lookups are performed one page at a
time. Therefore, we list the hit cost for only one entry here.

under a high degree of multi-processing. The cluster consists of four 4-way Intel SMP workstations connected with a
Myrinet network. Each SMP has four 200 MHz PentiumPro
microprocessors and 256 MB of DRAM.
We ran a number of applications from the SPLASH2 [47]
Application Suite with the Home-based Release Consistency
SVM Protocol [48, 39]. On each SMP, there are four application processes and a protocol process, all of which use
Myrinet for sending and receiving messages. We instrument
the VMMC software to trace each send and remote read
request along with a globally-synchronized clock [31]. Time
stamps are used to serialize the traces from the ﬁve processes
on each SMP. The traces are then fed to a UTLB simulator.
The simulator mimics the behavior of a network interface
translation cache, the host-side UTLB driver, and user-level
library. The simulator reads traces, serializes the communication requests using the time stamps in the trace, and derives detailed statistics on translation misses, and the number of page pinnings and unpinnings. The network interface
translation cache is simulated with direct-mapping, 2-way,
and 4-way associativity. The simulator implements an LRU
replacement policy to manage pinned virtual pages given a
ﬁxed physical memory constraint. We also developed a simulator for the interrupt-based approach where the network
interface interface interrupts its host CPU on a translation
miss, and the CPU handles page pinning, unpinning, and
installing new translation entries.
6.1

Applications

Seven applications from the SPLASH-2 suite are used:
• Barnes implements the original Barnes-Hut algorithm
for NBody simulation. Each process gets a partition
of the particles and calculates their new positions during one time step. Communication in this application
is moderate as the particle partition exhibits spatial
locality.
• FFT implements a parallel 2D Fast Fourier Transform
algorithm. This program exhibits high degree of data
communication.
• LU is a parallel LU matrix decomposition program.
• Raytrace uses a task-farm model to raytrace a scene.
Communication in Raytrace revolves around the task
queues.
• Radix sorts an array of integer keys in parallel. The
algorithm consists of a number of radix-sort phases.
During a phase, each process sorts a contiguous sequence of the keys according to part of the keys. At
the end of the phase, the results from each processes
are combined to form a new array for subsequent radixsort phases.
• Volrend uses a task-farm model to render a 3-D volume. Communication in this application also centers
on the task queues.
• Water calculates movements of molecules using a spatialized algorithm to exploit data locality.
Table 3 shows the application problem size, communication memory footprint, and translation lookup frequency.
The communication memory footprint indicates the average

Applications
FFT
LU
Barnes
Radix
Raytrace
Volrend
Water-spatial

Problem
Size
4M elements
4K x 4K matrix
32K particles
4M keys
256 x 256 car
2563 CST head
15,625 molecules

Footprint
(4 KB pages)
10,803
12,507
2,235
6,393
6,319
2,371
1,890

# translation
lookups
43,132
25,198
35,904
11,775
14,594
9,438
8,488

Table 3: Application problem size, communication memory
footprint, communication translation lookup frequency.
number of distinct virtual pages used for communication on
each node. The number of translation lookups is the average number of communication operations performed on each
node.
6.2

Comparing UTLB with an interrupt-based mechanism

To compare the two approaches, we assume that the
cache structures are the same for both cases. We varied a
set of parameters to study the behavior of the UTLB mechanism and the interrupt-based approach. The parameters
include the amount of physical memory available to each
process, the size and the associativity of the network interface translation cache. For each application and a particular
set of parameters, the UTLB simulator reports the number
of user-level check misses, the number of network interface
translation misses (caused by capacity or conﬂict), and the
number of pages unpinned. The simulator for the interruptbased approach reports only the number of network interface
translation misses and the number of unpin operations.
Table 4 shows the number of check misses per lookup,
the number of network interface translation misses, and the
number of unpinned pages per lookup. All the numbers are
averaged over the total number of lookups. The numbers
for the interrupt-based approach are under the Intr label.
Our trace-driven simulations show that UTLB requires fewer
page pinning and unpinning operations than the interruptdriven approach for all cache sizes. The cache simulated
here is a direct-mapped cache with index oﬀsetting (see Section 6.3). The host physical memory is unlimited, therefore, UTLB does not unpin application pages. However,
the interrupt-based approach always unpins a page that is
evicted from the network interface translation cache [1]. This
is a major diﬀerence between UTLB and the interrupt-based
approach.
Note that network interface misses are handled diﬀerently by the two approaches. With UTLB, a network interface interrupt moves the missed entry from host memory into
the network interface translation table directly, whereas the
interrupt-based approach has to interrupt the CPU for every
translation miss in the network interface. On most computer
systems, interrupts are an order of magnitude more expensive than memory references over the I/O bus. The UTLB
mechanism can oﬀer signiﬁcantly faster miss handling than
an interrupt-based approach. On the other hand, once in
the interrupt handler, pin or unpin requires no protection
domain crossing, whereas the UTLB approach requires paying the overhead of a system call.
The real cost of a translation lookup depends on the components shown in the table. In particular, the cost function

Cache
Entries
1K

2K

4K

8K

16 K

Characteristic
(per lookup)
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins

Barnes
UTLB
Intr
0.04
0.10
0.10
0.00
0.09
0.04
0.07
0.07
0.00
0.04
0.04
0.05
0.05
0.00
0.02
0.04
0.04
0.04
0.00
0.01
0.04
0.04
0.04
0.00
0.00

FFT
UTLB
Intr
0.25
0.50
0.50
0.00
0.49
0.25
0.50
0.50
0.00
0.48
0.25
0.49
0.49
0.00
0.46
0.25
0.46
0.46
0.00
0.40
0.25
0.38
0.38
0.00
0.25

LU
UTLB
0.49
0.50
0.00
0.49
0.49
0.00
0.49
0.49
0.00
0.49
0.49
0.00
0.49
0.49
0.00

Intr
0.50
0.46
0.49
0.43
0.49
0.37
0.49
0.33
0.49
0.17

Application
Radix
UTLB
Intr
0.54
0.62
0.62
0.00
0.54
0.54
0.60
0.60
0.00
0.44
0.54
0.57
0.57
0.00
0.30
0.54
0.55
0.55
0.00
0.16
0.54
0.54
0.54
0.00
0.09

Raytrace
UTLB
Intr
0.43
0.48
0.48
0.00
0.41
0.43
0.46
0.46
0.00
0.33
0.43
0.45
0.45
0.00
0.24
0.43
0.44
0.44
0.00
0.14
0.43
0.43
0.43
0.00
0.07

Volrend
UTLB
Intr
0.25
0.31
0.31
0.00
0.22
0.25
0.29
0.29
0.00
0.13
0.25
0.27
0.27
0.00
0.07
0.25
0.25
0.25
0.00
0.03
0.25
0.25
0.25
0.00
0.01

Water
UTLB
Intr
0.10
0.35
0.35
0.00
0.31
0.10
0.27
0.27
0.00
0.21
0.10
0.12
0.12
0.00
0.03
0.10
0.11
0.11
0.00
0.02
0.10
0.10
0.10
0.00
0.00

Table 4: Average translation overhead breakdown: UTLB vs. Intr. (inﬁnite host memory, direct-mapped translation cache
with cache index oﬀsetting, and no prefetch)

Cache
Entries
1K

2K

4K

8K

16 K

Characteristic
(per lookup)
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins
check misses
NI misses
unpins

Barnes
UTLB
Intr
0.04
0.10
0.10
0.00
0.09
0.04
0.07
0.07
0.00
0.04
0.04
0.05
0.05
0.00
0.02
0.04
0.04
0.04
0.00
0.01
0.04
0.04
0.04
0.00
0.00

FFT
UTLB
Intr
0.49
0.50
0.50
0.40
0.49
0.49
0.50
0.50
0.40
0.48
0.49
0.50
0.49
0.40
0.46
0.49
0.50
0.48
0.40
0.42
0.49
0.49
0.47
0.40
0.39

LU
UTLB
0.49
0.50
0.33
0.49
0.49
0.33
0.49
0.49
0.33
0.49
0.49
0.33
0.49
0.49
0.33

Intr
0.50
0.46
0.49
0.43
0.49
0.37
0.49
0.34
0.49
0.33

Application
Radix
UTLB
Intr
0.55
0.62
0.62
0.21
0.54
0.55
0.60
0.60
0.21
0.44
0.55
0.58
0.57
0.21
0.31
0.55
0.56
0.56
0.21
0.23
0.55
0.55
0.55
0.21
0.21

Raytrace
UTLB
Intr
0.43
0.48
0.48
0.13
0.41
0.43
0.46
0.46
0.13
0.35
0.43
0.45
0.45
0.13
0.28
0.43
0.44
0.44
0.13
0.21
0.43
0.44
0.44
0.13
0.17

Volrend
UTLB
Intr
0.25
0.31
0.31
0.00
0.22
0.25
0.29
0.29
0.00
0.13
0.25
0.27
0.27
0.00
0.07
0.25
0.25
0.25
0.00
0.03
0.25
0.25
0.25
0.00
0.01

Water
UTLB
Intr
0.10
0.35
0.35
0.00
0.31
0.10
0.27
0.27
0.00
0.21
0.10
0.12
0.12
0.00
0.03
0.10
0.11
0.11
0.00
0.02
0.10
0.10
0.10
0.00
0.00

Table 5: Average translation overhead breakdown: UTLB vs. Intr. (4 MB host memory, direct-mapped translation cache
with cache index oﬀsetting, and no prefetch)
for each mechanism is:
lookuputlb

=
+
+
+
+

user check hit
user pin cost · check miss rate
ni check hit
ni miss cost · ni miss rate
user unpin cost · unpin rate

lookupintr

=
+
+

ni check
(intr cost + kernel pin cost) · ni miss rate
unpin kernel cost · unpin rate

In the above equations,
• ni miss cost is the average cost for the network interface to fetch entries from the UTLB translation table
in host memory.
• user check hit and ni check hit are the costs that every
UTLB translation lookup incurs. The interrupt-based
approach incurs the ni check hit cost every time.

For example, on our Myrinet implementation of UTLB,
the ni check is measured at 0.8 µs per lookup, the user check
at 0.5 µs, and 10 µs for invoking the system interrupt handler
by the network interface. Per-page cost for pinning and unpinning the application buﬀer depends on how many pages
are involved in one call. The SVM applications, whose traces
we use to drive our simulation, typically transfer one page of
data at a time. On a 300 MHz Pentium-II PC running Windows NT 4.0 pinning one page takes 27 µs and unpinning
take 25 µs. On Linux, the pinning and unpinning costs are
similar to those on NT. When computing the lookup cost
for the interrupt-based approach, the pinning and unpinning costs must be adjusted to factor out context switches.
Using these numbers, we can calculate the average translation lookup cost for given applications, as shown in Table 6.
The reason why the lookup cost for FFT is higher that for
Barnes is that FFT accesses a large amount of virtual memory and hence incurs high page pinning overhead. In both
applications, UTLB oﬀers faster translation lookup than the
interrupt-based approach.
We also ran the simulation with 4 MB memory restriction on each process to study how each address translation

Cache Entries
1K
4K
16 K

Barnes
UTLB
Intr
2.6 µs 4.9 µs
2.5 µs 2.5 µs
2.5 µs 1.9 µs

FFT
UTLB
Intr
9.0 µs 21.7 µs
8.9 µs 20.9 µs
8.7 µs 14.8 µs

Table 6: Average lookup cost comparison: UTLB vs. Intr.
(inﬁnite host memory, no prefetch, with cache index oﬀsetting)
mechanism behaves under limited memory constraints. The
results are shown in Table 5. The number of page pinnings
and unpinnings increases for most applications. UTLB stills
achieves lower overhead than the interrupt-based approach
with the physical memory contraint.
Our trace-driven simulation results show that UTLB has
fewer page pinnings and unpinnings than the interrupt-based
approach. UTLB does not suﬀer from a large number of
interrupts as does the interrupt-based approach. In addition, the unique design of the host-side translation table permits UTLB to keep translations “alive” even after they are
evicted from the network interface translation cache. This
results in fewer unpinned pages than the interrupt-based approach. Our results also show that the cost for pinning and
unpinning pages can sometimes dominate the cost of address
translation (e.g. FFT). It is therefore important to reduce
the cost to pin and unpin application pages.
6.3

The eﬀect of cache size and associativity

A miss in the UTLB network interface cache costs several
times more than a hit. The average translation lookup cost
in the network interface depends on the hit/miss ratio in the
UTLB cache. Misses in the network interface cache include
capacity, conﬂict, and compulsory misses. Cache size and
associativity directly aﬀect the capacity and conﬂict miss
rates.
In Table 8, we show the overall miss rates in the network interface cache for various cache sizes and associativities. In the table, the rows marked with “direct-nohash”
represent a simple direct-mapped cache. The rows marked
with “direct” represent a direct-mapped cache that oﬀsets
each virtual address with a process-dependent constant in
the network interface. This address oﬀsetting technique is
used to reduce conﬂict misses resulting from simultaneous
accesses to the network interface by multiple processes. Our
simulation results show that this technique works very well.
The overall miss rates in a direct-mapped cache are close to,
and frequently lower than, those of two-way and four-way
set-associative caches.
The same oﬀsetting technique is
also used for set-associative caches. Cache miss rates would
be higher without oﬀsetting.
However, oﬀsetting the cache index may interfere with
set-associativity. This may explain the fact that miss rates
in the set-associative cache (with oﬀsetting) are higher than
those in the direct-mapped cache (with oﬀsetting).
When the actual cost of lookup is considered, the setassociative caches lose to the direct-map cache. The reason
is that a set-associative lookup needs to check more entries
per cache line than a direct-mapped cache. In a hardware
cache, checking of multiple entries on a line can be done
in parallel. Since the Shared UTLB-Cache is implemented

in Myrinet ﬁrmware, the network interface processor can
only check one cache entry at a time. Therefore, the cost
per translation lookup is higher in a set-associative UTLB
cache than a direct-mapped cache.
For this particular
implementation of UTLB, the trace-driven analysis justiﬁes
our choice to use direct-mapping (with oﬀset) for the cache.
6.4

The eﬀect of prefetching

Enlarging the translation cache and oﬀsetting the translation indices can reduce the capacity and conﬂict misses in the
UTLB network interface translation cache. Figure 7 shows
the breakdown of translation misses on the network interface for all seven applications, using inﬁnite host memory
and a direct-mapped network interface cache without any
prefetching. As expected, the number of conﬂict misses and
capacity misses decrease as the cache size increases. But
more importantly, this breakdown shows that compulsory
misses still constitute the majority of translation misses.
To reduce compulsory misses, we let the Shared
UTLB-Cache prefetch multiple entries when handling a
translation miss in the network interface cache. We plot
the miss rates and lookup cost from RADIX as a function
of prefetching size in the two graphs shown in Figure 8. As
expected, the overall miss rates decrease as prefetching becomes more aggressive. Prefetching can eﬀectively reduce
overall miss rate. This happens for two reasons. First, an
application usually displays spatial locality. Prefetching consecutive translation entries takes advantage of such locality.
Second, the cost of fetching multiple translation entries increases at a much slower rate than the rate at which overall
miss rate drops. As a result, average lookup cost decreases
as fetching becomes more aggressive. However, in order for
prefetching to work well, translations for contiguous application pages must be available during a miss.
6.5

User-level page-pinning

One way to ensure the availability of translations for contiguous pages is to sequentially pre-pin application pages on
a check miss in the UTLB user-level library. If the communication’s data access pattern displays spatial locality,
prepinning reduces the page-pinning overhead for each page
pinned, because on most computer systems, pinning a user
buﬀer one page at a time is signiﬁcantly more expensive than
pinning the entire buﬀer all at once.
Currently the UTLB uses a sequential pre-pinning policy,
where if a virtual page needs to be pinned, the user library
tries to pin a number of contiguous pages starting with that
page. On the other hand, unpinning is still done one page
at a time.
Cost
pin
unpin

pages
1
16
1
16

barnes
1.0
0.8
0.1
0.1

radix
13.0
7.3
0.1
10.8

raytrace
10.5
5.0
0.8
3.5

water
2.5
1.5
0.1
0.1

FFT
6.1
15.8
0.1
93.0

LU
12.0
2.3
0.1
0.1

Table 7: Amortized pinning and unpinning for diﬀerent
page-pinnng strategy.
In Table 7, we compare the translation lookup performance of UTLB and that of UTLB with 16-page prepinning. The physical memory limit in both cases is 16 MB. In
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Figure 7: Breakdown of translation cache miss rates for 1K-16K cache entries (with inﬁnite host memory and no prefetch)
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Figure 8: Prefetching eﬀect in the translation cache (RADIX with inﬁnite host memory and a direct-mapped cache)
both cases, the misses in the network interface are the same.
The performance diﬀerence between the two approaches are
from the amortized cost of page-pinnings and unpinnings.
We show the amortized cost (averaged over total translation
lookups) because page-pinning cost is not a linear function
with respect to the number of pages pinned in a system call.
The applications fall in two categories based on their
communication patterns: regular, which include FFT and
LU, and irregular, which include the rest [25, 34]. Even
the simple sequential policy is very eﬀective for most applications. The only exception is FFT which performs a lot
of unnecessary pinning/unpinning with 16-page prepinning.
FFT is a regular application with a strided access pattern
such that it does not access most of the pages that are prepinned. UTLB is forced to unpin these unused pages when
physical memory limit is reached.
7

Conclusions

This paper describes the design and implementation of
UTLB, a user-managed address translation mechanism for
network interfaces. By maintaining a user-level lookup data
structure and a protected translation table, UTLB avoids
system calls in the common path of communication and completely eliminates device interrupts. The UTLB approach
supports very large communication memory footprints, and
requires no special operating system support.
We also presented two enhancements to the basic UTLB
design: Shared UTLB-Cache and Hierarchical-UTLB. The
Shared UTLB-Cache structure allows an arbitrarily large
per-process translation table to be constructed in host memory. We have shown, with micro-measurements and tracedriven analysis, that the overhead of accessing a UTLB

translation entry over the system I/O bus is low. This overhead can be further reduced by prefetching multiple translation entries upon a miss in the Shared UTLB-Cache. The
Hierarchical-UTLB design further simpliﬁes the construction
of UTLB. It also opens up an opportunity to combine the
address translation for local buﬀers with those for receive
buﬀers. In particular, virtual addresses can be used uniformly to represent all buﬀers.
We conducted trace-driven simulation studies and obtain
the following results:
• Our results show that the UTLB approach has fewer
misses including both user-level check misses and network interface translation misses than the interruptbased approach. The UTLB approach can detect most
translation misses at user level to avoid interrupts,
whereas the interrupt-based approach requires an interrupt on every translation miss.
• The UTLB approach is less sensitive to the translation
table sizes than the interrupt-based approach. Even
with 1,024 entries, the UTLB approach works quite
well.
• Our simulation results also show that direct-mapped
approach is adequate for implementing the translation
table. This simpliﬁes the design of UTLB data structures on the network interface.
• Prefetching can reduce the amortized overhead of pinning for applications that have regular access patterns
and it does not beneﬁt applications that have irregular
access patterns.
Our study has several limitations. First, our traces are
from shared memory parallel programs though they ran in a

Cache
Entries
1K

2K

4K

8K

16 K

Associativity
direct
2-way
4-way
direct-nohash
direct
2-way
4-way
direct-nohash
direct
2-way
4-way
direct-nohash
direct
2-way
4-way
direct-nohash
direct
2-way
4-way
direct-nohash

Barnes
0.10
0.12
0.13
0.36
0.07
0.06
0.07
0.35
0.05
0.05
0.04
0.27
0.04
0.04
0.04
0.27
0.04
0.04
0.04
0.27

FFT
0.31
0.30
0.30
0.50
0.27
0.26
0.22
0.42
0.12
0.11
0.10
0.35
0.11
0.10
0.10
0.35
0.10
0.10
0.10
0.35

LU
0.35
0.32
0.30
0.51
0.29
0.27
0.26
0.48
0.27
0.25
0.25
0.47
0.25
0.25
0.25
0.46
0.25
0.25
0.25
0.46

Applications
Raytrace
Radix
0.48
0.50
0.48
0.49
0.49
0.50
0.57
0.60
0.46
0.49
0.46
0.48
0.47
0.48
0.57
0.60
0.45
0.49
0.45
0.47
0.44
0.46
0.56
0.60
0.44
0.46
0.44
0.44
0.41
0.43
0.56
0.57
0.38
0.43
0.37
0.43
0.34
0.43
0.50
0.55

Volrend
0.50
0.50
0.51
0.78
0.50
0.50
0.50
0.74
0.49
0.49
0.49
0.71
0.49
0.49
0.49
0.71
0.49
0.49
0.49
0.71

Water
0.62
0.63
0.63
0.90
0.60
0.60
0.60
0.90
0.57
0.57
0.57
0.90
0.55
0.55
0.55
0.90
0.54
0.54
0.54
0.90

Table 8: Overall miss rates in Shared UTLB-Cache vs. cache size (inﬁnite host memory, no prefetch, with cache index oﬀsetting
for direct, 2 and 4 way)
multiprogramming environment. The memory accesses are
quite balanced on all processors. Thus, they may not reveal
certain behaviors that multiple independent programs have.
Second, we have not compared the per-process UTLB with
Shared UTLB-Cache approach because we lack multiple program traces. Third, although the UTLB allows applications
to use user-speciﬁc strategies for page pinning and unpinning, we only used LRU policy in this study; we have not
explored other choices.
Fast address translation alone is not suﬃcient for good
end-to-end communication performance. The design of the
translation caching mechanism and its integration with the
communication subsystem must allow applications to send
and receive data, without copying, using arbitrary buﬀers.
This goal drove the design of the UTLB.
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