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Sope & Motivation

DDoS Link-Flooding attaks have great potential:

Deplete the bandwidth of ertain network links, disonneting

entire domains�even ountries�from the Internet.

DDoS attaks are a reality:

Spamhaus (2013): 300 Gbit/s of maliious tra� upon the

intended target [1℄.

DDoS attaks are evolving in stealth:

Cross�re, Coremelt [2, 3℄: Flood links indiretly, with

seemingly legit tra�.

Sope: De�ne a framework to Model, Understand, and Expose

evolved DDoS attaks.
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Key-requirements for Defense

M. Nikkhah, C. Dovrolis and R. Guerin, "Why didn't my (great!)

protool get adopted?", Proeedings of ACM HOTNETS,

November 2015.

1

Deliver as promised:

1

Expose Cross�re attaks. (Mitigation is ontext-spei�).

2

Be thin & non-disruptive:

1

Do not upset the network's operation.

3

Add value to existing network mehanisms!

1

Don't start your own, independent path!
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Relevant Existing Network Mehanisms

Tra� Engineering (TE):

Existing & ritial network mehanism.

Natural reation to link-�ooding events, regardless of ause.

Aomplished in two phases:

Calulate optimal load per network path (load-balaning).

Map tra� �ows to paths, upholding the optimal loads.

Note: The mapping is done randomly!

Key-idea: Optimize �ow mapping for attak exposure.
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Our Contributions

An analytial framework to understand Cross�re attaks.

Wide appliability (multigraphs, multipath routing, generi bot

behavior).

A thin and salable way to implement the framework in

pratie.

All done in an SQL DB, standard SQL queries only.

SDN and NFV-ompliant design.

An open-soure simulator to experiment with Cross�re attaks.
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Modeling the Cross�re Attak

BOTS

RANDOM 

DESTINATIONS

Flooded 

Link
Origin Target
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Modeling the Attak Cyle: Reative Cross�re

Attacker: Discover path(s)

- Using distributed tracert

O T

Attacker: Execute link(s) flooding

- Using indirect traffic

O T

Defender: (TE) Flow mapping

- Source-based routing.

- Uphold optimal quotas.

Defender: (TE) Load Balancing

- Use alternative paths.

-Define optimal traffic quotas per 

path (%), 

- E.g., using Linear Programming .

O T

%

%

%
O T

%

Flooded 

Links 

Detected!!!
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Modeling the Attak Exposure with Assoiative Relations

Nodes 

affected by 

Flood eventsO

!

!

!

!

T    - Traffic sources (IPs), 

  - over congested links.

 Nodes affected by 

Flood events

Relation at time t:

Strength, S

An attak at yle t �oods a set of links, a�eting nodes

N (t).

E (t): Tra� soures (IPs) over ongested links.
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Modeling the Attak Exposure with Assoiative Relations

For all yles 0...t, form the relation:

R(t) : ∪
∀t

E (t)−→ ∪
∀t

N (t).

e

s

→ n, �entity e attaks node n� .

*

s

→ n, �node n is an attak target� .

e

s

→ *, �entity e is a bot� .

Strength s: # of observations for a relation (running).
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E�ets of Attaker's Ations on the Detetion Proess

The attaker seeks to remain hidden.

Hide the identity of bots and targets.

Ensures E −→ N ontains many false bots e and targets n.

Terminology:

Inrease ‖E ‖, (Left-spei�ity).

Inrease ‖N ‖, (Right-spei�ity).
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E�ets of Load Balaning on the Detetion Proess

TARGET 
AREA

Distance from 
target (Hops)

Presently 
flooded link

} Additional links 

deployed by TE

"Vertical" Attack (V)

"Horizontal - Afferent" 
Attack (H  )

"Horizontal - Efferent" 
Attack (H  )e a

Figure: TE relaims/adds apaity around ongested areas. The attaker

responds to keep a�eting the target.

Table: E�ets on the L / R spei�ity of observed relations.

Attaker's response types

Vertial Horizontal-e�erent Horizontal-a�erent

+, ± +, − −, +
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Optimizing TE Flow Mapping for Attak Exposure

Defender's goal

At t, reroute tra� �ows suh as, at t+1: min{s} e
s

→ n, ∀r⊂ R (t)

BOT (e)

FLOW 
DESTINATION (d)

Origin
Target

(n)

FLOW (f)

BOT (e)

FLOW 
DESTINATION (d)

Origin
Target

(n)

FLOW (f)

Shortest Path

Qualitative meaning:

i) If �ow retains destination

t+1

→ No attak, (RED is disjoint).

ii) If it hanges

t+1

→ Minimal probability of aidental attak (GREEN).
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Pratial Implementation of the Exposure Proess

Intuitive implementation via SQL.

Maintain two, simple tables, updated on link ongestion

events.

Relation exposure:

e→* : SELECT Sr_IP, ount(PK) AS strength from

PROBABLE_BOTS GROUP BY Sr_IP

*→n : SELECT NodeID, ount(PK) AS strength from

PROBABLE_TARGETS GROUP BY NodeID

e→n : ... INNER JOIN on FLOODED_LINK ...
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Simulations / Setup

We evaluate:

1

E�etiveness of attaker's bot/target obfusation attempts

(L/R spei�ity)

1

Attak using some of the the bots only.

2

Attak more than one targets.

3

Also: Natural re-homing of legit �ows.

2

The role of the topology.

50 real ISP topologies (Internet Topology-Zoo).

senario: ut-o� an ISP POP from the Internet.
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Results I: Obfusation E�ets

Easier to obfusate the target than the bots
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Time step t

∆s = E[sbots] −E[sbenign]

for ǫ
s
→ ⋆ relations
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(a) L-spei�ity (ε → ⋆ relations):

Probabilisti bot partiipation to an

attak. %→allowed bot re-use.
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∆s = E[starget node ] −E[sbenign]

for ⋆
s
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(b) R-spei�ity (⋆→ n relations):

E�ets of attaking random nodes.

% is the �ow rehome_ratio.
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Results II: Topologial E�ets

Deentralized topologies (i.e., not star-like): easier to attak, easier

to detet.
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Figure: E�et of topology on the spei�ity of the ε → ⋆ relations.

Strong orrelation to the average-shortest-path-length (avg. SPL)

topology metri.
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Summary

Introdued a novel framework for studying stealthy DDoS

link-�ooding attaks.

Goal: Failitate detetion of suseptible bots and targets.

Use relational algebra to formulate bots→ target relations.

Bene�t: Ease & salability of implementation (SQL).

Entry point: the TE proess.

Use same inputs, leave TE load-balaning objetive untouhed.

Detetion-optimal mapping of �ows-to-paths.

Key-idea: keep probable bots targets � separate paths, punish

persistene.
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Outlook

Build upon the analytial framework:

Express Attak/Defense strategies (Game-theory).

Quantify the vulnerability of a given topology as a metri.

Distribute the defense sheme as an SDN seurity app.

FRESCO framework.

Shin, Seungwon, et al.

FRESCO: Modular Composable Seurity Servies for

Software-De�ned Networks. NDSS. 2013.
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Thank you!

JAVA Simulator available at:

http://users.is.forth.gr/liaskos/#PUBLICATIONS
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