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Motivation

This work presents GUCON-star, an extension of GUCON [1]. While GUCON can express various data usage conditions
using graph patterns, adding constraints like temporal ones can be cumbersome. To address this issue, we propose
GUCONS-star, which uses SPARQL-star and RDF-star for rule expression and compliance checking.

A GUCON Rule cond~da

 cond is a graph pattern
A4 ais adeontic pattern
4 €{A P 0D} suchas A (permission) P (prohibition), O (obligation), and D (dispensation)
e a={(s,p,0) | s€E p€A o€R} such as an (s, p, 0) corresponds to a SPARQL triple pattern, E is the set of all
entities; A is the set of all actions; and R is the set of all resources
 ~» denotes if condis satisifed , then da may (A)/must not (P)/must (0)/need not (D) be satisfied.

A Serialization of GUCON
using SPAROL-star

e condis a SPARQL-star graph pattern
* constraints are expressed using quoted action patterns
e «is aSPARQL triple pattern

A Serialization of GUCON
using SPAROL

 cond is a SPARQL graph pattern
 «is aSPARQL triple pattern

{?share rdf:type splog:SharingEvent ;
rdf:subject ?x ;
rdf:predicate eg:share ;
rdf:object egmc:l.premierleague.com-2020-coverage ;
splog:occurs ?t .
?’X rdf:type eg:Person ;
eg:position eg:Journalist .
FILTER (?t > "2021-02-25T721:00:00Z"~"xsd:dateTime)}
~ {A {?x :share egmc:l.premierleague.com-2020-coverage }}

{<<?Xx eg:share egmc:1l.premierleague.com-2020-coverage>>
splog:occurs ?t .

?X rdf:type eg:Person;
eg:position eg:Journalist .

FILTER (?t > "2021-02-25T21:00:00Z"""xsd:dateTime )}

~ {A {?X eg:share egmc:l.premierleague.com-2020-coverage }}

Architecture of the GUCON-star Engine - Y
* Use SELECT SPARQL-star queries to identify active usage control Compliance Checker
rules by determining if the knowledge base has a match for the \. / /
condition of the usage control rule. I — :
* Employ ASK SPARQL-star queries on the knowledge base to il E /
evaluate compliance based on the active rules. SPARQL Query Engine
* Active temporal permissions and dispensations are always / / Compliance

considered valid.
* In the case of active obligations and prohibitions, a match

I Results

indicates compliance for obligations and non-compliance for Knowledge
prohibitions. Base Policies
Future Work

 Implement the GUCON framework, incorporating consistency and requirements checking.

* Evaluate the expressiveness and performance of GUCON.

 Represent GUCON using various serializations such as Datalog, ASP, etc. This will allow us to compare the performance
of different engines.
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