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Abstract. A common assumption in game theory is that players have a
common and correct (albeit not always complete) knowledge with regards
to the abstract formulation of the game. However, in many real-world
situations it could be the case that (some of) the players are misinformed
with regards to the game that they play, essentially having an incorrect
understanding of the setting, without being aware of it. This would invalidate the common knowledge assumption. In this paper, we present a
new game-theoretic framework, called misinformation games, that provides the formal machinery necessary to study this phenomenon, and
present some basic results regarding its properties.
Keywords: Misinformation in games · Natural misinformed equilibrium
· Price of Misinformation · Normal-form games · Load balancing games
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Introduction

A fundamental issue in interacting situations is the way decisions are made by
the participants, a process captured by game theory, where typically is assumed
that the rules of interaction (i.e., the game definition) are common knowledge
among players (but see [19,5,11] for some exceptions). This may be unrealistic in
circumstances where misinformation may cause players to have different and/or
incorrect knowledge about the rules of interaction.
This can happen for various reasons. Specifically, such scenarios could occur
on purpose (e.g., by deceptive agents communicating wrong information), due
to random effects (e.g., noise in the communication channels, erroneous sensor
readings), by design (e.g., by the game designer in order to enforce a sociallyoptimal behaviour), or due to environmental changes (e.g., the setting changes
without players’ knowledge). Misinformation could play a prominent role in the
outcome of the game, without necessarily negative effects.
As a more concrete example, consider the classical Prisoner’s Dilemma (PD)
game, where two suspects (the players) are being interrogated, having the option
∗
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Fig. 1: Schematic representation of a misinformation game with 2 players.

to betray the other (B), or stay silent (S). Each of them will get a penalty reduction if he/she betrays the other, but if they both remain silent, the police can
only convict them for lesser charge and not for the principal crime; if they both
betray, they will get a reduced penalty for the principal crime. Using classical
game theory, this situation is modelled by payoff matrix presented in Table 1a,
where the only Nash equilibrium is for both players to betray.
Now suppose that the cogent evidence with regards to the lesser charge has
been obtained in an illegal manner, and thus cannot be used in court. As a result,
players’ actual payoffs are as shown in Table 1b; however, this is not disclosed
to the suspects, who still believe that they play under Table 1a. This would lead
players to betray, although, had they known the truth (Table 1b), they also had
other options (Nash equilibria), e.g., to both stay silent. We will refer to this
game as the misinformed Prisoner’s Dilemma (mPD) in the rest of this paper.
Table 1: Payoff matrices for the PD and mPD
S
B
S (−1, −1) (−3, −1/2)
B (−1/2, −3) (−2, −2)

S
B
S
(0, 0)
(−3, −1/2)
B (−1/2, −3) (−2, −2)

(a) Payoffs (in PD); also, players’ view (in mPD).

(b) Actual game (in mPD).

To study situations like mPD, we relax the classical assumption of game theory that agents know the correct information related to the abstract formulation
of the game, and admit the possibility that each player may have a different (and
thus incorrect) perception about the game being played, unknowingly to himself/herself or the other player(s). We call such games misinformation games.
As shown in Figure 1, the main defining characteristic of misinformation games
is that agents are unwitting of their misinformation, and will play the game
under the misconceived game definition that they have. This essentially means
that the assumption of common knowledge is dropped as well.
Obviously, in such a setting, game theory dictates the actual player behaviour
in his/her own view, which may be different from the behaviour regarding the
actual game. On the other hand, the payoffs received by the players are the ones
provisioned by the actual game, which may differ from the ones they assume.
This paper’s main objective is to introduce the formal machinery necessary
to study misinformation games. Specifically, the contributions of this paper consisted of: i) defining misinformation games and recasting basic game-theoretic
concepts without the assumption of common and correct knowledge (Subsection
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3.1), ii) introducing a new metric, called the Price of Misinformation (PoM), to
quantify the effect of misinformation on the social welfare of players (Subsection
3.2), and iii) applying our ideas to load balancing games (Section 4).

2

Related work

Starting from the concept of games with misperceptions (see Chapter 12 in [19])
many studies model subjective knowledge of players with regards to game specifications, leading to the introduction of hypergames (HG) ([5,34,27,18,7,3] etc.)
and games with unawareness (GwU) ([8,28,26,29,11] etc.), where players may be
playing different games. Although we share motivation with these approaches,
there are also some crucial distinctions. First, HG/GwU are behaviour-oriented
(what the players will play), whereas misinformation games are outcome-oriented.
Furthermore, HG focus on perceptional differences among players, and do not
model the “actual game”, hence, HG lack grounding to the reality of the modelled situation. In misinformation games we close this gap, modelling also the
environment, and allowing differences to also occur between each player and the
environment. Moreover, in GwU, though the “actual game” is used as the basis
of the models, the analysis based on consistency criteria and belief hierarchies.
In misinformation games we do not make such assumptions.
In [15] authors define the notion of games with awareness based on an
extensive-form game; they agglomerate descriptions of reality, changes in players’ awareness and players’ subjective views. Also, they define a generalized Nash
equilibrium that is similar with our equilibrium concept. Nevertheless, their analysis is behaviour-oriented. The work in [11] incorporates game and unawareness
as interrelated objects, whereas in [8] awareness architectures are provided to
study players’ limited awareness of strategies. Further, in [33] authors focus on
how unawareness affects incentives, whereas [30] provides a dynamic approach
for extensive-form games with unawareness. Moreover, [23] proposed a model for
games with uncertainty where players may have different awareness regarding a
move of nature.
In [6,14] studied the case where one of the players knows the (mis)perceptions
of the opponents. Also, in [32] the concept of subjective games is proposed, but
without introducing any equilibrium concept. Another approach is given in [10]
where an equilibrium concept is defined, but has a probabilistic dependence on
the actual game specifications.
Initiated by Harsanyi [16] the concept of incomplete knowledge in games has
attracted significant attention, mainly through the Bayesian games approach
([31,35,13,12], etc.), where a key assumption is that of common priors. Although
this provides significant modeling advantages, it cannot address the situations
considered by misinformation games, cases where knowledge is not common.
Moreover, in Bayesian games, although agents are unsure as to their actual payoff, they are well-aware of that, and they do their best out of the uncertainty that
they have. On the contrary, in misinformation games, the agents play according
to their subjective game definition, without considering mitigation measures.
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In particular, the mPD scenario (Table 1) cannot be captured by Bayesian
games, as the players do not distinct the actual situation from the one provided
to them. But even if a player suspects that the police are lying, has no clue as
to what they are lying about. Therefore, he/she cannot form any probability
distribution over an array of alternative plausible scenarios.
In [2,4,24] the case of uncommon priors was studied, but without addressing
the scenario of private priors, which is the case considered in misinformation
games. Additionally, the idea of agents understanding a different payoff matrix
than the actual one has been considered in [20,1]. In these studies, the agents
privately choose to modify their own objective payoffs (only), for personal reasons
(i.e. bias). Here misinformation is restricted only to each agent’s own payoffs,
therefore our work can be viewed as a more general case of such settings.

3

Normal-form games

A game in normal-form is represented by a payoff matrix that defines the payoffs
of all players for all possible combinations of pure strategies. Formally:
Definition 1. A normal-form game G is a tuple hN, S, P i, where:
– N is the set of the players,
– S = S1 × · · · × S|N | , Si is the set of pure strategies of player i ∈ N ,
– P = (P1 , . . . , P|N | ), Pi ∈ R|S1 |×...×|S|N | | is the payoff matrix of player i.
If player i randomly selects a pure strategy, then he/she plays a mixed
strategy σi = (σi,1 , . . . , σi,|Si | ) which is a discrete probability distribution over
Si . Let the set of all possible mixed strategies σi be Σi . A strategy profile
σ = (σ1 , . . . , σ|N | ) is an |N |-tuple in Σ = Σ1 × . . . × Σ|N | . We denote by σ−i the
|N − 1|-tuple strategy profile of all other players except for player i in σ. The
payoff function of player i is defined as: fi : Σ → R, such that:
X
X
fi (σi , σ−i ) =
···
Pi (k, . . . , j) · σ1,k · . . . · σ|N |,j ,
(1)
k∈S1

j∈S|N |

where Pi (k, . . . , j) is the payoff of player i in the pure strategy profile (k, . . . , j).
In other words, fi (σi , σ−i ) represents player’s i expected payoff as a function of
σ. The Nash equilibrium in a normal-form game is defined as follows:
∗
Definition 2. A strategy profile σ ∗ = (σ1∗ , . . . , σ|N
| ) is a Nash equilibrium, iff,
∗
∗
∗
for any i and for any σ̂i ∈ Σi , fi (σi , σ−i ) ≥ fi (σ̂i , σ−i
).

3.1

Misinformation in normal-form games

Misinformation captures the concept that different players may have a specific,
subjective, and thus different view of the game that they play.
Definition 3. A misinformation normal-form game (or simply misinformation
game) is a tuple mG = hG0 , G1 , . . . , G|N | i, where all Gi are normal-form games
and G0 contains |N | players.
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G0 is called the actual game and represents the game that is actually being
played, whereas Gi (for i ∈ {1, . . . , |N |}) represents the game that player i thinks
that is being played (called the game of player i). We make no assumptions as to
the relation among G0 and Gi , and allow all types of misinformation to occur.
An interesting special class of misinformation games is the following:
Definition 4. A misinformation game mG = hG0 , G1 , . . . , G|N | i is called canonical iff:
– For any i, G0 , Gi differ only in their payoffs.
– In any Gi , all players have an equal number of pure strategies.
Although, non-canonical misinformation games may occur, e.g., when communication problems deprives a player from the option to use a viable strategy. However, we can transform any non-canonical misinformation game into an
equivalent canonical game (in terms of strategic behaviour), using the process
of inflation described as follows.
Let mG be a non-canonical misinformation game. To transform it into a
canonical misinformation game with the same strategic behaviour, we compare
G0 with each Gi (i > 0). Then:
1. If Gi does not include a player of G0 , then we “inflate” Gi by adding this
new player, with the same strategies as in G0 . We extend the elements of
the payoff matrix of Gi to represent the payoffs of the new player, using any
fixed constant value. Moreover, the current payoff matrix of Gi is increased
by one dimension, by replicating the original payoff matrix as many times
as needed (to accommodate the new player’s strategies).
2. If Gi contains an imaginary player not included in G0 , then we add a new
player in G0 , using the process described in #1 above. In addition, since
Definition 3 requires that each player in G0 is associated with a game in
mG, we add a new game in mG, which is a replica of G0 .
3. If Gi does not contain a certain strategy which appears in G0 (for a certain
player), we add this new strategy, with payoffs small enough to be dominated
by all other strategies.
4. If Gi contains an imaginary strategy that does not appear in G0 (for a certain
player), we inflate G0 as in #3 above.
Repeating the above process a sufficient (finite) number of times, we derive a
misinformation game that satisfies the first condition of Definition 4 and has the
same strategic properties as the original. For the second condition, we inflate the
games according to the largest dimension (number of strategies) of the largest
game, as in #3 above. Therefore, we focus on canonical misinformation games.
The definition of misinformed strategies and strategy profiles is straightforward, once noticing that they refer to each player’s own game:
Definition 5. A misinformed strategy, mσi of a player i is a strategy of i in
the game Gi . We denote the set of all possible misinformed strategies of player
i as Σii . A misinformed strategy profile of mG is an |N |-tuple of misinformed
strategies mσ = mσ1 , . . . , mσ|N | , where mσi ∈ Σii .
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As usual, we denote by mσ−i the |N − 1|-tuple strategy profile of all other
players except for player i in a misinformed strategy mσ. The payoff function fi
of player i under a given profile mσ is determined by the payoff matrix of G0 ,
|N |
and is defined as fi : Σ11 × · · · × Σ|N | → R, such that:
fi (mσi , mσ−i ) =

X

···
1

X

k∈S1

|N |

j∈S|N |

Pi0 (k, . . . , j) · mσ1,k · . . . · mσ|N |,j ,

where Pi0 (k, . . . , j) is the payoff of player i in the pure strategy profile (k, . . . , j)
under the actual game G0 . Also, Sij denotes the set of pure strategies of player
i in game Gj .
Observe that, although each player’s strategic decisions are driven by the
information in his/her own game (Gi ), the received payoffs are totally dependent
on the actual game G0 , that may differ than Gi . Further, the payoff function
would be ill-defined if we consider non-canonical misinformation games.
Next, we define the solution concept of a misinformation game, where each
player chooses a Nash strategy, neglecting what other players know or play:
Definition 6. A misinformed strategy, mσi , of player i, is a misinformed equilibrium strategy, iff, it is a Nash equilibrium strategy for the game Gi . A misinformed strategy profile mσ is called a natural misinformed equilibrium iff it
consists of misinformed equilibrium strategies.
In the following, we denote by nmemG (or simply nme, when mG is obvious
from the context) the set of natural misinformed equilibria of mG and by N E
the set of Nash equilibria of G. Moreover, any natural misinformed equilibrium is
consisted of Nash equilibrium strategy profiles, regarding Gi s. The computation
of a Nash equilibrium for each Gi is PPAD-complete [9]. Thus, the same holds
for a natural misinformed equilibrium.
3.2

Price of Misinformation

Inspired by the seminal work of [17] that introduced the Price of Anarchy (PoA)
metric we define a metric, called the Price of Misinformation (PoM) to measure
the effect of misinformation compared toPthe social optimum. For that, we consider a social welfare function SW (σ) = i fi (σ), and denote by opt the socially
optimal strategy profile, i.e., opt = arg maxσ SW (σ). P oM is defined as follows:
Definition 7. Given a misinformation game mG, the Price of Misinformation
(PoM) is defined as:
SW (opt)
P oM =
(2)
minσ∈nme SW (σ)
Using the definition of PoA [17] and (2) we derive the following formula:
minσ∈N E SW (σ)
P oM
=
P oA
minσ∈nme SW (σ)

(3)
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Observe that, if P oM < P oA, then misinformation has a beneficial effect on social welfare, as the players are inclined (due to their misinformation) to choose
socially better strategies. On the other hand, if P oM > P oA, then misinformation leads to a worse outcome from the perspective of social welfare.
Moreover, misinformation is a powerful tool for mechanism design as shown
in the following proposition.
Proposition 1. For any normal-form game G and strategy profile σ there is a
misinformation game mG = hG0 , G1 , . . . , G|N | i such that G0 = G and the only
natural misinformed equilibrium of mG is σ.
Proof. Let G0 be a normal form game such that σ is the only Nash equilibrium
(we can always construct such a game). Then mG = hG, G0 , . . . , G0 i is the desired
misinformation game.
t
u
Corollary 1. For every normal-form game G there is a misinformation game
mG = hG0 , G1 , . . . , G|N | i such that G0 = G and P oM = 1.
The above results show that, given sufficient misinformation, anything is
possible in terms of improving (or deteriorating) the social welfare.

4

Load balancing games

In this section, we apply our framework in load balancing games, as defined in
[22], where tasks selfishly choose to be assigned to machines, so that no task has
any incentive to deviate from its machine. Formally:
Definition 8. A load balancing game (lbg) is a tuple G = hk, m, s, wi, where
k = {1, . . . , |k|} is the set of tasks, each associated with a weight wj ≥ 0, and
m = {1, . . . , |m|} is the set of machines, each with speed si > 0.
We consider the case where tasks play only pure strategies, thus, the assignment of tasks to machines is determined by a mapping A : k → m (note
that each task is assigned toPexactly one machine). The load of machine i ∈ m
under A is defined as li = j∈k:i=A(j) wj /si . The cost of task j for choosing
machine i is cij = li . Furthermore, the social cost of assignment A is defined as
cost(A) = maxi∈m (li ), in other words the makespan under the assignment A.
An assignment A∗ is optimal if cost(A∗ ) ≤ cost(A) for all possible assignments
A. An assignment A is a pure Nash equilibrium, if and only if, for any j and for
A(j)
any î ∈ m, cj
≤ cîj , in other words for any alternative assignment of task j
(say to machine î) the cost is worse.
4.1

Misinformation in load balancing games

Introducing misinformation in lbgs follows similar patterns as in Section 3.1:
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Definition 9. A misinformation lbg is a tuple mG = hG0 , G1 , . . . , G|k| i, where
all Gj are lbgs and G0 contains |k| tasks.
Definition 10. A misinformation lbg mG = hG0 , G1 , . . . , G|k| i is called canonical, if and only if, for any j, G0 , Gj differ only with regards to the weights of
the tasks and the speeds of the machines.
Like in the standard case, a misinformed assignment nmA is a mapping of
tasks to machines nmA : k → m, where any task j chooses a machine according
to its game Gj . Given a P
specific misinformed assignment nmA, the actual load
0 0
of a machine i is li0 =
j∈k:i=nmA(j) wj /si , whereas the perceived load of a
P
machine i for task h is lih = j∈k:i=nmA(j) wjh /shi . The actual cost of task j for
i,j
j
0
choosing machine i is ci,0
j = li , whereas the perceived cost is cj = li . Similarly,
the actual social cost of mA is cost(nmA) = maxi∈m (li0 ).
As with normal-form games, the tasks choose the Nash equilibrium assignments in their own game without regards to what other tasks do. Formally:

Definition 11. A misinformed task assignment nmA(j) of task j is a pure
misinformed equilibrium task assignment, if and only if it is a pure Nash equilibrium assignment for game Gj . A misinformed assignment nmA is called a
pure natural misinformed equilibrium assignment if and only if it consists of
pure misinformed equilibrium task assignments.
As each Gj is an lbg, the existence of a pure Nash equilibrium assignment in
every Gj is warranted by the results of [22,25,21], hence a natural misinformed
equilibrium assignment in misinformation lbgs always exists. Moreover, using
complexity results for standard lbgs [22], we can show the following:
Proposition 2. Consider a misinformation lbg mG with k tasks, such that each
Gj has m identical machines. Then, the computational complexity of computing
a natural misinformed equilibrium assignment in mG is O(k 2 log k).
Proof. On identical machines we can transform any assignment A into a pure
Nash equilibrium in time O(k log k) [22]. To find a natural misinformed equilibrium, we repeat this once for each Gj (j > 0), which requires O(k 2 log k)
time.
4.2

Price of Misinformation in load balancing games

P oM in misinformation lbgs (that aim at minimizing cost instead of maximizing
payoff) is defined as follows:
P oM =

maxA∈nmA cost(A)
,
cost(A∗ )

(4)

where cost(A) is the worst cost among the pure natural misinformed equilibria
assignments nmA and cost(A∗ ) is the cost of the optimal assignment in the
actual game. The following example is illustrative of the concepts presented in
this section:
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Example 1. Suppose that there are two identical machines with speed s = 1 and
four tasks with w1 = w2 = 1 and w3 = w4 = 2. The optimal assignment maps a
task of weight 1 and a task of weight 2 to each of the machines (A∗ = (1, 2, 1, 2)).
The worst pure Nash equilibrium assignment is A = (1, 1, 2, 2) with cost(A) = 4,
Figure 2-(b).
Now, consider the misinformation game mG in which tasks have different
information on the weights. Let w1 = (w11 = 6, w21 = 1, w31 = 2, w41 = 2) be the
weights in G1 and wj = (w1j = 7, w2j = 1, w3j = 1, w4j = 1) in Gj , for j = {2, 3, 4}.
The pure Nash equilibrium assignments in each game Gj are A1 = (1, 2, 2, 2)
and A2 = (2, 1, 1, 1), thus the pure natural misinformed equilibrium assignments
are all combinations aligned with i) task 1 is assigned to a different machine
than tasks {2, 3, 4} or ii) all tasks are assigned to the same machine. From the
above, the worst natural misinformed equilibrium assignment is derived to be
nmA = (1, 1, 1, 1) (or nmA = (2, 2, 2, 2)) with cost(nmA) = 6, Figure 2-(c-d).
It is interesting that in this example P oA = 4/3 and P oM = 2 implying that
misinformation worsens the behaviour of the game.
t
u

(a)

(b)

(c)

(d)

Fig. 2: (a) optimal assignment, (b) worst Nash equilibrium allocation, (c-d) worst natural misinformed equilibrium allocation.

In terms of mechanism design, misinformation is equally strong and flexible
for lbgs as for normal-form games. In particular, for any lbg G and assignment
A, we can construct a misinformation lbg mG = hG0 , G1 , . . . , G|N | i such that
G0 = G and the only pure natural misinformed equilibrium assignment of mG is
A, as well as a misinformation lbg mG = hG0 , G1 , . . . , G|N | i such that G0 = G
and P oM = 1.
Due to the special form of lbgs, we can prove various bounds regarding their
cost and P oM , based on the task weights and machine speeds. Propositions 3,
4, 5 show some such results:
Proposition 3. Consider a canonical misinformation lbg mG = hG0 , G1 , . . . ,
G|k| i, such that G0 = hk, m, s, wi and si > 0 for all i. Then, for any assignment
Pk
nme, cost(nme) ≤ j=1 wj / mini si .
Proof. The worst possible assignment nmA∗ (from the social cost perspective) is
Pk
to assign all tasks to the slowest machine, with cost(nmA∗ ) = j=1 wj / mini si .
Misinformation can achieve this effect, so the result follows.
t
u
Proposition 4. Consider a misinformation lbg mG = hG0 , G1 , . . . , G|k| i, such
that G0 has m identical machines and finite task weights. Then, the Price of
Misinformation is P oM ≤ m.
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Proof. An optimal assignment
cost(A∗ ) cannot be smaller than the average load
P
over all machines (i.e., ( j∈[k] wj )/m). Also, the worst scenario is that all tasks
P
are assigned into one machine, with cost ( j∈[k] wj ). Then, using equation (4),
we conclude.
t
u
Next, we consider the case of uniformly related machines, i.e., the case where
the cost (processing time) of a job j of weight wj on machine i with speed si is
wj /si . We can show the following:
Proposition 5. Consider a misinformation lbg mG = hG0 , G1 , . . . , G|k| i, such
that G0 = hk, m, s, wi with m uniformly related machines and finite task weights.
Then, the Price of Misinformation is


log m
S
,
(5)
P oM ≤ k · · O
s
log log m
where s is the slowest speed and S is the fastest speed.
Proof. Since there is the case
Pkthat all tasks be assigned to the slowest machine
we have that cost(nmA) ≤ i=1 wi /s ≤ k · M/s, where M is the largest weight.
A∈nmA Cost(A)
Also, we have that P oM = P oA · max
maxB∈N E Cost(B) with A be the worst natural misinformed equilibrium assignment, B the worst Nash equilibrium assignment and N E the set of Nash equilibria assignments. Furthermore, we have
that maxB∈N
≥ M/S. Finally, by chapter 20 of [22] we have that
 E Cost(B)

P oA ≤ O

5

log m
log log m

.

t
u

Synopsis and future work

This paper is motivated by the idea that misinformation is a fact of life in most
multi-player interactions, and thus having the formal machinery to analyse misinformation can help understand many real-world phenomena. Towards this aim,
we introduce a novel game-theoretic framework, called misinformation games.
We argue that the concept of misinformation games has the potential to explain various phenomena, and raises several interesting problems to be studied
from different perspectives. From the designer’s perspective, we can consider
questions like the sensitivity of the game against misinformation, or the identification of ways to exploit the misinformation as a means to improve social
welfare (through PoM). From the players’ perspective, one could study how the
players will revise their game definition following the realisation that it is wrong,
or the question of how to protect them from deceptive efforts. Finally, from the
more general perspective, it makes sense to study various forms of equilibria, as
well as the effect of different misinformation patterns on the game’s outcome.
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