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— Abstract

The popularity of knowledge graphs (KGs) owes
credit to their flexible data model, which is suitable
for data integration from multiple sources. Sev-
eral KG-based applications, such as trust assess-
ment, view maintenance, or data valuation on dy-
namic data, rely on the ability to compute proven-
ance explanations for query results. This need be-
comes more urgent in federated query processing
systems, which allow the online consumption of
heterogeneous and decentralized Web data. How-
ever, the problem of computing and interacting
with provenance has received little attention, espe-
cially in the federated setting. On those grounds,
this paper introduces the NPCS (Native Proven-
ance Computation for SPARQL) approach, and its
federated variant Fed-NPCS, that compute proven-
ance for SPARQL query results. Both approaches
build upon spm-semirings to annotate the results

of monotonic and non-monotonic SPARQL quer-
ies with their provenance. Due to their reliance
on query rewriting techniques, the approaches are
directly applicable to already deployed SPARQL
engines and federations using different reification
schemes, including RDF-star. Our experimental
evaluation shows that our novel query rewriting
approach brings significant run-time improvements
w.r.t. the state-of-the-art across both centralized
and federated settings. In centralized settings, our
tests on two popular SPARQL engines (GraphDB
and Stardog) reveal substantial runtime gains over
existing query rewriting solutions, enabling scalab-
ility to RDF graphs with billions of triples. In
federated settings, our experiments on the FedShop
benchmark with GraphDB show the viability of
Fed-NPCS for federations with up to 200 sources.
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1 Introduction

The fast advances in information extraction and knowledge graph (KG) construction have enriched
the Web with vast amounts of structured, machine-readable data. These KGs, represented as
RDF triples and queried through SPARQL endpoints, form the foundation of numerous intelligent
applications such as semantic search, question answering, and digital assistants. By encoding real-
world knowledge as triples in the form (s, p, 0), knowledge graphs allow machines to “understand”
and process complex information, driving many data-driven systems.

KGs usually aggregate data from independent and heterogeneous sources. One common
approach for KG construction is to apply information extraction techniques, e.g., on the Web, to
filter, cleanse, and centralize knowledge so that it can be queried on a single endpoint. Although
this strategy guarantees full control over the data, it requires a lot of effort to keep the data
up-to-date. On the other hand, federated query systems [2,3,14,24,29,36,39,41,42] allow users
to query knowledge in a fully decentralized way, giving the impression of a large centralized KG.
Federated approaches provide an abstraction layer that hides the complexity of fully distributed
processing including tasks such as source selection and efficient query planning. This capability is
essential for various downstream applications such as data integration platforms, search engines,
or smart assistants, which require real-time access to fresh knowledge. Federated architectures are
also crucial when third parties must hold control of the data for the sake of data privacy [43] or
for legal reasons.

Given the heterogeneity of the data sources that contribute to modern KGs, the problem of
identifying the provenance of query results is central — especially in the federated setting. The
provenance of a query result is an expression that encodes the lineage of the data transformations
and statements that contributed to that result. Provenance is of great value for KG providers
because it streamlines maintenance tasks, such as source selection and view maintenance [20].
For data consumers, query provenance serves as an explanation for answers. This can be pivotal
in use cases that need to assess data reliability, or manage access control and privacy [37], data
valuation, trustworthiness, auditing [40], or data quality.

Among the existing formalisms to model query provenance, how-provenance is the most
expressive [25]. In this model, the provenance of a query result is an algebraic expression in a
provenance semiring. Consider, for instance, the following KG,

{ ui: (UK, capital, London), us: (London, in, UK), us: (London, a, City) },
and the SPARQL query
SELECT ?z WHERE { { UK, capital, 7z } UNION { 7z in UK ; a City } }.

The answer to this query is London. How-provenance explains the presence of London in the
result set with the polynomial expression u; @ (ug ® uz). This polynomial tells us that there are
two ways to get London as a solution: either via ui, or via the conjunction of us and uz. There
exist different algebraic structures for provenance in the literature [16,22,25], but this paper
considers spm-semirings [22] because they are designed for the semantics of SPARQL, including
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its non-monotonic fragment. We highlight that query provenance assumes the availability of
identifiers for triples, in other words, it assumes that the KG has been reified using some scheme.
Examples of reification schemes are RDF-star and named graphs.

In the centralized setting, there are essentially two main strategies to compute how-provenance
for SPARQL queries. Methods such as TripleProv [44] opt for customized engines that compute
provenance alongside query evaluation. Since provenance support is embedded in the engine,
such solutions allow for advanced optimizations. On the downside, customized engines are not
applicable to already deployed SPARQL endpoints. The other alternative is query rewriting [9, 30].
In this approach, SPARQL queries are rewritten so that the new query retrieves both the query
solutions and the polynomials describing their provenance, potentially with some post-processing.
This design provides the flexibility to be applied to any SPARQL endpoint on the Web at the
price of a runtime overhead. Both of these approaches have been applied for the centralized
setting; however, to the best of our knowledge, no system exists that allows the computation of
how-provenance for query results in the federated setting.

In this paper, we first describe the NPCS' approach [9], a method to compute provenance
for SPARQL queries via query rewriting. NPCS is the first fully native SPARQL solution for
how-provenance computation, as previous approaches [30] required some sort of post-processing.
Moreover, NPCS supports different data reification schemes, including RDF-star. NPCS is designed
for centralized KGs; in this paper we introduce an extension of the method, called Fed-NPCS, which
is applicable for queries run against federated systems. This new work includes an extension of
the how-provenance formalism for federated settings, as well as a runtime evaluation of Fed-NPCS
on FedShop [17], a challenging benchmark for SPARQL federated systems. To the best of our
knowledge, this is the first work that addresses the computation of how-provenance explanations
for SPARQL queries on federations.

Our experimental evaluation demonstrates that NPCS is consistently faster than SPARQL-
prov [30], the state of the art in how-provenance in SPARQL for centralized KGs. Moreover,
NPCS and Fed-NPCS provide provenance explanations with reasonable runtime overhead (around
10%) while scaling efficiently to large datasets with billions of triples and federations of up to 200
endpoints.

The rest of this paper is structured as follows. Section 2 provides an overview of related work
in the areas of provenance and federated query processing, whereas Section 3 introduces some
preliminary concepts that will be useful throughout the paper. Section 4 presents our query
rewriting method and Section 5 describes its extension to federated SPARQL query processing
systems. In Section 6, we report on our experimental evaluation. Finally, Section 7 concludes
with a discussion of the implications of our work and an outline of directions for future research.

2 Related work

We survey the literature on provenance for query results along two axes: provenance models
(Section 2.1) and provenance support for RDF/SPARQL engines (Section 2.2). For a survey on
federated SPARQL systems and related benchmarks we refer the reader to [17,26]. We highlight
that, so far, no other work has addressed the problem of computing how-provenance for SPARQL
federated queries.

! Native Provenance Computation for SPARQL
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2.1 Semirings and Provenance Models

Semirings were first used to model query provenance in the groundbreaking work by Green et
al. [25]. This work proposed commutative semirings to annotate query results for selection,
projection, join, and union queries for Datalog and the positive fragment of relational algebra.
Commutative semirings cannot model provenance for non-monotonic operators such as the left-
outer join and the difference [25], hence the algebraic structures were expanded to include a
monus operator? that accounts for the relational difference [21]. Commutative semirings and their
extensions model provenance as polynomial expressions. These expressions, called how-provenance,
encode both the sources and the data transformations required to obtain (and sometimes exclude)
a particular query answer. How-provenance is more expressive than other provenance models such
as lineage [15] or why-provenance [13].

Damasio et al. [16] showed that by rewriting SPARQL queries into relational algebra, we can
provide provenance annotations for SPARQL queries using m-semirings. However, Geerts et al. [22]
showed that these can yield very long and complex provenance expressions, and thus developed
the spm-semirings formalism (spm stands for SPARQL Minus) to overcome these limitations.
Spm-semirings guarantee more compact explanations and offer native support for non-monotonic
SPARQL operators such as OPTIONAL and MINUS. Since how-provenance polynomials are abstract
annotations, they are useful to a handful of metadata management applications [18,27] via the
notion of commutation with homomorphisms.

2.2 Provenance-supported SPARQL engines

Wylot et al. [44] introduced TripleProv, a system to compute provenance annotations in the
commutative semiring framework for queries with basic graph patterns, union, and the OPTIONAL
operator. Due to its reliance on commutative semirings, TripleProv cannot guarantee commutation
with homomorphisms for queries involving the non-monotonic OPTIONAL operator. Additionally,
TripleProv uses a customized engine that organizes data into molecules—sort of indexes for star
patterns—, and thus it cannot be used on already deployed SPARQL engines. This is why our
approach resorts to query rewriting for how-provenance computation.

But approaches based on query rewriting are not rare at all. Perm [23] and GProM [8] are two
examples. Such approaches are, however, tailored for relational databases. Hence, they are not
applicable to SPARQL queries out of the box. Similarly to TripleProv, none of these methods can
properly support non-monotonic SPARQL queries because Perm is based on the lineage model,
and GProM relies on commutative semirings.

While the work of Geerts et al. [22] was the first to study provenance for the non-monotonic
fragment of SPARQL, the first concrete method to compute how-provenance under the spm-
semiring formalism was proposed by Herndndez et al. [30]. They introduced SPARQLprov, a
method based on query rewriting that can annotate query results with how-provenance polynomials
for both monotonic and non-monotonic queries, establishing query rewriting as a practical
approach for computing SPARQL how-provenance. Contrary to NPCS, SPARQLprov is not a
100% SPARQL solution because it relies on a subsequent decoding phase to compute the final
provenance annotations from the results of the rewritten query. As our experimental evaluation
shows, this decoding phase can incur prohibitive runtime overheads for non-selective queries.

2 Do not confuse monus with minus (the SPARQL operator). A monus operator is an operator on certain
commutative monoids that are not groups (see [21]).
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3 Preliminaries

3.1 RDF-star

The following presentation follows the W3C Community Group Draft [28]. We assume the existence
of three (pairwise disjoint) countably infinite sets: the set of IRIs I, the set of blank nodes B, and
the set of literals L. An RDF triple t = (s,p,0) € (IUB) x I x (IUBUL) is a statement that

consists of a subject s, a predicate p, and an object o. An RDF graph G is a set of RDF triples.

The RDF-star data model extends RDF by allowing arbitrarily deep nesting of triples as subject
or object arguments:

» Definition 1 (RDF-star). An RDF-star triple is a 3-tuple defined recursively as follows:
FEvery RDF triple t is an RDF-star triple; and
Given RDF-star triples t and t', and RDF terms s € (IUB), p€1, and o € (IUBUL), then
the triples (t,p,0), (s,p,t), and (t,p,t") are also RDF-star triples.
We write T to denote the set of all RDF-star triples. An RDF-star graph G is a finite set of
RDEF-star triples (i.e., G C T). We write G to denote the set of all RDF-star graphs.

In a nutshell, RDF-star allows us to “say things” about statements, which endows RDF with
native reification capabilities. This is crucial when computing how-provenance for query results
because query provenance builds upon identifiers for triples in the graph.

» Definition 2 (Federated Dataset). Given a finite set Y C I, called the set of graph names, a
federated dataset over Y is a function D :Y — G.

Intuitively, a federated dataset D associates IRIs with RDF-star graphs.

3.2 SPARQL-star

RDF-star graphs can be queried using the SPARQL-star language. The base of SPARQL-star
queries is a countably infinite set V of variables—prefixed by the character ‘?” and disjoint with
TUBUL. A triple pattern is defined recursively as a follows:
A triple (S, P,0) € (VUIUB) x (VUI) x (VUIUBUL) is a triple pattern.
Given two triple patterns Ty and Tz, the triples (71, P,O), (S, P,T»), and (71, P,T3) are
SPARQL-star triple patterns.
Triple patterns in SPARQL-star queries are combined with operators (e.g., AND, UNION, SELECT)
to define SPARQL-star queries.

» Definition 3 (SPARQL-star Syntax). The syntaz of the SPARQL-star algebra, whose expressions
are called queries, is defined recursively as follows. For each query we also define whether it is
local, remote, or fully remote.
An empty basic graph pattern {} is a local query.
A triple pattern T is a local query.
Given an IRTy € Y, and a local query Q', the expression Q = (SERVICE y Q') is a fully remote
query.
Given two queries Q1 and Qa, the expressions (Q1 AND Q2), (Q1 UNION Q2), (Q1 DIFF Q2),
and (Q1 OPTIONAL Q3) are queries. If Q1 and Q2 are local, then these four queries are said to
be local. If Q1 and Q2 are fully remote, then these four queries are said to be fully remote.
Otherwise, if these queries combine a local and a fully remote query, they are said to be remote.
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A selection formula consists of a combination of atoms of the form A = B and bound(?7x),
where A, B € IUL and ?7x € V, with the logical connectives N\, V, and —. Given a query Q'
and a selection formula ¢, the expression @ = (Q' FILTER ) is a query, which is local if Q'
is local, fully remote if Q' is fully remote, and remote if Q' is remote.

Given a query Q' and a finite set of variables W, the expression () = (SELECT W WHERE Q')
is a query, which is local if Q' is local, fully remote if Q' is fully remote, and remote if Q' is
remote.

» Note 4. Notice that this definition does not allow a SERVICE clause to include another
SERVICE clause. We follow this design because according to the SPARQL 1.1. specification, a
service clause can contain a single endpoint.

» Example 5. Let 77 and 7% be two triple patterns, and consider the following three queries:
Ql = (Tl AND T2)
Q2 = (T} AND (SERVICE y3 1))
Q@3 = ((SERVICE y; T1) AND (SERVICE y3 T5))
Query ) is local; query ()2 is remote but not fully-remote because the triple patterns 77 does
not occur in a remote subquery; and query )3 is fully-remote because both triple patterns occur
in remote subqueries.

> Note 6. The syntax described in Definition 3 follows the syntax introduced by Perez et al. [38],
and extended in Geerts et al. [22] with the operator SELECT, and by Buil-Aranda [12] with the
operator SERVICE. Unlike them [22,38], we call the difference operator DIFF because it differs
from the standard MINUS operator [6,34]. The operator DIFF is part of the standard SPARQL
1.1 algebra, and the operator MINUS is part of the standard SPARQL 1.1 query language syntax.
Also, the operator MINUS is expressible with the other operators we include in Definition 3 [34].
An additional difference compared to the above works is that we syntactically classify queries
in local, remote and fully-remote depending on where the triple patterns are evaluated. In this
paper we build upon the how-provenance theoretical framework by Geerts et al. [22] who used the
operator DIFF in their annotated SPARQL algebra (but called it MINUS).

» Note 7. The syntax of the SERVICE operator that we presented in Definition 3 does not allow
variables as service names. We introduce this simplification because this feature is not needed to
express execution plans for queries over federations.

A (solution) mapping is a partial function y : V. — (T UIU B U L) where the domain of u,
denoted by dom(u), is a finite set of variables. We write g to denote the solution mapping with
an empty domain, called the empty solution mapping. Two mappings p; and ps are said to be
compatible, denoted py ~ pa, if p1(?x) = pe(?x) for each variable ?x € dom(uq) Ndom(usg). Given
a mapping p, and a set of variables W C dom(u), we write u|w to denote the mapping such that
dom(u|w) = W and p|w ~ p. Given a triple pattern T', and a mapping p whose domain dom ()
consists of all variables occurring in T, we write u(7') to denote the RDF-star triple ¢ resulting
from replacing every variable ?x in T with px(?x). In short, the evaluation of a SPARQL query @
on an RDF dataset D and an RDF-star graph G, is defined as a function [Q]p ¢ that returns a
set of mappings. The details of SPARQL evaluation semantics are detailed in [7,38]. We next
present a definition of the semantics of SPARQL-star.

» Definition 8 (SPARQL-star Semantics). Given a SPARQL query Q, a federated dataset D, and
an RDF-star graph G, we write [Q]p,¢ to denote the set of mappings obtained from evaluating Q
in D and G, which is defined recursively as follows:
If {} is an empty basic graph pattern, then [{}]p.c is the set with a single mapping pg such
that dom(u) = 0.
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If T is a triple pattern, then [T]p,c is the set of mappings p such that dom(u) is the set of
variables occurring in T and pu(T) € G.
[(sErvicE y Q)lp,¢ = [Q]p,p(y)-
[Q1 AND Q2]lp.c is the set of all mappings p such that p1 € [Qi]p,¢ and p2 € [Q2]p.c;
pa ~ iz, and p= g U pio.
[Q1 UNION Q2] p.¢ is the set of all mappings p such that p € [Q1]p.¢ or p € [Q2]p,c-
[Q1 DIFF Q2] p.¢ is the set of all mappings p1 such that u1 € [Q1]p.¢ and every mapping
w2 € [Q2]p.¢ s incompatible with .
[Q1 OPTIONAL Q2] p.¢ is the set of all mappings pv such that p € [Q1 AND Q2]p,g or i €
[Q1 DIFF Q2] p,c-
[Q FILTER @] p ¢ is the set of all mappings p such that p € [Q]p.¢ and ¢ is a true formula
according to mapping p, denoted p = .
We write u |= ¢ if the value of the formula ¢ according to u, denoted p[u] is 1. The value @|[u]
is one the values in {0, %, 1} defined recursively as follows:
Let ¢ be the a formula of the form A = B. If there is a variable in ¢ that is not in dom(pu),
then plu] = % Otherwise, the formula u(p) resulting from replacing the variables 7x in ¢
with p(?7x) can have the forms a = a or a = b, where a and b are two different values in the
set TIUBUL (e.g., if ¢ is the formula 7x = a and pu(?x) = a then the u(p) is a = a). If
w(p) is a = a then p[p] = 1. Otherwise, if p(p) is a = b then ¢[u] = 0.
If ¢ has the form bound(?x), then p[u] = 1 if 7x € dom(u). Otherwise, ¢[u] = 0.
()] =1 = olu], (¢ AP)[p] = min(plul, Y[u]), and (¢ V )[u] = max(p[p], ¥[u]).
[SELECTW WHERE Q]p.c s the set of all mappings pu such that there exists a mapping

1 € [Qlp,c with p= p'lw.

» Note 9. It is not difficult to see that if a query @ is fully-remote, then the set [Q]p,c does not
depend on the graph G. Similarly, if query @ is local, then the set [Q]p,¢ does not depend on
the federated dataset D. Following this observation, we will abbreviate the aforementioned set as
[Q]p if @Q is fully-remote, and as [Q]¢ if @ is local.

Not all variables occurring in a query necessarily appear on the solutions. The problem of determ-
ining which variables can appear and which variables cannot appear is in general undecidable [12],
but an approximation can be defined syntactically. A variable is said in-scope when it can appear
in the solutions and strongly bound when it necessarily appears in all the solutions.

» Definition 10 (SPARQL-star in-scope and strongly bound variables). Given a SPARQL-star query
Q, the sets of variables that are in-scope and strongly bound, denoted respectively inScope(Q)
and stronglyBound(Q), are recursively defined as follows.
inScope({}) = 0 and stronglyBound({}) = 0.
Given a triple pattern T. The sets inScope(T') and stronglyBound(T') are equal to the set of
variables occurring in T.
Given the queries Q1 and Q2, the following identities define the in-scope variables in compound
queries:
inScope(SERVICE y Q1) = inScope(Q1),
inScope(Q1 AND Q2) = inScope(Q1) U inScope(Q2),
inScope(()1 UNION (Q2) = inScope(Q1) U inScope(Q2),
inScope(()1 OPTIONAL QQ2) = inScope(Q)1) U inScope(Q2),
inScope(Q)1 DIFF Q2) = inScope(Q1),
inScope(Q)1 FILTER ¢) = inScope(Q1),
inScope(SELECT W WHERE Q1) = W N inScope(Q1).
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Given the queries Q1 and Q2, the following identities define the strongly bound variables in
compound queries:
stronglyBound(SERVICE y Q1) = stronglyBound(Q)
stronglyBound(Q; AND @3) = stronglyBound(Q) N stronglyBound(Q)>),
stronglyBound(Q; UNION @3) = stronglyBound(Q1) N stronglyBound(Q)>),
stronglyBound((Q); OPTIONAL Q3) = stronglyBound(Q1) N stronglyBound(Qs),
stronglyBound(Q); DIFF Q2) = stronglyBound(Q),
stronglyBound((Q); FILTER ¢) = stronglyBound(Q1),
stronglyBound(SELECT W WHERE Q1) = W N stronglyBound(Q1).

» Note 11. One may think that ?x € inScope(Q) implies that there exists one graph where there
is a mapping p € [Q]¢ such that ?x € dom(u). However, this is not true. Indeed, the query

Q@ = ({} opTIONAL ((a, p, ?x) DIFF (a, p, ?x)))

includes the variable 7x in inScope(Q) and for every graph G, each p € [Q]g holds that 7x ¢
dom(). One may think something similar regarding the variables in stronglyBound(Q). That is,
thinking that every variable ?x that occurs in the domain of all solution mappings of a query @ in
every graph G must be a strongly bound. This happens to variable ?x in the query

Q" = ((a,p, 7x) UNION ({} FILTER —(a = a))).

However, variable ?x ¢ stronglyBound(Q’). The problem of determining if a variable can occur in
the domain of all or some of the mappings is in general undecidable [12]. Hence, the notions of
inScope and stronglyBound are approximations of these more complex notions. The variables in
inScope(Q) are a superset of the variables that occur in some mappings p € [Q]¢ for every graph
G. The variables in stronglyBound(Q) are a subset of the variables that occur in all mappings
p € [Q] ¢ for every graph G.

3.3 Federated Query Processing in RDF/SPARQL

Federated querying consists of executing queries across multiple, potentially heterogeneous, RDF
data sources, so that they are treated as a single and unified dataset.

Formally [1], a federation F is a pair (E,d) where E is the set of all data sources, and d
is function that associates every data source e € E with an RDF graph. A second evaluation
function [-]r is defined in terms of the evaluation function over graphs [-]¢. For a local SPARQL
query @, [Q]r = [Q]c where the graph G, called the union graph, is defined as follows:

¢=lQly,_, aer

This ensures that relationships spanning multiple datasets are considered during evaluation,
enabling integrated query processing across distributed datasets.

Notice that query @ is local. That is, @) does not contain SERVICE clauses. However, the
federated query processing of @) consists of execution Q) over a set of graphs from remote services.
Since the SERVICE clause allows for remote query execution, one may think that a federated query
processing can be implemented by rewriting the local query @ as a fully remote query. Indeed, the
following subsection describes how federated SPARQL query engines decompose the local query @
into multiple queries that are remotely executed by rewriting ) as a single fully remote query
that uses the SERVICE for the remote execution.
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3.3.1 Data Integration and Query Decomposition

In federated querying, data integration requires handling schema heterogeneity across different
RDF graphs. Query decomposition techniques decompose the original SPARQL query into
subqueries. Each subquery is evaluated on a subset of the federated endpoints, and the results are
merged based on join conditions, compatibility mappings, and downstream algebraic operators.

Queries can be decomposed in different ways. The simpler way is decomposing basic graph
patterns into triple patterns to compute unions first and then joins. For each triple pattern in a
basic graph pattern, the federated engine generates an intermediate relation that consists of the
union of the results obtained from evaluating the triple pattern in all the data sources. These
relations are then joined to obtain the results of the triple pattern.

» Example 12. Let @) be the following query asking for the cities of Germany that are not crossed
by the Rhine river:

Q = (SELECT {?city} WHERE (((?city,a, City) AND (?city, country, Germany)) DIFF

(Rhine, crosses, 7city))).

To answer this query over a federated dataset D = {y; — G1,y2 — G2}, we can first answer the
following triple patterns over the federation:

T = (7city, a, City),

T, = (?city, country, Germany),

T3

(Rhine, crosses, 7city).

The federated computation of a triple pattern can be done by computing the triple on each
SPARQL endpoint, and then computing the union of the results. For example,

[Mi]eue. = [Tila, YU[Th]a,-

This union can be expressed as a query execution over the RDF-star dataset D with the SPARQL-
star operator SERVICE and UNION.

[T1]c,ue, = [((SERVICE y2 T1)) UNION ((SERVICE y1 11))]p.

Following this approach, the whole federated execution of the query can be done by evaluating
another query @’ over the federated dataset D (i.e., [Q]a,uc, = [@']p). Such a query @’ is the
following:

Q' = (SELECT {?city} WHERE (((((SERVICE y2 T})) UNION ((SERVICE ; T}))) AND
(((SERVICE y2 T5)) UNION ((SERVICE y; T3)))) DIFF
(((SERVICE y2 T3)) UNION ((SERVICE y1 13))))).
Schwarte et al. [42] proposed a query decomposition that checks if two or more triple patterns are
exclusive to one of the sources in the federation. If this is the case, they evaluate the basic graph
pattern on that specific data source. The evaluation of a basic graph pattern in a single data

source reduces the data transfer across the network required by the simple unions-first-joins-later
approach.

» Example 13. Consider the queries Q and @', and the federated dataset D described in
Example 12. If we know that [T1]c¢,, [T2]c,, and [T3]¢, are empty, then the result of evaluating
Q' in the federation will be equal to the result of evaluating the following query Q" on D:

Q" = (SELECT {?city} WHERE (((SERVICE y; (T} AND T%))) DIFF ((SERVICE y2 T3)))).
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Aimonier-Davat et al. [3] proposed a joins-first-unions-later query decomposition. They noticed
that, often, only a few combinations of sources return results. Following this observation, they
decompose queries using into joins of answers to triple patterns. The union of these joins is then
computed to obtain the answers of a basic graph pattern. Although, in general, the efficiency
depends on the federation, Aimonier-Davat et al. showed that their decomposition outperforms
others in some large-scale federations.

3.4 How-provenance in SPARQL
3.4.1 Semirings

A commutative monoid M is an algebraic structure (M, +q,0x¢) such that M # 0 is a set closed
under a commutative and associate binary operation + 4. The element 0,4 is the identity operand
for + . Given two commutative monoids (K, +x,0x) and (K, X, 1x) such that x x is distributive
over +x, and Ok Xx = Og (for every z € K), we call the structure K = (K, +x, Xx, 0k, 1) a
commutative semiring. An spm-semiring (K, +x, X, —i, Ok, 1x) extends a commutative semiring
with a minus operation —x. This operator follows a set of axioms that allows us to model
non-monotonic operations such as the relational difference. For more details about spm-semirings,
we refer the reader to [22]. The algebraic expressions within an spm-semiring are used to annotate
query solutions. To see how, we need to introduce the concepts of K-relations and K-graphs.

3.4.2 [K-relations and K-graphs

Given a set A and an spm-semiring K = (K, +x, Xk, —«, 0k, 1), a function f: A — K is called
a K-set over A. The set supp(f) = {a € A | f(a) # Ok} is called the support of f. For every
element a € A, we call f(a) the K-value of a in f. If f has a finite support {a1,...,a,}, we write
f={a1—ki,...,an — k,]} to denote that f(a;) = k;, for 1 <7 <n.

Intuitively, K-sets annotate the elements of a set A with values in the structure. By assuming

that KC is the structure of provenance annotations, this formalism is used to represent provenance
of answer to queries or statements in an RDF graph. A K-set Q over the set of all possible
SPARQL mappings is called a KC-relation, and a KC-set T" over all possible RDF triples is called a
K-graph.
» Note 14. Note that a IC-set is a total function f: A — K. The double braces in the notation
f={a1— ki,...,an — ky|} tell us that the function f is not only defined over the set {ay,...,a,},
which is the support of f, but over the whole set A. This notation omits the elements that are
not in the support of f because we already know their values are Ox.

» Example 15. Let K = (K, ®,®,6,0,1) be an spm-semiring with K = {uy, us,uz}, and let G
and @ be the following RDF-star graph and query:

G = { ((Alice, likes, pasta), wasDerivedFrom, u, ),
((Alice, likes, pasta), wasDerivedFrom, us),
((Alice, livesln, Italy), wasDerivedFrom, us) },

Q = (7x, likes, pasta) AND (7x, livesIn, Italy).

It is easy to see that the predicate wasDerivedFrom defines a KC-graph I where the first and last
triples are associated to the elements u; @ ug and us, and that p = {?x — Alice} is a solution
mapping for Q. The K-relation Q = {u — (u1 P uz) ® us]} associates Q’s solutions to provenance
annotation. Even when the domain of €2 is an infinite set of solution mappings, only the non-zero
element for p is needed to express the function 2. This how-provenance annotation tells us that
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Alice is a query solution for @) as long as the triple identified by ug is present in conjunction with
either the triples uy or us.

» Definition 16. Given an spm-semiring K, a SPARQL query Q consisting of a combination
of triple patterns with the operators AND, UNION, DIFF, FILTER, OPTIONAL and SELECT, and a
K-graph T', we write (Q) to denote the KC-relation obtained from evaluating Q in I', which is
defined recursively for an arbitrary mapping p as follows:

({3 (w) =1 if dom(p) = 0, and ({})(r) = 0 if dom(u) # 0,

((s,p,0))p (1) = T(u(s,p,0)),

(SELECT W WHERE Q) (1t >:Zﬂ’:u’lw:u Q) (1),

(Q FILTER @) (1) = (Q)p (1) Xi Ly, where 1, =1 if p E ¢ and luep = 0, otherwise,
(Q1 UNION Q2 (1) = (Q1)r (1) +x (Q2Dr (1),

(Q1 AND Q2 (1) = 32,100 (@1 p (1) X i (Q2)r(12)),

(@1 DIFF Q2) (1) = (Q1)r (1) —xc (32,0 (Q2Dp (1),

Q1 OPTIONAL Qo) (1) = (Q1 AND Qo (1) + (@1 DIFF Qo) (1),

where Y denotes sums using the operation +x.

3.4.3 How-provenance polynomials

In Example 15 we presented how-provenance annotations. We next describe how a universal spm-
semiring generalizes all the other spm-semirings for the annotated SPARQL algebra. To understand
what is meant by the term “generalize”, we next introduce the notions of spm-homomorphism and
commutation with homorphisms.

» Definition 17 (spm-homomorphism). An spm-homomorphism between two spm-semirings K1 =
(K, +x,, ¥XKc1y — K1, Oy Iy ) and Ko = (K, 41y, XKty —Kas Okas 1ic, ), 8 a function h : K1 — Ko
that preserves the identities and the operations. That is:
h’(OK1) = Ok,
h(1K1) = lk,,
h(a +x, b) = h(a) +x, h(b),
h(a X, b) = h(a) xic, h(b),
(a’ K1 b) h(a) K2 h(b)

>

» Example 18. Consider the following spm-semirings:
The spm-semiring of natural numbers (N, +,-, —, 0,1), where + and - are the usual sum and
product of natural numbers, and a —b=aifb=0and a —b=0if b # 0.
The spm-semiring of boolean values (B, V, A, ~,0,1), where V, A, and - are the Boolean
disjunction, conjunction and material nonimplication.

The function h : N — B, defined as h(k) = min(1, k), is an spm-homomorphism.

So far, we have described when an spm-semiring is more general than another spm-semiring.
Geerts et al. [22] constructed the most general semiring, called the universal spm-semiring. To
define the universal spm-semiring, let X = {x1,...,2,} be a set of variables, and mon(X) be the
set of monomials over X. Then, let Bx and Bx be two sets disjoint from X, defined as follows:
By = {b, | p € mon(X)} and Bx = {b, | n € mon(X)}. We abbreviate the set X U Bx U Bx as
Xp, and we write N[Xp] for the set of polynomials with coefficients in N and variables X .

We write & to denote the congruence relation between polynomials in N[Xg]. That is, if
p[Xp] = q[Xp| and p'[Xp] = ¢'[XB], then p[Xp] +p'[XB] = q[XB]+ ¢'[XB] and p[Xg] - p/[XB] =
q[X B]-¢'[XB]. In addition, & is assumed to be the minimum congruence such that for all monomials
€ mon(X), by b, =0, b, +b, =1, b, +b, 2b, and by, + b, 2 by, by, - =0, and b, - b, = b,

4:11

TGDK



4:12

424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444

445

446
447

448

449
450

451
452

453
454

455

456
457
458

459

460
461
462
463
464
465
466
467

468

Native Provenance Computation for Federated and Non-Federated SPARQL Queries

whenever p = v -/ for some monomial v/. Since these last entities characterize the elements of
By and By as Booleans, the quotient semiring of N [X p] with respect to = is called the semiring
of boolynomials. Abusing of notation, we write (N~[Xg], +, -, [0], [1]) for this quotient semiring,
where the elements of No[Xp] are the equivalence classes [p[Xg]] = {p'[XB] | p[XB] = p'[XB]},
and the operations are [p[Xg]] + [¢[XEB]] = [p[XB] + ¢[X&]] and [p[Xg]] - [¢[XB]] = [p[XB] - ¢[XE]]-

The semiring of boolynomials lacks of the difference operator. Geerts et al. [22] propose the
following difference: [p[Xg]] — [¢[XB]] = [p[XB]] - [p4]- To see the formal definition of boolynomial
pq see Geerts et al. [22] work. Intuitively, the boolynomial p, should contain monomials Bu such
that the product eliminates the monomials p from boolynomial p[Xg]. Geerts et al. [22] proved
that such a structure (N~[Xpg],+, -, —, [0],[1]) is the universal spm-semiring.

In what follows, we write ProvExp(X) to denote the set of all the expressions generated with
set of variables X, the operator symbols @&, ®, and ©, and the constants 0 and 1. The semantics
of these expressions is given by associating every expression in ProvExp(X) to an element in
N[ X ] by mapping every variable € X to an equivalence class [X], the constants 0 and 1 with
the equivalence classes [0] and [1], and the operators @, ®, and & with the operators +, -, and —
of the universal spm-semiring. The expressions computed by the methods proposed by Hernandez
et al. [30] and Asma et al. [9] represent thus elements in the universal spm-semiring.

We write ProvExp~(X) for the set of equivalence classes [e] where e € ProvExp(X) and
e’ € [e] if and only if e and e’ are associated to the same element in No[Xp]. The structure
(ProvExp~(X), ®, ®,€,[0],[1]) whose operators are [a] ® [b] = [a @ b], [a] ® [b)] = [a ® b], and
[a]©[b] = [a© ] is thus an spm-semiring of equivalence classes of expressions representing elements
in the universal spm-semiring.

» Example 19. Counsider the spm-semiring ProvExp~(X), an arbitrary spm-semiring K =
(K, +x, Xk, —x, 0k, 1x), and a function g : X — K. Let h : ProvExp~(X) — K be the function
defined recursively as follows:

h([z]) = g(z) if x € X.
h([0]) = Ok and h([1]) = 1x.
h(la @ b]) = h([a]) +x h([b]), h(la @ b]) = R(la]) xx h([b]), and h(la © b]) = h([a]) —x R([b))-

The function h is an spm-homomorphism.

For readability, in what follows we will omit the brackets for the elements of ProvExp~ (X).
For example, we will write that a triple in a ProvExp. (X)-graph is annotated with a variable x
to indicate that it is annotated with the element [z] in the spm-semiring over set ProvExp~ (X).

» Definition 20 (Commutation with homomorphisms). Given two spm-semirings K1 and KCo. We
say that the KC1- and Ko-annotated SPARQL algebras commute with homorphisms if and only if
for every spm-homomorphism h : K1 — Ko, every SPARQL query Q and every KC1-graph I'y, it
holds that (Q)p, o h = (Q)p,p,, where o denotes the composition of functions.

> Example 21. Let I'; be the ProvExp.(X)-graph whose support has two triples annot-
ated as follows: {(Danube,crosses,Ulm) — x1,(Danube, crosses, Budapest) — 53]}, where x;
and x5 are elements in set X. Let ¢ : X — N be the function such that g(x;) =
3 and g(z2) = 5, and h : ProvExp~(X) — N be the spm-homomorphism defined on
top of function g as it is described in Example 19. Then, I's = I'y o h is the N-
graph {(Danube, crosses, Ulm) +— 3, (Danube, crosses, Budapest) +— 5]}. Let @ be the query
(SELECT Priver WHERE ((?river,crosses, 7city))), asking for rivers crossing cities. Then, (Q)r,
is the N-relation {{Danube + z1 ® x2[}. Then (Q)r, o h is the N-relation {Danube — 8]}, which is

equal to (Q)r, -
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Original SPARQL Rewritten Reified KG
query SPARQL query

(w)
Qo: SELECT ... Qr: SELECT ...
WHERE ... WHERE ...

Query Results:
(87 p’ 07 u®u/)

Figure 1 The query rewriting process for NPCS.

» Remark 22. Example 21 illustrates the generality of how-provenance polynomials. It is well-
known that every pair of SPARQL algebras commute with homomorphisms. Also, by using the
spm-homomorphism like the one described in Example 19, we can use how-provenance polynomials
to symbolically operate elements of other spm-semirings. Thus, the how-provenance polynomials
generated with the method we propose in the next section, NPCS, can be used in downstream
tasks over other spm-semirings.

4 Provenance computation with NPCS

Having introduced all the preliminary concepts in the previous section, we now introduce our
solution to compute how-provenance annotations for query solutions delivered by a single source.
Section 5 will show how to port this method to a federated setting.

Given a finite set X C I, an X-graph I, its corresponding RDF-star graph G, and a SPARQL
query Qo, NPCS rewrites Qo into Qr so that [Qr]a is a set of mappings with an additional
variable that encodes the provenance polynomials. Thus, the output of Qi represents the
ProvExp. (X)-relation [Qo]r that maps each solution to a how-provenance polynomial explanation.
Those polynomials lie in an spm-semiring (ProvExp~(X), ®,®,6,0,1), where X is the set of
triple identifiers in G. We highlight that computing provenance assumes that the triples in the
graph are reified, i.e., identified. RDF-star is a natural way to do it, but as shown later, our
approach supports any reification scheme for RDF data. The query rewriting process of NPCS is
depicted in Figure 1.

4.1 Our Query Rewriting in a Nutshell

Consider the graphs I' and G and a query @ asking for people who like pasta and live in Italy
(see Example 15). For pedagogical reasons, we rewrite our query @ as (P; AND P»), where P; is
the triple pattern (7x, likes, pasta) and Ps is the triple pattern (7x, livesIn, Italy). We recall that
our goal is to return the following result set:

7x ‘ ?prov

Alice ‘ (u1 @ ug) ® us

The column labeled ?prov stores the how-provenance of each of the query solutions. To compute
such an expression, our strategy must rewrite the query such that the rewritten query retrieves
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the identifiers of the triples that match each of the triple patterns. However, this is not enough.
For instance, the triple pattern P; = (7x, likes, pasta) has two matches, i.e., u; and ug, that must
be grouped into the expression (u; @ uz). This term tells us that the presence of at least one of
those sources guarantees the inclusion of Alice in the result set. Finally, the groups extracted from
each of the triple patterns must be combined with the ® operator that explains the semantics
of AND. We argue that to obtain the left-hand term of the product we can rewrite P; into the
following sub-query:

P] = (SELECT 7x (ProvAggSum(7prove®1®0) AS Tproved®])
WHERE Reify((7x, likes, pasta), 7prov®1®0)
GROUPBY 7x),

» Note 23. For readability, we use the symbols @ and ® in the variables. Actually, NPCS writes
the variable 7provéd®1 as ?provSumProdOne. These symbols are just a convention we follow to
create fresh variables and avoid clashes between variable names.

The Reify function rewrites a triple pattern so that it matches the reification scheme used to
encode the X-graph I' as an RDF-star graph G. In our running example, the Reify expression is a
shortcut for

((?x, likes, pasta), wasDerivedFrom, ?prov@®190).

The intermediate variable 7prov®1®@ is introduced to capture the identifiers of the triples
that match P;, whereas variable ?prové®1 groups all the triple identifiers associated to a query
solution, which explains the group clause on 7x. The function ProvAggSum, later explained,
combines the different sources into a summation with the operator &.

The signs @, ®, and ©® in the intermediate variable names are strings used to produce new
variable names that do not clash with the original query variables. The names of the variables
encode the different steps of the construction of the annotations. For instance, the sign ® at
the end of a variable name tells us that the variable’s bindings are triple identifiers. If this is
preceded by a @ sign, then those bindings will eventually be grouped into a summation by a
subsequent step. Those results will be stored in a variable with the same prefix but without the
suffix &©®. Furthermore, the ®1 sign tells us that our results correspond to the first operand of a
join operation, namely AND in SPARQL. If we apply the same logic to P, our rewriting for @
takes the following form:

Q' = (SELECT 7x (ProvAggSum(?provéd) AS ?prov)
WHERE ((P{ AND Pj) BIND (ProvProd(?prov®1, 7prov®2) AS ?provéd))
GROUPBY 7x).

The operation ProvProd combines the expressions derived from the product’s operands. We resort
again to ProvAggSum to sum up all the ways to produce a solution mapping from a join operation.
The operators ProvAggSum and ProvProd are defined in terms of the built-in SPARQL functions
as follows.

» Definition 24. Let 7x, 7x1,..., 7%, be variables. Then, we define the following SPARQL
operators based on the built-in SPARQL functions concat and aggregate_concat:

ProvAggSum(?x) = concat( " (0", aggregate_concat(?x), ")" ),
ProvProd(?xy,...,?x,) = concat( "(@", ?x1,...,7x,, ")"),
ProvDiff (7%, 7x2) = concat(" (", 7xq1, 7%, ")" ).
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s » Example 25. The expression ProvProd(?prov®1, ?prové®2) in the query @’ of our running
s5  example is evaluated against the answers of the query (P; AND Pj), which are described in the
s  following result set:

7x ‘?prov@@l Pprovh®2
(uy) (ug)

(ug) (us3)

537 Alice
| Alice

s Then, this expression generates a third provenance column for the variable ?prové:
7x ‘ ?prov®1l Tprovd®?2 ?provd

(uy) (usz) (0 (uq) (ug))
(ug) (usz) (0 (ug) (ug))

539 Alice
| Alice

s0 By aggregating these two results with the expression ProvAggSum(?prov®) we obtain a final
sa provenance value annotated in variable ?prov:

7x ‘ ?prov
Alice | (( (up) (ug)) (2 (up) (ug))) |-

ses B Note 26. The expression (& (& (up) (ug)) (0 (ug) (uz))) obtained in Example 25 is a how-
s provenance polynomial written in Polish notation, and is equivalent to the aforementioned
ss  how-provenance polynomial (u; @ ug) ® us we want to generate. We use Polish notation because
ss it integrates seamlessly with the built-in SPARQL function aggregate_concat.

sev » Note 27. In this section we present a query rewriting from the SPARQL fragment described in
sis Definition 16 to a SPARQL fragment that include operations that are not present in Definition 16.
ss0  For example, the operation BIND. The rational of this discrepancy between both SPARQL
ss0  fragments is that we assume we can use whatever we have at hand in an standard SPARQL
ss1 engine to compute the how-provenance of a SPARQL query in a fragment in Definition 16, which
s2 corresponds to the one studied by Geerts et al. [22]. We assume that the reader is familiar with
553 SPARQL, and we include the formal definitions of these additional operations in the proofs of the
sse  correctness of the method proposed in this paper.

s 4.2 Base Rewriting Rules

sss  Having provided the intuition behind our query rewriting in Section 4.1, we now introduce our
ss7 - rewriting rules for arbitrary SPARQL queries.

s Definition 28 (Base SPARQL-star query rewriting). Let Q be a local SPARQL query, ?prov a
sso  variable, and Reify a reification scheme. Then, the rewritten query for Q@ and variable 7prov over
so0  scheme Reify, denoted B(Q, 7prov), is defined recursively as follows:

s 1. If Q is an empty basic graph pattern, then B(Q, 7prov) is the query ({} BIND (1 AS ?prov)).
s 2. If Q is a triple pattern (s, p,0), then B(Q, ?prov) is the query

563 (SELECT inScope(Q) (ProvAggSum(?provd) AS ?prov)
WHERE Reify((s, p, 0), 7provd)
GROUPBY  inScope(Q) ).

see 3. If Q is (Q1 AND Q2), then B(Q, Tprov) is the query

565 ( SELECT inScope(®) (ProvAggSum(?provd®) AS ?prov)
WHERE (B(Q1, 7provd®1) AND 5(Q2, 7provd®2))
BIND (ProvProd(?prov®®1, ?7prov®2) AS ?provéd)
GROUPBY  inScope(Q) ).

TGDK



4:16

566

567

568
569

570

571

572

573

574

575
576
577
578

579

580
581

582

583
584
585
586
587
588
589
590
591
592
593
594
595

596

597

598

599

Native Provenance Computation for Federated and Non-Federated SPARQL Queries

4. If Q is (P, UNION Py), then B(Q, ?prov) is the query

(SELECT inScope(Q) (ProvAggSum(?provd) AS 7prov)
WHERE (B(Q1, ?provd) UNION S(Qs2, 7proved))
GROUPBY inScope(Q)).

5. If Q is (Q1 DIFF Q2), then let v a variable substitution that substitutes with fresh variables the
variables in dom(Q1) Ndom(Q2) that are not strongly bound in query Q1. Then, 5(Q, 7prov)
is the query

( SELECT inScope(Q) (ProvDiff (?provel, ProvAggSum(?provo2®)) AS 7prov)
WHERE (B(Q1, 7provel) OPTIONALC, B(v(Q2), ?prove2d))
GROUPBY  inScope(Q) U {?provel}).

6. If Q is (SELECT W WHERE Q'), then B3(Q, 7prov) is the query

(SELECT W (ProvAggSum(?prov®) AS 7prov)
WHERE B(Q', ?provd)
GROUPBY W).

7. If Q is (Q' FILTER @), then 5(Q, ?prov) is the query (B(Q’, ?prov) FILTER ¢).

» Note 29. The functions inScope, ProvAggSum, ProvDiff, ProvProd, and Reify are not SPARQL
algebra operators (like AND and UNION), but are used to define actual SPARQL expressions.
For example, inScope(Q)) must be replaced by the set of variables that are in scope of query @,
and ProvAggSum(?prov®) must be replaced by the actual SPARQL expression according to
Definition 24.

» Note 30. We omit the rewriting rule for the OPTIONAL operator because this operator can be
written in terms of AND, UNION and DIFF. To be precise, the query P; OPTIONAL P, is equivalent
to the query (P; DIFF P») UNION (P; AND P5).

» Note 31. Since the DIFF operation requires tracking the provenance of both operands, DIFF
translates to an OPTIONAL operation, more precisely, to an OPTIONAL¢, operation, which extends
OPTIONAL by renaming variables in the optional pattern with fresh ones. This renaming discards
undesired bindings produced in the subtrahend while tracking the provenance. For example,
consider the patterns P;(?x,?7y) and Py(?7x, 7y, 7z), whose in-scope variables are indicated in the
parenthesis, and let pu; = {?x +— a} and ps = {?x — a,?y — b, 7z — ¢} be two solutions for the
patterns P; and P,. Our goal is to design an operation that returns a mapping with all variable
bindings for variables ?x and 7y from pattern P; but excluding variable bindings from pattern Ps.
The challenge is that it does not suffices simply discarding the variable 7z, which occurs only in
pattern Ps, but also considering the variable 7y, which is unbound in pattern P;. If instead of
OPTIONAL(, , the rule for DIFF (rule 5) used OPTIONAL, the query would return the provenance
for the mapping {?x — a, ?y — b} instead of the mapping p1. That we would returned a value
for variable 7y that is bound in pattern P, but not in pattern P;. Instead, if 7x is strongly bound
for Py (i.e., always bound in its answers) and 7y is not, then the operation P; OPTIONAL¢, P» is:

((P(7x,7y) OPTIONAL P(?7x, ?u, 7z))
FILTER (- bound(?y) V = bound(?u) V 7y = ?u)).

where 7u = v(?y) is a fresh variable introduced by the variable renaming function v : V.— V. The
result of this operation for the aforementioned mappings is the mapping {?x — a, ?u +— b, 7z — c}.
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Since variables 7u and 7z are not in-scope variables of pattern P;, can be discarded to obtain the
actual answer u = {?x — a} of the query (Q; DIFF Q3).

Formally, the operation (1 OPTIONAL¢, Q2) has the form ((Q; OPTIONAL v(Q)3)) FILTER C,))
where v is a function mapping in-scope variables in ()1 that are not strongly-bound to fresh variables,
v(Q2) is the query resulting from renaming in Q2 the variables 7y € dom(v) with v(?y), and C,, is
a conjunctions of selection conditions that check the compatibility between the values of such pairs
of variables 7y and v(?y) (i.e., formulas of the form —bound(?y) V ~bound(v(?y)) V 7y = v(?y)).

4.3 Correctness criteria

To define correctness of the query rewriting described in Definition 28 we need the notions of
soundness and completeness. A query rewriting is sound when the rewritten query returns right
polynomial expressions, and complete if it returns polynomial expressions for all mappings with
non-zero polynomials.

» Definition 32 (Soundness and Completeness). Let Reify be a function that implements a reification
scheme, and v be a function that receives a SPARQL query Q and a variable 7prov ¢ inScope(Q),
and returns a SPARQL query v(Q, 7prov) with inScope(y(Q, ?prov)) = inScope(Q) U {?prov}.
Let T’ be an X-graph, and G = Reify(I") the RDF-star graph resulting from applying the Reify
function to each triple in T in order to encode I'’s triple annotations. Then:
v is called sound for Reify if, for every answer of the rewritten query u U {?prov — e} in
[v(Q, ?prov)]q, e is an expression for the polynomial (Q)(1).
7 is called complete for Reify if, for every mapping p such that (Q)(u) is a non-zero polynomial,
there exists an expression e such that pU {?prov — e} € [v(Q, 7prov)]s.

» Theorem 33. Let Reify be a reification scheme and 3 be the function described in Definition 28.
Then, function B is sound and complete for the reification scheme Reify.

Proof. It can be shown by induction on the query structure. There are two base cases. First,
when the query @ is an empty basic graph pattern, then we know that for every annotated graph
I', (Q)r = {pg — 1]. Similarly, for every graph G, [({} BIND (1 As ?prov))]e = {{?prov — 1}},
which corresponds to the KC-relation {ug — 1]}. Second, when the query is a triple pattern
T, then (Q)p = {u — I'(t)]}, where dom(y) are the variables occurring in 7" and . (T) = t.
If G is a corresponding graph for T', then [Reify(T, ?prov®)]¢ has the form {u; U {?provd —
ki}, ..., U{?proved — ky,}}, where > | k; = I'(¢). This sum is required because regular graphs
G representing an annotated graph I’ can include the same triple ¢ multiple times (e.g., when
they are the result of aggregating multiple data sources). The function ProvAggSum(?prov®d) in
query 3(Q, ?prov) will then return the expression (@ ki ...ky,), which is the expression for the
polynomial I'(¢). Hence, [3(Q, ?prov)]c = {u: U {?prov — (& ki ...k,)}}, which corresponds to
the expected KC-relation.
We next consider the non-base cases:

Case @@ = (Q1 AND (Q2). For every mapping p and annotated graph T,

((Q1 AND Q2)) (1) = Z Q1) (1) ® (Q2)p(12)).

p=p1Up2

Similarly for a corresponding regular graph G for the annotated graph T, the set [8(Q, ?prov)]a
has the form {u} U {?prov — ki},...,u,, U {?prov — k,}}, where pi,...,u,, are distinct
mappings. By construction, for 1 < j < m, k; has the form (& (® k} k3)---(® k¥ k%)), and for
1 <i < p, there exists two mappings p} and % such that

i U {provesl - K} € [3(Q1, provael)]a,
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ph U {7proved®2 — ki} € [B(Q2, ?provd®2)]q-

By the induction hypothesis, the query rewriting is sound for the queries Q; and Q2. Thus, k}
and k% represent (Q1)p(u%) and (Q1)p(ub), respectively. The rewriting is sound if the expression
(@ (® ki k3)--- (® kT kb)) represents (Q)p(p5) if it contains all then non-zero expressions for the
mappings 1 and pg such that u;- = p1 U po. This requirement holds by the induction hypothesis:
the query rewriting is complete for the queries @1 and Q)2. Hence, the rewriting is sound.

To prove the completeness, we need to show that every mapping p in the support of (Q)) - is one of
the aforementioned mappings i/, ..., . Since p € supp((Q)r), there exist at least two mappings
w1 € supp((Q1)) and po € supp((Q2) ) such that p = p1 Ups. By the induction hypothesis, these
mappings appear in the solutions of queries 5(Q1, 7provd®1) and (Q2, 7provd®2), respectively.
Then, p appears in the solutions of query (5(Q1, 7prové®1) AND 3(Qs2, 7provéd®2)). Then, u
appears in the solutions of query 8(Q, ?prov). Hence, the rewriting is complete.

Case @) = ()1 UNION (Q2). For every mapping p and annotated graph I

((Q1 UNION Q2)) (1) = (@1 (1) ® (Q2)r (1)

Similarly for a corresponding regular graph G for the annotated graph T, the set [3(Q, ?prov)]a
has the form {u}j U {?prov — r},...,ul, U {?prov — k;,}}, where pf,...,ul, are distinct
mappings. By construction, for 1 < j < m, k; has either the form (& r1 r2), (& r1), or (& r2),
and

Wy U{?prov® — r1} € [B(Q1, ?provd)]e if and only if k; = (© 71 r2) or kj = (& 71),

w; U{?provd — ra} € [B(Q2, 7provd)|c if and only if kj = (& 71 r2) or kj = (B 72).
By the induction hypothesis, the query rewriting is sound and complete for the queries @)1 and
Q2. Thus, if defined, r; and 72 represent (Q1)p(x}) and (Q2)p(x), respectively. If r1 or 7o is
undefined, the respective value of (Q1)p(u}) or (Q2)p(x}) is 0. Hence, the rewriting is sound.

To prove the completeness, we need to show that every mapping  in the support of (Q)n.
is one of the aforementioned mappings ff,...,u,,. Since p € supp((Q)y), it must happen
that p € supp((Q1)p) or p € supp((Q2)r). By the induction hypothesis, p appears in the
solutions of queries 3(Q1, 7provd) or B(Qs2, 7provd). Then, u appears in the solutions of query
(8(Q1, ?provéd) UNION 3(Q2, ?provéd)). Then, u appears in the solutions of query 8(Q, ?prov).
Hence, the rewriting is complete.

Case @@ = (Q1 DIFF Q2). For every mapping p and annotated graph T',

((Q1 DIFF Q2))p (1) = (Q1)r (1) © Z ((Q2Dp(12))-

2

Similarly for a corresponding regular graph G for the annotated graph T, the set [3(Q, 7prov)]a
has the form {u} U {?prov — ki},...,ul, U {?prov — ky,}}, where uf,...,ul, are distinct
mappings. By construction, for 1 < j < m, k; has the form (& k (® k1 ---kp)), and

w; U{?provol — k} € [B(Q1, 7provel)]aq,

for 1 < i < p, there is a mapping p;, such that p; U {?prove2® — k;} € [5(Q2, 7provo2d)]qa

and p; ~ .
By the induction hypothesis, the query rewriting is sound and complete for the queries )1 and
Q2. Thus, k and (& k1 ... k) represent (Q1)p(u;) and ZMN% (Q2) (). Hence, the rewriting is
sound.

To prove the completeness, we need to show that every mapping p in the support of (Q). is
one of the aforementioned mappings 4/, ..., u,,. Since € supp((Q)r), also p € supp((Q1)r). By
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the induction hypothesis, p appears in the solutions of queries 8(Q1, 7provel). Then, u appears
in the solutions of query 3(Q, 7prov). Hence, the rewriting is complete.

Case () = (SELECT W WHERE ()1). For every mapping p and annotated graph T,

((seLeCT W wierRe QUr(0) = > (Qup(n).

Wi lw=p

Similarly for a corresponding regular graph G for the annotated graph T, the set [3(Q, ?prov)]a
has the form {uj U {?prov — ki},...,u,, U {?prov — k. }}, where pf,...,u,, are distinct
mappings. By construction, for 1 < j < m, k; has the form (& k;...k,), and for 1 <4 < p, there
exists a mapping p; such that p;|w = pj and p; U {7provd — k;} € [B(Q1, 7provd]c. By the
induction hypothesis, the query rewriting is sound and complete for query 1. Thus, each k;
represents (Q1)(ui). Hence, the rewriting is sound.

To prove the completeness, we need to show that every mapping p in the support of (Q). is
one of the aforementioned mappings p, ..., u;,. Since 1 € supp((Q)r), there exists at least one
mapping (1 € supp((Q1)r) such that g = pq|w. By the induction hypothesis, mapping p1 appears

in the solutions of query B(Q1, 7prov®). Then, u appears in the solutions of query 5(Q, 7prov).

Hence, the rewriting is complete.

Case @ = (Q1 FILTER ). For every mapping p and annotated graph T,

((Q FILTER @) p (1) = (@) p (1) @ e

Similarly for a corresponding regular graph G for the annotated graph T, the set [3(Q, ?prov)]a
has the form {u} U {?prov — ki},...,u,, U {?prov — k,}}, where pj,...,u,, are distinct

mappings. By construction, for 1 < j <m, k;, uj; U{?prov — k;} € [8(Q1, ?prov]c and p; = .

By the induction hypothesis, the query rewriting is sound for query @);. Thus, k; represents the
(Q1)p(1}). Hence, the rewriting is sound.

To prove the completeness, we need to show that every mapping y in the support of (Q)n.
is one of the aforementioned mappings 4}, ..., u,,. Since u € supp((Q)r), 1 € supp((Q1)) and

i | . By the induction hypothesis, mapping p appears in the solutions of query 8(Q1, 7prov).

Since u = ¢, p appears in the solutions of query (8(Q1, ?prov) FILTER ), which are the solutions
of query B(Q, ?prov). Hence, the rewriting is complete.

We have proved that the rewriting is sound and complete for the two base cases and all the
inductive cases.
<

We highlight that for queries of the form @1 DIFF QQ2, NPCS also returns why-not provenance
explanations of the form k1 © ko (k1 and ks are polynomials) for the bindings that match both @1
and Q2. The polynomial ko tells us which sources must be removed from the graph so that the
corresponding binding becomes a query solution.

4.4 Query Rewriting Optimizations

If we look at our example rewritten query @’ described in Section 4.1, we can notice that this
query includes a GROUP BY clause, and two subqueries, namely P; and Pj, each of which also
includes a GROUP BY clause. In Definition 35 we describe an alternative query rewriting that
produces equivalent polynomial expressions, but reduces the number of aggregate operations.
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» Definition 34. A sum-query Q) is a query such that the query rewriting 3 described in Defini-
tion 28 returns a query of the form:

B(Q, 7prov) = ( SELECT inScope(®) (ProvAggSum(?provd) AS ?prov)
WHERE T
GROUP BY  inScope(Q) ).

We call query T the pattern of B(Q, ?prov).

Note that, according to Definition 28, sum-queries are all queries that match the rules for the
triple patterns and the operators AND, UNION, and SELECT (rewriting rules 2-4, and 6).

» Definition 35. Let QQ be a SPARQL query, 7prov be a variable, and Reify a reification scheme.

Then, the rewritten query for Q) and variable Tprov over scheme Reify, denoted B3(Q, 7prov), is

defined recursively as is specified in Definition 28, but the following rules are applied when possible:

1. If Q is (Q1 AND -+ - AND Q,,), and Q1,...,Q, are sum-queries, such that for 1 <i <n, the
pattern of B(Q;, Tprovd®i) is T;, then 5(Q, Tprov) is the query

(SELECT  inScope(Q) (ProvAggSum(?provd) AS ?prov)
WHERE  ((71 AND --- AND T},)
BIND (ProvProd(?prov@®®1, ..., 7provd®@n) AS 7provd)
GROUP BY inScope(Q) ).

2. If Q is (QQ1 UNION - - - UNION Qy,), where Q1,...,Q, are sum-queries, and for 1 <1i < n, the
pattern of B(Q;, Tproved) is T;, then B(Q, ?prov) is the query

( SELECT inScope(®) (ProvAggSum(?provd) AS ?prov)
WHERE (T; UNION - - - UNION T},)
GROUPBY  inScope(Q) ).

3. If Q is (Q1 DIFF Q2), and v is a variable substitution that substitutes with fresh variables the
variables in dom(Q1) N dom(Q2) that are not strongly bound in Q1, and Q2 is a sum-query,
then B(Q, Tprov) is the query

( SELECT inScope(®) (ProvDiff (?provel, ProvAggSum(?prove2®)) AS 7prov)
WHERE (B(Q1, 7provel) OPTIONALC, B(v(Q2), ?prove2d))
GROUPBY inScope(Q) U {?provol} ).

4. If Q is (SELECT W WHERE Q’), where Q' is a sum-query, then 3(Q, 7prov) is

(SELECT W (ProvAggSum(?provd) AS 7prov)
WHERE B(Q’, 7proved)
GROUPBY W).

» Note 36. In the first two rules of Definition 35, we omitted the parenthesis for sequences of
operations AND and UNION, because these operators are associative. Intuitively, the associativity
of these operators allows considering the binary operation as a single variadic operation with a
single GROUP BY clause.

» Example 37. Consider the query @ from Example 15. Then, according to the query rewriting
described in Definition 35 the rewritten query of @ is:

B(Q, 7prov) = (SELECT 7x (ProvAggSum(?provd) AS ?prov)
WHERE (( Reify(?x, likes, pasta, ?prov®1) AND
Reify(7x, livesln, ltaly, ?7prove®2))
BIND (ProvProd(?prové®1, 7provd®2) AS 7provéd))
GROUPBY 7x).
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This query has only one GROUP BY clause whereas the query @’ at the end of Section 4.1 (generated
using the rewriting of Definition 28) has three.

» Theorem 38. Let Reify be a reification scheme, and 3 be the function described in Definition 35.

Then, function B is sound and complete for the reification scheme Reify.

Proof. We prove this theorem by induction on the query structure. Since we already proved that
the rewriting in Definition 28 is sound and complete, it suffices proving that each of the new
rewriting rules in Definition 35 produce the same results as the rewriting in Definition 28.

Case @@ = (Q1 AND --- AND @,,). It suffices to prove this case by induction on n. For the base
case n = 2, both query rewritings produce the same query. For the inductive case, we abbreviate
(Q1 AND -+ - AND @Q,—1) @8 Q1,n—1. Let Q] be S(((Q1,n—1 AND Q,,) AND @, 11), ?prov) according
to Definition 35, and Q5 be 8((Q1,n,—1 AND @, AND Qp+1), ?prov) according to Definition 35. It
is not difficult to see that every mapping p that appears in the answers to query Q) appears
in the answers to query @5, and vice versa. Assume that p U {?prov — ki1} € [Q}]¢ and

pwU{?prov — ko} € [Q5]c. Then, we need to prove that the expressions ki and ko are equivalent.

Let Q4, %, and Q. be the respective set of mappings that appear in the support of (Q1 1),
(@n—-1)g, and (@), By construction,

k= > (® Y (@kak) ko), ky= ) (®ka ko ko),

Hab €82 X Ha € Ha €82
He€Qe HwrEQp Hny€Qp
Hab™~ L Ha™~Hab €
He~ R Ho~Hab Ha™~ [

Ky~
He~ |

where the Y denote the expressions (& ...), ko = Qa(ta), ks = Q(1s), and k. = Qc(pe). By
construction, pap = e U up. Hence, k1 and ko are equivalent.

Case @@ = (@1 UNION - - - UNION @,,). It suffices to prove this case by induction on n. For the base
case n = 2, both query rewritings produce the same query. For the inductive case, we abbreviate
(Q1 UNION - - - UNION @p,—1) as Q1,n—1. Let Q] be B(((Q1,n,—1 UNION @Q,,) UNION @y, +1), ?prov)
according to Definition 35, and Q% be S((Q1,n—1 UNION Q,, UNION @Q,,4+1), 7prov) according to
Definition 35. It is not difficult to see that every mapping p that appears in the answers to query
Q' appears in the answers to query Q%, and vice versa. Assume that p U {?prov — k1} € [Q]a
and p U {?prov — ko} € [@Q5]c. Then, we need to prove that the expressions k; and ko are
equivalent. Let Q,, 2, and €. be the respective set of mappings that appear in the support of

(Q1n-1) > (@n-1)g, and (Qn)s. By construction,
kl = (@ (@ k'a kb) kc), ]{2 = (@ ka kb kc)’

where k, = Qq(), kb = Q (), ke = Qe(p), and if any of the terms k,, ky, and k. is 0, then it
does not necessarily appears in the expression. Hence, k1 and ko are equivalent.

Case @ = (Q1 DIFF Q2). Let Q) be 8(Q, ?prov) according to Definition 35, and Q% be 3(Q, 7prov)
according to Definition 35. It is not difficult to see that every mapping u that appears in
the answers to query )} appears in the answers to query Q%, and vice versa. Assume that
pwU {?prov — k1} € [Q}le and pU {?prov — ko} € [Q5]e. Then, we need to prove that the
expressions ki and ks are equivalent. By construction,

ki=©k@@a). .. (®a)), ky=(Ck(®ai ... an),
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where, k is the how-provenance of mapping p for query @1, and for 1 < j <n, a; is a sequence of
the form k; ... k,, that represents the how-provenance of a solution of the pattern of the sum-query
Q2. Hence, k1 and k, are equivalent.

Case Q = (SELECT W WHERE @Q1). Let Q) be 5(Q, ?prov) according to Definition 35, and Q)
be 5(Q, 7prov) according to Definition 35. It is not difficult to see that every mapping p that
appears in the answers to query Q)] appears in the answers to query @5, and vice versa. Assume
that p U {?prov — k1} € [Q}]¢ and p U {?prov — ks} € [Q5]c. Then, we need to prove that
the expressions k; and ko are equivalent. By construction,

Ei=(@ (@ a) ... (Dan)), ko= (®ay ... an),

where, for 1 < j < n, a; is a sequence of the form k; ... k,, that represents the how-provenance of
a solution of the pattern of the sum-query (2. Hence, k1 and ko are equivalent.
<4

5 How-provenance of federated SPARQL query computation

In the previous section we have described NPCS, an engine-agnostic method to compute provenance
polynomials that explain the answers of SPARQL queries run against a single SPARQL endpoint.
They are therefore suitable for a centralized setting. In a federated setting, a query is executed
on multiple SPARQL endpoints. Keeping track of the endpoints that contribute to each answer
has multiple potential applications: for example, we can use that information to optimize query
execution, to control the access to information on materialized views, and to assign trust levels to
the retrieved answers. With this in mind, we present an extension to the NPCS system for the
federated context, called Fed-NPCS.

5.1 An algebra for Federated Query Computation

We start by introducing an algebraic structure and a set of expressions that extend our how-
provenance polynomials to provide explanations for the answers of SPARQL queries run on a
federation. The how-provenance polynomials, discussed in the previous section and proposed
by Geerts et al. [22] provided the semantics for the expressions in the set ProvExp(X). These
expressions combine statement identifiers from a finite set X C I with the operations &, ®, and ©.
We wrote (ProvExp~(X),®,®,S,[0],[1]) for the spm-semiring these expressions define. We now
show that this algebra can also be used to record the endpoints where the statements are found.
Indeed, instead of using how-provenance expressions in ProvExp(X) we can consider expressions
in ProvExp(Y x X) where each pair (y,2) € Y x X consists of an element y € Y that identifies
a SPARQL endpoint and an element € X that identifies a statement. The following example
illustrates the use of these pairs in provenance polynomials.

» Example 39. Let G; and G5 be two RDF-star graphs defined as follows:
G1 = {((Ulm, a, City), wasDerivedFrom, z1),

Ulm, country, Germany), wasDerivedFrom, x5),

Danube, crosses, Ulm), wasDerivedFrom, x3),

Budapest, country, Hungary), wasDerivedFrom, z5)}.

(

((

((

((Budapest, a, City), wasDerivedFrom, z4),

((

G2 = {((Danube, crosses, Ulm), wasDerivedFrom, x3),
((

Danube, crosses, Budapest), wasDerivedFrom, z4) }.
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Graphs GG; and G can share statements and identifiers. For example, “The Danube crosses
Ulm” is stated in both graphs, and annotated with the IRI z3. To use the non-federated NPCS
framework we should first merge these two graphs into one. By naming the graph G; as y; and
the graph G as y», we can define the following RDF-star graph as the merge of both graphs:
G = {((Ulm, a, City), wasDerivedFrom, (y1, x1)),
Ulm, country, Germany), wasDerivedFrom, (y1, z2)),

Danube, crosses, Ulm), wasDerivedFrom, (y1, x3)),

((
((
((
((Danube, crosses, Ulm), wasDerivedFrom, (y2, x3)),
((Budapest, a, City), wasDerivedFrom, (y1,24)),

((Budapest, country, Hungary), wasDerivedFrom, (y1, z5)),
((

Danube, crosses, Budapest), wasDerivedFrom, (y2, 6))}.

In an abuse of notation, each pair (y;, ;) in the merged graph G denotes an IRI that can be used
to identify the statement, as we already did with NPCS. The corresponding (Y x X)-graph for G
is the graph I' defined as follows:

I'= {(Ulm, a, City) = (Y1, 21),
(Ulm, country, Germany) = (Y1, 72),
(Danube, crosses, Ulm) — (Y1, 23),
(Danube, crosses, Ulm) — (Y2, z3),
(Budapest, a, City) = (y1,24),
(Budapest, country, Hungary)  — (y1, 25),
(Danube, crosses, Budapest) — (y2,x6) ]}

Let Qo be the following query, asking for countries with a city crossed by the Danube river:

( SELECT {?country}
WHERE ((?city,a, City) AND (?city, country, ?country) AND (Danube, crosses, ?city)) ).

By executing the query Qo on graph I', the answers Germany and Hungary are explained by the
following how-provenance polynomials:

(Qolp({?country — Germany}) = (y1,71) ® (y1,72) ® ((y1,23) © (y2,73)),
(Qolp({?country — Hungary}) = (y1,74) ® (y1,75) @ (Y2, %6)-

As described in Section 4, the how provenance of these solution mappings can be computed with
NPCS by rewriting the query Qo into a query g, and then executing query Qg on the graph I'.

» Note 40. Example 39 shows that, by merging all graphs, we can reuse NPCS to compute how-
provenance over a federation of SPARQL endpoints. However, this merging of graphs precludes the
direct use of the federation and motivates the introduction of Fed-NPCS, an extension of NPCS
to compute how-provenance on federated SPARQL services. To define Fed-NPCS we extend the
spm-semiring structure so as to include the pairs (y;, ;) that appear in the example. Concretely,
these pairs will be encoded with an operation y; ® x; that tell us that the computation of an
answer uses a statement identified as z; and retrieved from a service y;.

» Definition 41 (Federated spm-semiring). Let M = (M, D, ®,0r, 1) be a structure where
(M, ©,0p0) is a commutative zero-sum-free monoid, (M,®, 1) is a zero-sum-free monoid, and
K= (K, 4+, Xx, —x,0x, 1) be an spm-semiring. An spm-semiring (R, ®,®,0,0,1) is said to be
a federated spm-semiring over M and IC if there exists a function f: M x K — R such that:
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f(Opr, k) =0 and (m,0x) =0 for every k € K and m € M.
f(lams 1) = 1.
For every m € M and k1,ks € K,
f(m, kv +ic ko) = f(m, k1) & f(m, k2).
flm ki Xic ko) = f(m, k1) @ f(m, ks).
f(m, k1 —K ]CQ) = f(m, kl) S f(m, kQ)
For every my,mgo € M and k € K, f(mi © ma, k) = f(my, k) @ f(me, k)
For every element r € R there is a finite set {(m1,k1),...,(Mn,kn)} C M x K such that
r=f(my,k)® B fmn, k).
M is called the fed-structure and K is called the how-structure of the federated spm-semiring R.

» Definition 42 (Federated how-provenance expressions). Let Y and X be two disjoint sets of
IRIs. We write FedProvExp(X,Y') for the set of expressions, called federated how-provenance
expressions, defined recursively as follows:
0 € FedProvExp(X,Y), 1 € FedProvExp(X,Y), and X C FedProvExp(X,Y).
We call service-expressions to the expressions combining elements in set Y U {0, 1} with the
operators O and ®. If a € FedProvExp(X,Y) and s is a service-expression, then s ® a €
FedProvExp(X,Y).
If a,b € FedProvExp(X,Y) then a® b, a ®b, and a © b are in FedProvExp(X,Y).

The semantics of federated how-provenance expressions is defined by mapping them to a federated
spm-semiring (R, ®, ®, 0,0, 1) with fed-structure M and how-structure K. Such a mapping h is
defined by two mappings hy : Y — M and hx : Y — K as follows:

h(0) =0 and h(1) = 1.

If x € X then h(z) = hx(z).

If y € Y then h(y) = hy (y).

If s; and s are service-expressions, then h(s; @ s2) = hy(s1) © hy(s2) and h(s; ® s3) =

hy(sl) ® hy(SQ).

If a and b are federated how-provenance expressions, then h(a®b) = hy (a) ® hy (b), h(a®b) =

hy(a) ® hy (b), and h(a ©b) = hy(a) © hy (b).

» Example 43. If we replace the pairs (y;, ;) in Example 39 with expressions of the form y; ® ;,
then we can codify the polynomials on that example with the following federated how-provenance
expressions:

(Qo)({?country — Germany}) = (y1 ® 1) ® (y1 ® 22) @ ((y1 ® x3) B (y2 ® 3)),
(Qo)r({7country — Hungary}) = (y1 ® 24) ® (1 ® 25) ® (y2 ® z6).

Observe that the first expression in Example 43 includes the sub-expression (y1 ® z3) @® (y2 ® x3).
Intuitively, this sub-expression tells us that the mapping can be alternatively computed using the
statement x3 on service y; or on service ys. According to Definition 41, this expression can be
abbreviated as (y1 O y2) ® x3.

5.2 Annotated Answers for Federated SPARQL queries

So far, we presented an algebraic structure for queries in the federated setting. Now, we will show
how to extend the annotated SPARQL algebra by Geerts et al. [22] for the SERVICE operator.

Recall that given an spm-semiring IC over a set of elements K, a K-graph I' is a function
that maps every RDF triple ¢ to a value T'(¢) € K. Similarly, we define a federated dataset as a
collection of multiple K-graphs.
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» Definition 44 (Annotated Federated Dataset). Let R = (R,®,®,0,0,1) be a federated spm-
semiring, K be the how-structure of R, and Y be a finite set of elements of the fed-structure of
R such that Y is disjoint with {0,1}. An annotated federated dataset is a partial function A
that maps each element y € Y to a K-graph. The set'Y is called the set of service names of the
annotated federated dataset.

» Example 45. The graphs G; and G5 of Example 39 encode the following annotated X-graphs:
'y = {(Ulm, a, City) +— 1,

Ulm, country, Germany) — x2,

Danube, crosses, Ulm) — x3,

(

(

(Budapest, a, City) — x4,

(Budapest, country, Hungary) — x5},
(

= {(Danube, crosses, Ulm) — x3,

(Danube, crosses, Budapest) — xg]}.
The function A = {y; — I'1,y2 — 'y} is an annotated federated dataset.

» Remark 46. Recall that there are two ways to query a federated dataset. The first way, described
in Section 3.3, consists of evaluating a local query (i.e., a query without SERVICE clauses) over the
union of all graphs in the federated dataset. The second way consists of using SERVICE clauses to
indicate that certain parts of the query should be evaluated remotely. Hence, in the second way,
queries are not local, but remote or fully remote.

Geerts et al. [22] defined an annotated SPARQL algebra (see Definition. 16), which only
considers local queries. This algebra can be extended to the evaluation of queries over annotated
federated datasets by indicating that one of the services in the federation is used for the local
evaluation via the parameter G of the semantics (see Definition 8). Definition 47 does so by
extending Definition 16 for federated datasets and SERVICE clauses and it is inspired by the
formalization of the semantics of federated query processing by Buil-Aranda [11]. Hence, it defines
an annotated SPARQL algebra which gives a semantics to local, remote and fully remote SPARQL
queries over federated datasets.

» Definition 47 (Semantics of the Federated Annotated SPARQL Algebra). Given an annotated
federated dataset A, an element y € Y, and a mapping u, the semantics of FedSPARQL queries is
defined recursively as follows:

(5, p,0)) 5., (1) = Aly) (1l5,p,0)),

(SELECT W WHERE Q) 5, (1) = @1y - (@2 (1),

1Q FILTER @)a (1) = (Q) 5, (1) © Ly,

(Q1 UNION Q2) 5 (1) = (Q1) A, (1) © (Q2) A, (1),

(Q1 AND Q2) p (1) = DB =1y 0, ((Q1) A (Ml) GQQDAy<M2))

Q1 DIFF Qoo (1) = (1) ay (1) & (€D, (@D, (1),

Q1 OPTIONAL Qo) 5, (1) = (Q1 AND Qo) 5., (1) & (Q1 DIFF Q) 5, (1),

((SERVICE ¥ Q))a (1) =¥ ® (@) A, (1),
where @ denotes sums using the operation @, ~ denotes mapping compatibility, and p'|w is
the projection of mapping p' on the variables in W. Two mappings i and i’ are compatible if
w(?z) = @' (2z) for every variable ?z € dom(u) N dom(p').

Definition 47 differs from the definition of the annotated SPARQL algebra in three cases. The
first case is the evaluation of a triple pattern over a federated graph I' = A(y). The second case
defines the SERVICE operation. The current graph identified by y is replaced by another graph y/,
and this replacement is annotated in the how-provenance expression with the operation ®.
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» Example 48. Consider the annotated federated dataset A from Example 45, and let @) be the
query

((?city, a, City) AND (SERVICE y2 (Danube, crosses, 7city))),

and g be the mapping {?city — Ulm}. Then, the first triple pattern is locally evaluated on the
annotated graph A(y;) =T'y:

((7city,a, City))n ,, (1) = A(y1)(u(?city, a, City)) = 1.

The service clause in the second part of the query is remotely evaluated on the annotated graph
A(y2) =T

((SERVICE y2 (Danube, crosses, 7city))) 5 ,, (1t) = y2 ® ((Danube, crosses, 7city))» ,, (1)
= y2 ® A(y2)(u(Danube, crosses, 7city))
= Y2 ® 3.

Then, (@4, (1) =21 ® y2 ® x3.

5.3 How-Provenance for Federated Query Evaluation

In the preliminaries (Section 3.3), we described the evaluation of a local SPARQL query @ over
multiple RDF graphs G1, G, ..., Gy, as the evaluation of the query over the union of these graphs.
That is, the result is the set of mappings

[[Q]]U:‘:l G; °

We called this process the federated query evaluation of query Q. However, this definition does
not consider the how-provenance of the computed solutions. In Section 5.2, we introduced the
federated annotated SPARQL algebra to provide a theoretical framework for how-provenance
on federated SPARQL endpoints using the SERVICE clause. In this section, we will connect the
notion of federated query evaluation with the federated annotated SPARQL algebra by presenting
a simple query rewriting from local queries to remote queries. Doing so, we will formalize the
notion of federated how-provenance for the federated query evaluation.

» Definition 49 (Federated Graph). Let A be an annotated federated dataset with set of service
names Y. The federated graph of A is the annotated graph, denoted FedGraph(A), such that for
every triple t, FedGraph(A)(t) = @, cy y ® L'(1).

» Example 50. Intuitively, the annotated graph of an annotated federated dataset combines the
annotations of the triples using the operation & to indicate the alternative explanations of each
triple. The annotated graph for the annotated federated dataset A in Example 45 is the following:

FedGraph(A) = {(Ulm, a, City) — 31 ® 21,

Ulm, country, Germany) — y; ® o,

Budapest, a, City) — y1 ® x4,

(
(
(Danube, crosses, Ulm) — (y1 ® x3) ® (y2 ® x3),
(
(Budapest, country, Hungary) — y; ® x5,

(

Danube, crosses, Budapest) — yo ® x¢}.
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» Definition 51 (Federated Query). Let A be an annotated federated dataset with set of service
names Y = {y1,...,Yn}, and Q be a local query. The federated query of Q over A, denoted
FedQuery A (Q), is the query that results from replacing in Q every triple pattern t with the query

((SERVICE y; t) UNION - - - UNION (SERVICE ¥, t)).

Intuitively, the federated query combines the evaluation of each triple pattern in the different
SPARQL endpoints of an annotated federated dataset. The following lemma connects the
evaluation of queries on a federated graph with the evaluation of queries in an annotated federated
dataset.

» Lemma 52. Let A be an annotated federated dataset with set of service names Y, and Q be a
local SPARQL query. Then, for every mapping i, and service name y € Y .

(]QDFedGraph(A) (:U’) = (]FedQuerYA(Q)DA,y(/J’)'
Proof. It follows directly from definitions 47 and 51. <

» Example 53. Consider the annotated federated dataset A = {y; — I'1,y2 — T2}, the local
query

Q@ = ((?city, a, City) AND (Danube, crosses, 7city)),

and the mapping pu{?city — Ulm}. Then, the polynomial annotation of @ in the federated graph
of A (see Example 50) is

(@ reacraph(a)(B) = (11 ® 21) @ (1 ® 23) S (Y2 ® 23)).
Alternatively, the federated query for @ is:

FedQuery(A) = (((SERVICE y; (7city, a, City)) UNION

(

SERVICE ¥; (Danube, crosses, ?city)) UNION

—~ o~ o~ =~

(

SERVICE yo (7city, a, City))) AND
(
(

SERVICE yo (Danube, crosses, 7city)))).

Then, evaluating query FedQuery,(A) on dataset A we obtain:

(FedQueryg(A)) \ (1) = (1 @ 21) @ (11 @ 3) D (y2 @ 23)).

» Note 54. The main implication of Lemma 52 is that we can evaluate the provenance of the
evaluation of a local query over an annotated federated dataset without the need of transforming
the annotated federated dataset into an annotated graph, but by rewriting the local query. Also,
the equivalence of the evaluation of the rewritten query with the evaluation of the local query
tells us that the federated evaluation follows the framework of spm-semirings in the non-federated
setting.

5.4 Federated Provenance Computation

We have all the fundamentals to extend NPCS for federated provenance computation. By using
a query rewriting, NPCS employs a middleware that takes a SPARQL query and generates a
new query designed to retrieve provenance information. The resulting query seamlessly executes
on a singular instance of a SPARQL endpoint, yielding the desired results along with their

4:27

TGDK



4:28

996

997

998

999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010

1011

1012
1013
1014
1015

1016

1017
1018
1019
1020
1021

1022

1023

1024
1025
1026
1027
1028

1029

1030
1031
1032
1033

1034
1035
1036

1037
1038
1039

1040

Native Provenance Computation for Federated and Non-Federated SPARQL Queries

how-provenance algebraic expressions. Expanding upon this foundation, our extended approach,
Fed-NPCS, can be integrated into federation engines. Federation engines, such as FedX [42] and
FedUP [3], rewrite an input query into a set of subqueries that are executed in different endpoints
of the federation. To this end, these federated engines execute queries in two phases. First, in
a planning phase, they execute queries or use summaries to elaborate a plan to retrieve data
from the different endpoints. This plan includes the definition of subqueries, the endpoints where
these subqueries will be evaluated, and the operations to combine the retrieved answers. Second,
the engines execute the plans. Our approach, Fed-NPCS, translates the plan generated by these
federated engines into a single SPARQL query, called the federated plan query. The federated plan
query includes SERVICE clauses that encode the execution of the subqueries in the corresponding
endpoints, and SPARQL operations to encode the combination of the answers from the subqueries.

The process described so far does not include the federated how-provenance computation but
the generation of the federated plan query that can compute the answers to the original query
on the federation. To compute the how-provenance data, Fed-NPCS rewrites the federated plan
query into a query called the federated provenance query. Like in NPCS, Fed-NPCS’s federated
provenance query is designed to retrieve provenance information.

» Remark 55. Unlike the NPCS system, which considers two queries, the Fed-NPCS considers
three queries: (1) the input query (Qo) is the original query sent to NPCS; (2) the federated plan
query (Qp) is the plan generated by the federation engine (e.g., FedX or FedUP) to compute the
answers of the input query; and (3) the federated provenance query (Qr) is the query designed to
retrieve provenance information on top of the federated query plan.

» Remark 56. Lemma 52 showed that the local query Qo can be evaluated in a federation of
annotated graphs A by rewriting to the query FedQuery A (Qo). This query FedQuerya (Qo) is
equivalent to the query QF generated by a federation engine. The difference is that FedQuery 5 (Qo)
is a simple query that satisfies Lemma 52, and query Qg is optimized for a fast execution. Heling
and Acosta [29] showed that naive decompositions as the one presented in this work are sound
and complete for exclusive groups. For arbitrary decompositions, such guarantees are not proven.

5.4.1 Federated Datasets

The aforementioned annotated federated dataset A provides a theoretical framework for the notion
of how-provenance in the federated setting. In practice, federated engines do not operate over
an annotated federated dataset A consisting of annotated graphs I', but over regular federated
datasets D consisting of regular graphs GG. Thus, to compute the how-provenance, the input is a
regular dataset D which encodes A. Like NPCS, Fed-NPCS requires reification to encode each
annotated graph I" with a regular graph G. In this subsection we describe such an encoding.

» Definition 57 (Encoding of the annotated federated dataset). Let X and Y be two disjoint sets of
IRIs, A be an annotated federated dataset with set of service names 'Y, where for each y € Y, A(y)
is an X -graph. Given a reification scheme Reify, the encoding of A with the reification scheme
Reify is the federated dataset D that maps each IRI y € Y to the RDF-star graph G defined as
follows:

G = {Reify(t,I'(¢)) | t € supp(I)},
where T is the X -graph A(y).

» Example 58. Consider the reification scheme Reify(¢,z) = (¢,wasDerivedFrom, ), and the
federated dataset A described in Example 45. Then, the encoding of A with the reification scheme
Reify is the RDF-star dataset D = {y; — G1,y2 — G2}, where G; and G are the RDF-star
graphs described in Example 39.
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5.4.2 Query rewriting design

Recall (Section 4) that NPCS computes how-provenance of a query Qo over an RDF graph G that

uses reification and that results in an X-graph I". The provenance polynomial expression is bound

to an additional SPARQL variable ?prov for each mapping 4 in the support of (Qo)). To this
end, NPCS translates the local SPARQL query Qo into another local SPARQL query Qi whose
answers are extended with provenance annotations. Formally, the answers in the set [Qg] ¢ have

the form g U {?prov — k}, where k is the how-provenance polynomial of u (i.e., (Qo)p(u) = k).

Similarly, our goal is to define a method, called Fed-NPCS, that rewrites every local SPARQL

query Qo into a fully remote SPARQL query Qg such that the answers of Qg over a federated

dateset D have the form pU{?prov — k} and (Qo) A (1) = k, where A is the annotated federated

dataset encoded by the federated dataset D.

Fed-NPCS uses two steps to translate the original query Qo into the query Qg that computes
the provenance:

1. In the first step, Fed-NPCS translates the original query Qo into an intermediate query Qg
which returns the expected answers of query Qo over a federated dataset. For example, this
intermediate query can be Qr = FedQuerya (Qo) (see Definition 51). Indeed, by Lemma 52,
query Qr returns the same answer as the federated evaluation of query Qo. The intermediary
query Qg used in this work uses a naive decomposition that is proven to be sound and complete
for exclusive groups [29].

2. In the second step, Fed-NPCS translates Q@ into the desired query Qg that computes the
provenance. This step is equivalent to what NPCS does on non-federated queries.

In the remainder of this section we will describe these two steps.

Step 1: The federated engine plan

FedQuery A (Qo) is a simple alternative to the definition of the intermediate query Qp. However,
this query does not take advantage of the distribution of the data across the endpoints in the
federation. Federated query engines, such as FedX [42] and FedUP [3], define more efficient query
plans for the federated query evaluation, which can be encoded into intermediate queries Qg to
improve the efficiency of Fed-NPCS.

These query plans reflect strategic decisions informed by the structure and content of the
underlying federation. In practice, federation engines must determine which endpoints are likely
to return useful results for each triple pattern or basic graph pattern. To do so, they rely on
techniques such as metadata inspection, runtime source probing, or precomputed summaries to
avoid contacting irrelevant federation members. This process, often referred to as source selection,
plays a critical role in scaling to federations with a large number of endpoints.

After identifying relevant sources, federation engines apply query decomposition to assign
subqueries to endpoints and construct an execution plan that minimizes intermediate result sizes
and total query latency. Fed-NPCS translates these assignments subqueries-endpoint to SERVICE
clauses.

» Example 59. Let Qo = (71 AND T5 AND T3) be a SPARQL query composed of the three triple
patterns 77, T, and T3. Then, the simplest way to define a intermediate query Qg is using the
federated query FedQuerya (Qo). If A includes three service names, y1, y2, and ys, then Qp is:

Qr = (((SERVICE y1 T7) UNION (SERVICE yo T7) UNION (SERVICE y3 171)) AND
((SERVICE y; T%) UNION (SERVICE Y2 T%) UNION (SERVICE y3 T3)) AND
((SERVICE y; T3) UNION (SERVICE %2 T3) UNION (SERVICE y3 13))).
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If we are informed that service y3 has no answers for triple patterns 77 and 75, and that services
y1 and yo have no answers for triple pattern T3, then we can rewrite Qp as follows:

Q% = (((SERVICE y; T) UNION (SERVICE yo T1)) AND
((SERVICE y1 T5) UNION (SERVICE 2 T2)) AND
(SERVICE y3 T3)).

If we additionally know that each answer py of triple pattern 77 in y; is incompatible with all the
answers of triple pattern 75 in service yo, and similarly, each answer us to triple pattern 73 in ys
is incompatible with all the answers to triple pattern 75 in service i, then we can rewrite Qp as
follows:

Q"% = ((((SERVICE y; (T} AND T3))) UNION
((SERVICE y2 (T7 AND T3)))) AND

(SERVICE y3 T3)).

Queries Q% and Q' require less time to be executed than query Qr because they avoid unnecessary
pattern evaluation, and reduce network data transfer because of evaluating the joins in the service
for which the basic graph patterns are exclusive.

» Remark 60. The queries Qr, Q%, and Q% in Example 59 are not equivalent in general, but
under the information described in the example. Federated engines use availability and pattern
compatibility information across endpoints to generate efficient query plans. These efficient plans
discard services that are known to do not return answers to a triple pattern or pairs of services
that are known to do not produce joinable mappings for a given AND operation.

Step 2: Query Rewriting

After generating an intermediate query @ g, which includes SERVICE operators, the next step is
to rewrite QF into a query QQr that computes the provenance. The difference between a local
and a federated query provenance computing lies in the use of the SERVICE operator, which
directs portions of the query to be evaluated on external SPARQL endpoints. Our rewriting must
ensure that each part of the federated query can be rewritten to preserve both the provenance
of intermediate results and the aggregation of these results across sources. To define this query
rewriting we first define an auxiliary function that annotates the data from remote services with
the service name.

» Definition 61. Given a SPARQL wariable ?prov and an IRI y, the expression
ServiceOp(y, 7prov) is defined as follows:

ServiceOp(y, ?prov) = concat("(® ", y, ?prov,")").

Like the functions in Definition 24, the expression in Definition 61 defines a function to combine
polynomial expressions. In particular, the function ServiceOp combines a polynomial with the
service name using the service operator.

» Definition 62 (Base Fed-NPCS query rewriting). Let Qr be a SPARQL query, ?prov a variable,
and Reify a reification scheme. Then, the rewritten query for Qpr and variable 7prov over scheme
Reify, denoted B(Qp, 7prov), is defined recursively as follows:
If QF matches one of the rewriting rules in Definition 28 (i.e., the NPCS query rewriting),
then B(Qr, ?prov) is the result of applying that rule and then recursively applying rewriting
function (.
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If QF has the form (SERVICE y Q) then 5(Qr, 7prov) is the query

(SELECT inScope(Q) U {?prov}
WHERE  ((SERVICE y 3(Q, 7prov®)) BIND (ServiceOp(y, ?prov®) AS ?prov))).

» Example 63. Consider the federated dataset D = {y; — G1,y2 — G2} from Example 45, and
the query

Qr = ((SERVICE y; (Danube, crosses, ?city)) UNION (SERVICE yo2 (Danube, crosses, 7city))).
By the rule for the UNION operator (in Definition 28), the rewritten query for Qp is
B(QF, ?prov) = (SELECT ?city (ProvAggSum(?prov®) AS 7prov)
WHERE (P; UNION P)

GROUPBY 7?city),

where, for i € {1,2}, P; is the query B((SERVICE y; T), ?prov®) and T is the triple pattern
(Danube, crosses, 7city). These queries P; are computed using the rule for the SERVICE operator:

P, = (SELECT ?city ?provd
WHERE  ((SERVICE y; B(T, 7prov@®®)) BIND (ServiceOp(y;, 7provéd®) AS 7provéd))).

The query B(T, 7provd®) is defined by the rule for triple patterns
B(T, 7prové®) = ( SELECT 7city (ProvAggSum(?prov@@®d) AS 7provd®)
WHERE Reify((Danube, crosses, ?city), 7prov@®®®)

GROUPBY ?city).

Then, the query B(T, ?prové®) returns the following answers in each service:

BT 1 [ ?city ‘ ?provd®
, Tproved®)|py, =
" Um | (@ (z3))
?city ‘ ?provd®
[[ﬂ(Tv ?PIOV@@))]]D,yz = Ulm (EB (,’L‘g))
| Budapest | (& (z¢))

Then, the results of evaluating queries P, and P, are:

[ 7city ‘ ?provéd
Py, ?prov = ’
15( proved)[p Ulm ‘ (® y1 (& (x3))) ]

?7city ‘ ?provd
[B(Pz, ?provd)]p = Ulm (® y2 (& (v3)))
| Budapest | (® y2 (@ (x6)))

Combining these results we obtain:

?city ‘ ?prov

[8(QF, 7prov)]p = Um | (@ (®y (D (23)) (® y2 (S (23))))
Budapest | (& (® y2 (® (z6))))

Thus, the values for variable ?prov for solutions where variable ?city takes the values Ulm and
Budapest are the Polish notation expressions for the polynomials (y; ® 23) ® (y2 ® x3) and ys ® xg.
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Like in NPCS (see Theorem 33), the correctness of the Fed-NPCS’s query rewriting is based
on the underlying algebra of queries evaluated over annotated datasets.

» Theorem 64. Let Reify be a reification scheme, and B be the function described in Definition 62.
Then, function B is sound and complete for the reification scheme Reify.

Proof. It can be shown by induction on the structure of the query. Excluding the rule with the
SERVICE operator, the proof is the same as for Theorem 33. Let us review the new case and
assume a federated dataset D for the corresponding annotated dataset A. If a query Qp has the
form (SERVICE y Q) then 8(Qr, 7prov) is the query:

B(Qr, 7prov) = (SELECT inScope(Q) U {?prov}
WHERE  ((SERVICE y (Q, ?prov®)) BIND (ServiceOp(y, ?prov®) AS 7prov))).

First, to show that S is sound, assume that mapping p U {?prov — y ® k} is an answer to
query S(Qp, ?prov). By construction, mapping pu U {?prov — k} is then an answer to query
B(Q, 7prov®). By induction, (@), (1) = k. By the semantics of the SERVICE operator (see
Definition 47), (Qr) , (1) = y ® k. Hence, 8 is sound.

Second, to show that [ is complete, we use the inverse reasoning. By induction, the answers to
query B(Q, ?prov®) include all mappings p U {?prov® — k} such that (]Q[)Ay(u) =k and k # 0.
Since y ® 0 = 0, the answers to query B(Qr, ?prov) include all solutions p U {?prov — y ® k}
such that y ® k # 0. |

So far, we have presented a sound and complete base query rewriting to compute provenance for
queries evaluated on federated SPARQL endpoints. However, this base query rewriting generates
some redundant operations that can be further simplified. Fed-NPCS applies the same techniques
used by NPCS and described in Section 4.4 for optimization.

» Example 65. Consider the query Qp from Example 63. Wrapping up, the rewritten query
B(Qr, 7prov) is

(SELECT 7city (ProvAggSum(?prov@) AS 7prov)
WHERE ((SELECT ?city 7provéd
WHERE  ((SERVICE ¥
( SELECT 7city (ProvAggSum(?prov@@®d) AS 7provd®)
WHERE Reify((Danube, crosses, 7city), 7prov®®®)
GROUPBY ?city))
BIND (ServiceOp(y;, 7prove®®) AS 7provd)))
UNION
(SELECT 7?city 7provéd
WHERE  ((SERVICE y»
( SELECT 7city (ProvAggSum(?prov@@®d) AS 7provd®)
WHERE Reify((Danube, crosses, ?city), 7prov@®®®)
GROUPBY ?city))
BIND (ServiceOp(yz, 7prov®) AS 7provéd))))
GROUPBY 7city).
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Following the optimization rules, we can rewrite this query as follows:

( SELECT ?city (ProvAggSum(?provd) AS 7prov)
WHERE (((SERVICE y; Reify((Danube, crosses, 7city), 7prov®))
BIND (ServiceOp(yi, 7provd®) AS 7provd))
UNION

((SERVICE y2 Reify((Danube, crosses, 7city), 7provd®))
BIND (ServiceOp(yz2, 7prove®) AS 7provd))
GROUPBY ?city).

In the spirit of the simplification rule no. 2 in Definition 35 (for chains of UNION operators),
we can remove two SELECT operations and obtained a simpler provenance query.

To summarize, our query rewriting framework, Fed-NPCS, extends NPCS to federated queries by
introducing the ® operator to track the provenance of intermediate results obtained from different
SPARQL endpoints. The extension preserves the soundness and completeness of NPCS, ensuring
correct results even when querying across multiple sources. By leveraging existing base rewriting
rules and adapting them to handle federations, our approach provides a robust mechanism for
executing and combining federated SPARQL queries with annotated provenance information.

6 Evaluation

Our evaluation is structured in two parts. In the first part, i.e., Section 6.1, we evaluate NPCS,
our how-provenance solution for SPARQL queries on centralized knowledge graphs using two
state-of-the-art benchmark datasets and two SPARQL engines. Then, Section 6.2 provides an
evaluation of Fed-NPCS on the FedShop federation benchmark [17] that provides federations of
different sizes.

6.1 Evaluation on Centralized KGs (NPCS)

We conducted an extensive evaluation of NPCS’s viability for computing how-provenance by
assessing the runtime overhead incurred by the rewritten queries on centralized settings. This is
measured by comparing the runtime between the original queries without provenance annotations
and the queries obtained with our approach.

6.1.1 Experimental Setup

Environment. NPCS was implemented in Java, using the Java Development Kit (JDK) version
11. All the experiments were conducted on a computer with an AMD EPYC 7281 16-core processor,
256GB of RAM, and an 8 TB HDD disk running Ubuntu 18.04.6 LTS. We evaluated NPCS on
two widely used RDF/SPARQL engines with support for RDF-star, namely GraphDB? (version
10.2.0) and Stardog? (version 9.1.0). For all our experiments, we set a timeout of 350 seconds for
individual query executions, to ensure consistent results, and reported the average response time
of the queries over five executions in a cold setting, i.e., after clearing the disk cache.
Competitor. We compare NPCS with SPARQLprov [30], a state-of-the-art solution for
how-provenance in SPARQL, which is also based on query rewriting. We used the implementation
provided with the paper [30], and extended it to support the RDF-star reification scheme.

3 https://graphdb.ontotext.com/
1 https://www.stardog.com/
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SPARQLprov and NPCS compute the same provenance polynomials since they both rely on
spm-semirings.

Synthetic Workload. We employed the Watdiv [4] performance benchmark specifically
designed for RDF/SPARQL engines. Watdiv provides a data generator that can produce synthetic
datasets of varying sizes. Additionally, WatDiv includes 20 SELECT query templates, each
comprising 10 instantiated queries. The query templates are categorized into four types: linear
queries (L), star queries (S), snowflake-shaped queries (F), and complex queries (C). They are
all monotonic queries. We therefore introduced five additional non-monotonic query templates
(O) as proposed by [30]. These non-monotonic queries were created by enclosing one of the triple
patterns in the linear queries with an OPTIONAL clause. The triple pattern to be enclosed was
chosen randomly to ensure a diverse set of non-monotonic query templates.

We evaluated NPCS on the 10M-triple and 100M-triple Watdiv datasets that we reified using
the RDF-star and named graphs reification schemes. We excluded the standard reification from
the evaluation as it exhibits the worst performance according to [30]. Moreover, we created a
200M-triple dataset by duplicating every triple of the 100M-triple dataset and assigning a second
provenance identifier to the duplicates. This dataset simulates a challenging case where triples
have been extracted from more than one source.

Real Workload. We tested NPCS and SPARQLprov on the WDBench benchmark [5], which
provides real-world data. The benchmark uses 15.2 billion triples encoded using the Wikidata
reification scheme from a 2023 Wikidata dump. The benchmark provides more than 800 queries
consisting of simple BGPs, some of them with OPTIONAL clauses. We took a sample of 150 queries
consisting of 50 single-triple-pattern queries, 50 non-monotonic queries (with OPTIONAL), and 50
monotonic queries with more than one triple pattern. The queries were randomly chosen.

6.1.2 Results

Synthetic Workload. Figure 2 compares the execution times of the original query with those of
the rewritten queries produced by NPCS and our competitor SPARQLprov on RDF-star data
when using GraphDB and Stardog. We measure the runtimes on the 10M and 100M Watdiv
datasets. We first notice that in all cases, rewriting the query to compute how-provenance incurs a
performance overhead regarding the execution of the original query. Not surprisingly, the overhead
increases with data size, but its behaviour also depends on the query engine. For instance, NPCS’s
overhead ranges from 20% to 30% in GraphDB, and from 25% to 50% in Stardog. Figure 2
highlights that runtime across query templates exhibits higher variability in Stardog compared
to GraphDB. Regardless of the data size and the query engine, templates C3 and F5 are by far
the most challenging, and make our competitor SPARQLprov timeout on both GraphDB and
Stardog. The complexity of C3 is explained by its large number of intermediate results, whereas
for F5 it is caused by the large number of solutions.

When we compare the query rewriting strategies, we notice the NPCS consistently outperforms
SPARQLprov in 98 out of our 100 studied cases. Also, NPCS is on average 25 times faster than
SPARQLprov. One can explain this performance difference by the fact that NPCS is a fully native
SPARQL solution, whereas SPARQLprov relies on a post-hoc decoding phase to compute the
provenance polynomials. Like NPCS, SPARQLprov rewrites the query to extract provenance
information. Unlike our approach, SPARQLprov encodes the structure of the how-provenance
annotations in additional columns in the result set. Those additional columns can be numerous
and encode the structure of the provenance polynomials. Decoding that information requires
running additional group and aggregation operations. Hence, the runtime of this decoding phase
is proportional to the number of query solutions times the maximal depth of the operator trees
of the provenance annotations. That explains why SPARQLprov times out for query template
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Figure 2 Query execution times on Watdiv 10M and 100M reified with RDF-star on GraphDB (top)
and Stardog (bottom). The “SPARQL” label indicates the performance of the query engine without any
provenance support.

s 5, which is by far the template with the highest number of query solutions (173.6K solutions on
s average). NPCS, in contrast, carries out the grouping operations during query evaluation, which
1245 not only leverages the engine optimizations for grouping, but also makes it easier to deploy in
146 real-world settings.

1247 Despite NPCS’s clear runtime advantage, SPARQLprov can exhibit comparable or better
148 performance on very selective queries. This is demonstrated by the runtimes for queries O1, O2,
1220 and O5. In cases such as query templates O2 and O5 on GraphDB, NPCS’s strategy of evaluating
s grouping operations in the SPARQL engine does not pay off. This is so because the queries and
ws1  their constituent triple patterns are very selective.

1252 Figure 3 shows the results for the rewritten queries on the 200M dataset on GraphDB. We
1253 observe similar trends as in the 100M scenario, except that SPARQLprov also times out on query
s templates C2 and F4. We omit the results for Stardog as they exhibit similar behavior as in the
ss  100M dataset.

1256 Finally, we evaluate NPCS on a different reification scheme, namely the popular named graphs
ws7 - strategy. The results are depicted in Figure 4 for the 10M and 100M datasets on GraphDB. We
1258 observe the same trends as for the RDF-star reification, that is, NPCS outperforms SPARQLprov
s consistently in 48 out of 50 studied cases. This shows that our approach is insensitive to the data
e reification scheme, which makes it applicable to any standard RDF/SPARQL engine. Similar
e results are observed for Stardog.

1262 Real Workload. We evaluate NPCS on WDBench. Figure 5 shows the results for GraphDB
e3  and Stardog. Each dot in the plot represents the execution of a query, either the original query or
e a rewritten query by NPCS or by SPARQLprov. Queries are plotted on the x-axis by increasing
s number of solutions, and the y-axis represents the execution time. We verify the same trend
e for both engines, namely that SPARQLprov’s query rewriting induces a much larger overhead
ez than NPCS’s. While the overhead increases with the number of query results for both methods,
es it is more pronounced for SPARQLprov. This makes SPARQLprov time out when the number
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Figure 4 Query execution times on Watdiv 10M and 100M reified as named graphs on GraphDB

of results is above 700K on Stardog (on GraphDB timeouts start after 1M solutions). We also
observe that for queries with a few thousand results executed on Stardog, NPCS’s overhead can
be minimal.

6.2 Evaluation on a Federated Setting (Fed-NPCS)
6.2.1 Experimental Setup

Environment. Fed-NPCS was implemented in Java, using the Java Development Kit (JDK)
version 11. All the experiments were conducted on the same hardware environment used in the
centralized evaluation: a computer with an AMD EPYC 7281 16-core processor, 256GB of RAM,
and an 8 TB HDD disk running Ubuntu 18.04.6 LTS. In this evaluation we tested Fed-NPCS on
GraphDB?® (version 10.2.0) as it exhibits better performance than Stardog in Figure 5. To simulate
a federated environment, we deployed multiple endpoints hosting different RDF datasets in a
distributed manner. Each dataset was hosted on separate instances of the engine, configured to
act as individual SPARQL services accessible via the SERVICE keyword. The evaluation considered
varying the number of distributed endpoints, ranging from 20 to 200, to assess the scalability
and efficiency of the rewritten federated queries. As with the centralized evaluation, a timeout of
350 seconds was enforced to individual query executions. For consistency, we report the average
response time over five executions in a cold setting (with the disk cache cleared).

5 https://graphdb.ontotext.com/
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Figure 5 Number of results vs. query execution time for the WDBench queries run on Wikidata,
stored in GraphDB (top) and Stardog (bottom), using the Wikidata reification scheme

v Query Workload. We used the FedShop benchmark [17], which is specifically designed to
v evaluate the scalability of federated RDF/SPARQL query engines. The FedShop schema replicates
s a virtual catalog across autonomous vendors and rating sites, linking local and global entities
1280 using owl:sameAs statements, and generates federations of varying sizes using schema-based data
10 generators while maintaining local independence and global interoperability. FedShop provides
pa  pre-configured federations and a comprehensive query workload, which we employed for our
ve  evaluation. We generated 10 federations F'(N) with sizes N = {20,40,...,200}. Each federation
w3 has as many vendors as reviewing sites. For instance, F'(200) consists of 100 vendors and 100
s review sites. All necessary instructions to install, configure, and run the benchmark are available
wes on the FedShop GitHub repository®.

1206 The FedShop’s query generator was used to create a workload of 120 queries, each derived from
ner 12 template queries and executed across our 10 federations — from F'(20) to F'(200) — providing
108 a robust testing environment. For sub-query decomposition and source selection, the FedShop
1o benchmark relies on FedX [42], which follows a unions-first-joins-later (i.e., unions-over-joins)
1o decomposition refined with FedX’s exclusive-groups optimization. FedShop provides pre-computed
o Reference Source Assignments (RSA) on top of this decomposition, which we used as the basis for
102 our evaluation.

1303 The FedShop benchmark is designed to assess the performance and scalability of query
e federation engines across multiple sources. It categorizes queries based on their data location
105 patterns, namely into, single-domain, multi-domain, and cross-domain queries. These are based
1os  on the queries’ join variables and on how they combine data from the different sources, and can
sor  be explained by the structure of the provenance explanations of their solutions. Single-domain
108 queries are queries without global join variables and with a bounded subject in at least one triple
1o pattern. Since that bounded subject appears only in one of the endpoints, this allows the query

5 https://github.com/GDD-Nantes/FedShop.git
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to be executed on a single endpoint using one SERVICE clause, as seen for query templates Q9,
Q11, and Q12. The provenance of their solutions consists of polynomials with a single ® operator,
e.g., €1 ® (81 ® s2) with endpoint e;. Multi-domain queries also lack global join variables but
do not include bounded subjects, requiring all triple patterns to be grouped into one SERVICE
clause, with results potentially retrieved from multiple endpoints. Unlike single-domain queries the
resulting provenance explanations include summations of polynomials where each term in the sum
is labeled with a different source using the ® operator, e.g., e; ® (51 ® $2) ® e2 ® (53 ® s4). This
is the case for query templates Q1, Q2, Q3, Q4, Q6, Q8, and Q10. Cross-domain decomposition
involves queries with global join variables linking data across multiple datasets, which requires
multiple SERVICE clauses that combine results from several endpoints, as in query templates Q5
and Q7. This translates into how-provenance explanations that contain products labeled with
different sources, e.g., 1 ® (81 ® $2) R ea ® (s3 ® 84).

For our evaluation, we relied entirely on FedShop’s query generation, decomposition, and
execution framework, enabling a straightforward comparison across varying federation sizes. The
benchmark efficiently manages the minimal source selection over federated datasets and provides
valuable insights into the performance of our approach. This corresponds to Step 1 in Section 5.4.2;
we therefore evaluate the overhead of rewriting the federated plan to augment its results with
how-provenance (Step 2).

6.2.2 Results

We evaluated the performance of Fed-NPCS using the FedShop benchmark on a subset of 12
queries. Out of these, four were optional queries (Q2, Q3, Q7, and Q8). Each query consists
of nine subqueries, and each subquery was executed 10 times, corresponding to the number of
endpoints (from 20 to 200) involved in the execution. Since there is no direct competitor to
Fed-NPCS, the only meaningful comparison is with a baseline federated SPARQL plan. This
comparison allows us to assess the performance overhead introduced by provenance in a federated
setting and to evaluate the scalability of Fed-NPCS with an increasing number of endpoints.

Fed-NPCS demonstrated higher execution times compared to SPARQL in most cases, which can
be attributed to the additional overhead of query rewriting. As shown in Figure 8, this overhead
consists of two components: (i) query rewriting time, which is minimal across all evaluated
configurations (typically <1% of total runtime at larger scales), and (ii) query execution time on
the reified knowledge graph, which dominates the total runtime. To avoid visual distortion that
arises from stacked bar charts on a logarithmic scale, Figure 8 presents these two components as
percentage contributions on a linear scale, where rewriting time represents at most 15% of total
runtime (WatDiv—GraphDB named graph reification at 10M triples) and decreases substantially
as data scale increases. However, as the number of endpoints increased, Fed-NPCS showed a more
stable performance pattern, particularly at handling a larger number of results. Below, we provide
the performance outcomes for selected queries.

Impact of the number of endpoints. Figure 6 illustrates the execution time in milliseconds
for both the SPARQL and Fed-NPCS as the number of endpoints varies from 20 to 200. Each
data point represents the average execution time for 12 queries across five runs’.

The results show a clear trend: as the number of endpoints increases, both SPARQL and
Fed-NPCS experience a gradual increase in execution time. Not surprisingly Fed-NPCS takes
longer to execute than SPARQL across all federation sizes due to the additional overhead associated

7 In reality we run each query five times and dropped the first measurement as it reports the response time in a
cold setting.
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with provenance computation, which requires extra resources for tracking and processing query
provenance data.
Despite this overhead, Fed-NPCS exhibits a relatively stable and predictable growth pattern

in execution time. Both systems demonstrate near-linear scalability as the endpoint count rises.

Notably, the gap between SPARQL and Fed-NPCS widens slightly at higher endpoint counts
as query processing on larger federations incurs the exchange of more query results — both
intermediate and final. This overhead reaches 10.3% for the 200-source federation.

In short, while Fed-NPCS incurs higher execution costs than SPARQL due to provenance
computation, its consistent scalability suggests it can still be viable for large federations where
provenance tracking is required. This comparison highlights the trade-off between execution speed
and the added value of provenance tracking in distributed query processing scenarios.

Performance Comparison: SPARQL vs. Fed-NPCS

—8— SPARQL
250000 4 Fed-NPCS

225000 A

200000

175000 -

150000 A

Time in milisecond

125000

100000

75000 4 L]

25 50 75 100 125 150 175 200
number of endpoints

Figure 6 Average execution time of the different FedShop query templates (y-axis) vs. the size of the
federation (x-axis).

Individual query analysis. Figure 7 presents the execution time comparison between the
baseline SPARQL engine and Fed-NPCS across 12 queries on 200 endpoints. The y-axis is in
logarithmic scale and is also split to accommodate for the wide range of execution times.

Notably, for complex queries (such as Q5 and Q6), Fed-NPCS exhibits substantially higher
execution times compared to plain SPARQL. However, for less intensive queries (like Q8-Q12 that
are not cross-domain), the difference in execution times is less pronounced.

The performance of individual queries reflects varying levels of complexity and data distribution.

Notably, Q6 shows the highest execution time among all queries, as it is a multi-domain query
involving the largest number of results. The high volume of intermediate results significantly
contributes to the execution time for both SPARQL and Fed-NPCS, though the latter incurs
additional overhead due to provenance computation.

The cross-domain queries, such as Q5 and Q7, also exhibit longer execution times as they
involve extensive data joining across federated endpoints. The performance of the multi-domain
queries Q1-Q4 and Q8, is mainly explained by their respective numbers of intermediate and final
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Performance Comparison for Endpoint 200: SPARQL vs. Fed-NPCS

SPARQL
Fed-NPCS
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Queries M-D: Multi-Domain, C-D: Cross-Domain ,S-D: Single-Domain

Figure 7 Average query template runtime for the original SPARQL queries vs. the Fed-NPCS queries
on a FedShop federation with 200 sources.

results. For example, queries with more intermediate results tend to require more computation,
leading to higher execution times.

Conversely, the single-domain queries, such as Q10, Q11, and Q12, are simpler and thus exhibit
the shortest execution times. Both SPARQL and Fed-NPCS perform comparably on these queries,
with minimal overhead observed in Fed-NPCS. This indicates that, while the Fed-NPCS introduces
additional computation, its impact is less pronounced for simpler queries that do not involve
complex joins or provenance tracking across domains.

Overall, while the Fed-NPCS consistently incurs additional overhead due to provenance
computation, the resulting system scales to complex multi-domain and cross-domain queries. This
makes it a suitable choice for large-scale federated environments where provenance tracking is a
priority.

7 Conclusions

We have proposed NPCS, a novel query rewriting method to compute how-provenance annotations
for SPARQL query results. To the best of our knowledge, NPCS is the first 100% SPARQL-based
solution for how-provenance. NPCS can be easily applied to standard and already deployed
RDF/SPARQL engines, without the need for customized extensions or post-processing steps.
Moreover, we introduce NPCS’s federated counterpart, Fed-NPCS, which ports this idea to
federations of SPARQL endpoints; this is also a novel extension, as, to our knowledge, there is
currently no other engine allowing the computation of provenance information over federations.
Our experimental evaluation on synthetic and real data shows that NPCS’s native SPARQL
rewriting outperforms the state of the art in how-provenance for SPARQL queries. The performance
gains provided by our method allow us to compute provenance annotations for millions of query
results on knowledge graphs with billions of triples. This makes NPCS attractive for ETL processes
on large volumes of data—a common scenario for multi-source KG construction and OLAP for
KGs [19,31-33,35]. But NPCS’s performance also makes it feasible to compute how-provenance
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Figure 8 Breakdown of total query runtime into rewriting time (blue) and execution time (red),
expressed as percentages. Rewriting time is consistently negligible, particularly at larger data scales.

explanations in federated settings. As shown by our evaluation of Fed-NPCS on the FedShop
benchmark, our approach scales to federations with up to 200 sources. We expect this work to
open new avenues in the fields of federated query optimization, access control, and data quality.
In this paper the result of a SPARQL query has a column with character strings which represent
expressions in ProvExp(X) in Polish notation. For example, a mapping p can be annotated with
an expression (@ uy (® w2 us)) where uy, us, and us are URLSs identifying statements. To apply
an homomorphism to a spm-semiring /C we can replace these URLs with the respective elements
in I and then apply the corresponding operations on K. This procedure is less efficient than
using built-in operations during the query evaluation. For example, for the natural numbers
spm-semiring, we can redefine the operations ProvAggSum, ProvProd, and ProvDiff as follows:

ProvAggSum(?7x) = sum(?x),
ProvProd(?xy,...,7%,) = (7X1 % -+ * 7%y ),
ProvDiff (7x1, 7x2) = if (?x2 = 0, 7%y, 0).

If a structure different from N were used, we could still have redefined these operations based
on custom functions supported by the SPARQL engine. Indeed, several SPARQL engines allow
the definition of custom functions. Therefore, our query rewriting can be used as the base for an
efficient application of homomorphisms. We plan the study of such an extension as future work.

As another future work we intend to work on lazy approaches for how-provenance computation,
that is, approaches where provenance is computed for a user-specified set of solutions. This avoids
the execution of expensive queries for results that are not of interest of the user. Finally, we
argue that the field of query processing and provenance for SPARQL would benefit from the
development of new benchmarks specifically designed for provenance evaluation. While existing
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benchmarks such as FedShop [17] provide query workloads executable under different federation
configurations, they do not directly support the evaluation of provenance computation—e.g.,
they lack ground-truth provenance annotations or queries designed to stress-test provenance
systems. New benchmarks addressing these gaps would enable a more systematic comparison of

provenance-aware systems across both centralized and federated settings.

Supplementary Material Statement

The source code of NPCS and Fed-NPCS, along with scripts to recreate the experimental setup, all
required libraries, queries, and results can be found at https://github.com/ZubariaForthAcc/
NPCS_Fed-NPCS, and in a long-term preservation archive at the University of Stuttgart [10].
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