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Abstract—This paper presentsWebOnCOLL, a web-based med-
ical collaboration environment, which has been designed in the
context of the regional healthcare network of Crete. WebOn-
COLL employs the infrastructure of regional healthcare networks
to provide integrated services for virtual workspaces, annotations,
e-mail, and on-line collaboration. Virtual workspaces support
collaborative concepts like personal web pages, bulletin boards,
discussion lists, shared workspaces, and medical case folders.
Annotations provide a natural way for people to interact with
multimedia content, while e-mail is one of the most popular forms
of communication today. On-line collaboration satisfies the need
for a more direct form of communication.

Index Terms— Computer-supported cooperative work
(CSCW), healthcare information infrastructure, medical
collaboration, medical digital libraries, regional healthcare
networks, shared workspaces.

I. INTRODUCTION

A REGIONAL network provides healthcare professionals
with the necessary infrastructure to collaborate with

their peers, share opinions, exchange clinical data, and ac-
cess domain-specific information within or across regions.
WebOnCOLLis a web-based environment that allows health-
care personnel to collaborate with their peers regardless of
geographic location. WebOnCOLL employs the healthcare
information infrastructure of the evolving regional healthcare
network of Crete, Greece, which includes high-speed networks
and regional directory, resource, and security services that
are being developed as enabling middleware components to
provide integrated web-based collaboration services for virtual
workspaces, annotations, e-mail, and on-line collaboration.

This paper describes the architecture and services of the
WebOnCOLL collaboration environment. Central notions of
the WebOnCOLL architecture are user profiles and virtual
workspaces. User profiles allow the customization of the
environment to user authorities, tasks, and preferences. Each
user session is associated with a heterogeneous data collection:
a virtual workspace. A virtual workspace maintains session
information, service results, and multimedia objects that the
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user selects or creates during navigation. Virtual workspaces
are public, private, or shared and persist across services and
user sessions. Thus, in addition to session management, virtual
workspaces provide for secure collaboration, data availability,
and persistence. In WebOnCOLL, virtual workspaces sup-
port a number of collaborative concepts, i.e., personal web
pages, bulletin boards, discussion lists, shared workspaces, and
medical case folders. Medical case folders maintain informa-
tion relevant to a medical case, e.g., images, examinations,
comments, discussions, updates, alerts, etc.

The rest of the paper is organized as follows. Section II
provides background on web-based collaboration. Section III
discusses the integrated services of the WebOnCOLL collab-
oration environment. Section IV presents the architecture of
WebOnCOLL servers. The discussion focuses on the role of
the workspace and user profile managers. Then, Section V
presents future work, and Section VI raises usability and
accessibility issues. Finally, Section VII concludes the paper.

II. BACKGROUND

Although the web was originally conceived as a means of
information sharing and dissemination, its network and oper-
ating system transparency promote its use as a collaboration
platform for geographically distributed working groups. In
fact, the World Wide Web (WWW) is collaborative technology
in the weak sense of the word, since it allows people to share
information. Several issues are related to the development of
web-based collaborative applications. These include the archi-
tecture, information structure, availability, security, awareness,
and compatibility [1]. Core functional components of any
collaboration environment arecontent, communication, and
control [2], [3]. Content refers to the domain objects that the
users collaborate on, such as shared documents, pointers, and
hyperlinks. Normally, the unit of information on the web is the
page. However, systems developed for computer-supported co-
operative work (CSCW) adhere to directory/folder hierarchies
treated as conferences in bulletin boards. Some applications
have a more explicit model of the web network structure, while
others recognize portions of pages. Availability and replication
of content are issues that need to be addressed by web-
based collaboration services. Hyperlinks (URL’s) offer an easy
way to refer to meta-information about content and relevant
services. The emerging HTML 4.0 and XML standards address
several issues related to content structure, availability, and
replication [4], [5].
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Communication may be synchronous or asynchronous. As
pointed out in [1], the bulletin board style of interaction
that transforms communication into browsing an information
structure is the type of interaction that the web was designed
to manage. Indeed, the nature of the web involves local update
and remote browsing. The desire for more symmetric remote
access leads inevitably toward issues of concurrent update,
locking, access control, and version management. In addition,
the need for high availability increases the use of caches and
complicates the replication process.

In cooperative work, people interact with objects to control
their behavior and update their state. Feedback, feedthrough,
notification, and awareness are import aspects of control [20],
[39]. Feedback concerns a user’s perception of his/her own
actions, while feedthrough concerns a user’s perception of
the effects of other people’s actions. Notification concerns
a user’s perception of occurring events, while awareness
refers to perception of the presence of other people. In a
web-based collaboration environment, feedback is best accom-
plished by downloading the relevant objects before acting upon
them. However, this reduces feedthrough for the collaborators.
Feedthrough, awareness, and notification are not supported
directly by the web infrastructure and are frequently provided
by special protocols.

The web infrastructure comprises server software (web
servers), an application protocol (HTTP), data format (HTML),
and client software (web browsers). Various web-based collab-
oration applications modify or extend parts of this infrastruc-
ture in an attempt to overcome the inherent limitations for
peer-to-peer communication [6]–[8]. Such extensions or mod-
ifications include server customization, “helper” applications
and applets that promote client-side computing, and special
protocols for rapid interaction or notification.

Other important architectural issues concern information
about people as well as security and confidentiality services.
The requirements of the target user group should be also taken
into account. For example, a document repository for public
use has different requirements from one installed in a company
intranet. Automated agents and traders further complicate the
picture.

WebOnCOLL targets medical collaboration across regional
networks. In this context, security is a major issue, which
will be addressed on a case-by-case basis, orthogonally to the
services provided by the collaboration environment.

A. Collaboration Infrastructure

The collaboration services of a web-based environment
include application sharing, audio/video conferencing, bulletin
boards, directory services, e-mail, fax, file transfer, group
scheduling, Internet fax, Internet phone, listservers, text-based
chat, voice mail, webcasting, and whiteboards. These tools
facilitate interaction, depending on the static or dynamic nature
of information exchange, the synchronous or asynchronous
nature of the session, and the computer system configuration
of the collaborators [9], [10], [38]. Fig. 1 displays a two-
dimensional (2-D) classification of these tools according to
the nature of the services they offer. Synchronous and asyn-

Fig. 1. Classification of web-based collaboration services according to their
time and space requirements.

chronous collaboration differ in several points; the grain size
of action, how the participants come to see the most recent
actions, the time frame in which actions become available
to other participants, and whether actions can be reviewed
[11]. The current technology trend pushes functionality toward
the bottom two quarters of Fig. 1, increasing the mobility
of participants and the nondeterminism in the interaction.
In this trend, locating the participants is a limiting factor
addressed by locator and directory services [12], [13]. It is
worth noting that this collaboration infrastructure is available
in fourth generation browsers, such as Netscape Communicator
and Microsoft Internet Explorer [16].

Audio/video conferencingfacilitates synchronous group col-
laboration. Already, low-bandwidth compatibility and stan-
dardization efforts (e.g., the ITU H.320 standards for video
conferencing [14]) enable interoperability with products from
various vendors. Provided adequate bandwidth is available,
video conferencingtransmits and receives, over the Internet,
video data during conferences between two or more partic-
ipants at different sites. Awhiteboardallows multiple users
to display images and draw on a common area that may
use multiple screens at various resolutions.Text-based chatis
frequently a companion functionality to that of a whiteboard in
real-time on-line communication.Applications sharingfacili-
tates the use of an application collaboratively, e.g., editing a
lab report or viewing an X-ray or an ECG, even if the computer
of a participant doesn’t have that application installed. The
term “collaborative browsing” is used for application sharing
when the application resides on only one of the machines
connected to the conference.

E-mail is the single most successful application for the
asynchronous exchange of electronic messages.Internet phone
performs functions traditionally performed by telephone equip-
ment (e.g., answering machine).Voice mail attaches com-
pressed audio files to standard e-mail.Shared information
spaces, annotations, listservers, andbulletin boardsfacilitate
activities, which involve collaborative posting and reviewing
of electronic messages or documents.Group schedulingallows
colleagues to view each other’s calendar and thus help them
schedule meetings and appointments.Fax and file transfer
(multipoint or batch) are different methods of document shar-
ing. Internet faxis used for the routing of e-mails (or faxes)
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to faxes through the Internet instead of traditional telephone
networks.

Directoriesmake the physical network topology and proto-
cols transparent, facilitating access to people and their pref-
erences. General or domain-specific yellow pages, which are
based on LDAP and X.500 [12], [13], are becoming increas-
ingly available.

Webcasting and information channelsemploy push technol-
ogy to enable the receipt of information without requesting it
[48].

The primary design objective of WebOnCOLL is to provide
an integrated set of collaborative services in the context of an
open collaborative environment customized for the healthcare
domain. Consider, for example, a network of experts that
provide healthcare-related consultation services. Within the
network, private conversation, secure e-mail, audio and video
conferencing, as well as personal web pages facilitate the
exchange of information. In addition, information that is
generated for the purpose of furthering the profession needs
to be accessible through appropriate channels like journals,
websites, conferences, listservers, and bulletin boards.

B. Related Work

Information sharing, communication, and coordination are
basic elements of any collaborative endeavor [17]. Recently,
the notion of a collaboratory, a “center without walls,” in
which researchers can perform their research without regard to
geography has received a lot of attention [18]. CREW [19] is a
collaboratory supporting a community of researchers located
at The University of Michigan, Ann Arbor, and sponsoring
corporations. The CREW desktop is a computer-based envi-
ronment, which provides members of the CREW community
with access to other members, information about CREW-
related events, and shared documents. Parts of the CREW
desktop provide subscribers with information about other
CREW researchers, their activities, location, availability, and
interests as well as access to general events calendars, individ-
ual calendars, activity in the CREW desktop, and activity on
their workstations. In addition, collaboration tools like postable
notes and e-mail are also available [19].

In the healthcare domain, researchers from hospital and
academic institutions are participating in the InterMed col-
laboratory, which targets web-based collaboration in medical
informatics [21]. The principal goals of this project include
promoting the development of healthcare information systems
as a collaborative activity, developing a robust framework for
collaboration, and using the Internet as the primary vehicle
for such collaboration. Specific tasks of the project include
security and confidentiality services, vocabulary, access to on-
line knowledge, clinical data access and sharing, as well as
collaborative policies, procedures, and guidelines.

Several telemedicine projects approach healthcare delivery
as a collaborative activity. In the TeleMed project [22], the
virtual patient record forms the basis for a collaboratory
environment in which multiple physicians and ultimately the
patient should be able to engage in an interactive electronic
discussion. The TeleMed architecture enables both real-time

Fig. 2. Integrated collaboration services in WebOnCOLL.

consultations and off-line sessions. In particular, TeleMed
supports real-time interactive collaboration between multiple
users. Multiple physicians at remote locations can simultane-
ously view, edit, and annotate patient data. Each physician can
see the data another physician has entered as well as monitor
some of the other physician’s interactions.

The ARTEMIS project aims to “advance cooperative activi-
ties of healthcare providers to promote the delivery of total and
real-time care [17].” A multidisciplinary group of computer
systems developers, physicians, and healthcare researchers are
using research prototypes and commercial off-the-shelf tech-
nologies to develop an open collaboration environment for the
healthcare domain. In ARTEMIS, community care networks
consisting of a collection of primary care and specialized
care providers collaborate to meet the healthcare needs of the
community. This communication infrastructure allows primary
care physicians to consult with remote specialists in the areas
of perinatology and radiology, with computer support for
X-rays, ultrasound, voice-annotations, and other multimedia
information. The requirements of WebOnCOLL are similar to
those of ARTEMIS in that both environments will employ
research prototypes and off-the-self components to promote
collaboration in healthcare.

Another facet of collaboration that enables the citizens to
make informed decisions about their health, relates to the
concept of the virtual medical office. The virtual telemedicine
office [23] is an integrated environment that encourages users
to take active participation in the management of their health. It
provides access to digital medical libraries, yellow pages, and
regional healthcare resources. Several of the services provided
by the virtual telemedicine office, such as directory services,
access to digital medical libraries, and teleconsultation tools
will also be provided by WebOnCOLL.

III. WebOnCOLL INTEGRATED COLLABORATION SERVICES

A. Overview

A web browser provides access to the integrated services
of WebOnCOLL, as shown in Fig. 2, which facilitate asyn-
chronous as well as synchronous collaboration. E-mail, an-
notations, and the various forms of virtual workspaces, (i.e.,
personal web pages, bulletin boards and discussion lists, shared
workspaces, and medical case folders) are asynchronous col-
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laboration media. The on-line collaboration service of WebOn-
COLL or a third-party conference software like Microsoft Net-
Meeting or Netscape Conference [16] provides synchronous
collaboration services. The maintenance of session information
and a common context by virtual workspaces provides service
interoperability, while user profiles customize the environment
in accordance to user preferences. Thus, virtual workspaces
facilitate collaborative activities, while user profiles provide
personalized collaboration services. The following sections
(Section III-B–E) discuss the integrated collaboration services
that will be provided in WebOnCOLL. Section III-F discusses
regional information services, as WebOnCOLL employs them
to achieve a seamless integration of its services with the
regional healthcare infrastructure.

B. Virtual Workspaces

Virtual workspace is a term that originated in the virtual
reality (VR) community to denote a three-dimensional
(3-D) workspace whose contents can be viewed and examined
[26] although it does not actually exist in the real world. In
the context of Cnet [32], a network of image servers with
content-based search capabilities, virtual workspaces were
employed to provide for service interoperability, user collab-
oration, and session management. In this sense, the concept
of virtual workspaces resembles “collectors,” as employed in
the grassroots system [25]. Grassroots collectors are generic
elements, which represent collections, such as e-mail folders
(collections of mail messages), newsgroups (articles), web
pages (HTML links), mailing lists (addresses), access-control
groups (identities), etc. Collectors have inflow and outflow,
and there are a few canonical operations that can be applied
to them. In this view, collaboration between people is me-
diated by collections; people communicate with each other
by transferring information between their “collectors.” The
main difference is that virtual workspaces in WebOnCOLL are
heterogeneous collectors, and thus, it is the workspace objects
that specify the acceptable operations.

Virtual workspaces maintain session information, history
of interaction, and access privileges at the workspace level.
Hence, they provide the context in a user session. The user
may populate the current virtual workspace with objects from
an intranet, the web, or private collections. The workspace
maintains a “contents” file that contains the location (URL) of
each workspace object. The only case when a workspace object
physically exists within the WebOnCOLL server is when
the workspace object is the result of a service request. The
results of a service request are automatically inserted in the
workspace. An interesting variation of the workspace concept
is the information channel. Information channels employ push
technology to update their contents, based on user preferences,
as recorded in the user profile [48].

Virtual workspaces may be public, shared, or private. Public
workspaces are used to receive comments, postings, or annota-
tions. Shared workspaces are used to provide the collaboration
material in a synchronous or asynchronous collaboration ses-
sion. Private workspaces are personal web pages, which are
protected and persist in time. The owner of a workspace may

selectively share objects of the workspace with collaborators
by adjusting the access control information of individual
workspace objects. Virtual workspaces are hierarchical, in the
sense that a virtual workspace may contain other workspaces.

In WebOnCOLL, virtual workspaces currently support per-
sonal web pages, bulletin boards and discussion lists, shared
workspaces, and medical case folders.

1) Personal Web Pages:In WebOnCOLL, personal web
pages are workspaces that serve both as a contact point
and as a front-end to the working environment of the user.
A personal web page is a contact point because people
that wish to communicate with the user may post notes or
content to a personal bulletin board. At the same time, the
personal web page provides access to the working environment
of the user. The working environment includes pointers to
private and shared workspaces, information channels, and
other WebOnCOLL services. Personal web pages form the
front-end of the virtual medical office, which is part of our
future work (see Section V). Collaborators or patients may
post second-opinion requests as medical case folders. The
notification support of virtual workspaces ensures that the
physician is informed of the updates.

2) Bulletin Boards and Discussion Lists:Traditionally,
bulletin boards and discussion lists have been the grounds
for active social interaction. Thus, authorized users may
collaborate through postings to appropriate regional bulletin
boards or discussion lists. They may post their comments,
views, opinions, or propose revisions and updates on the
contents of an information repository. In WebOnCOLL,
bulletin boards are special forms of virtual workspaces.
Bulletin boards may be associated with closed collaboration
groups, as in the case of researchers collaborating on health
monitoring, which is also part of our future work (Section V).

3) Shared Workspaces:The concept of shared information
spaces plays a central role in web-based collaborative activities
[6]–[8], [27], irrespective of the nature of the interaction (asyn-
chronous or synchronous). The Basic Support for Cooperative
Work (BSCW) system [6] is a shared document management
system, organized around the notion of collaboration groups,
which may jointly author, comment, and annotate documents.
A BSCW workspace may contain various forms of elec-
tronic objects, such as documents, spreadsheets, and pictures
or links to WWW pages, and provides basic support for
awareness, authentication, authorization, and version control.
DreSS [8] is a multiuser web-publishing environment based
on a combination of forms, CGI-scripts and two small client-
side programs. When compared to BSCW, DreSS is much
simpler and does not support awareness. Hyper-G [27] is a
hypermedia system, which supports powerful browsing and
link-management. Hyper-G can be accessed through web
browsers and supports distributed web authoring. The Futplex
system [7] provides shared documents with read/write access.
A Futplex document consists of a tree structure of web pages.
Pages can be created, changed, and added interactively by
using a standard web client.

Shared workspaces in WebOnCOLL are not concerned with
issues like joint authoring of documents and version control.
In contrast, important issues are information organization and
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Fig. 3. Shared workspaces provide transparent access to multimedia data
(java applet interface to a virtual workspace).

availability, session management, awareness, and notification.
If the functionality provided by the BSCW system [6] is
considered necessary, BSCW workspaces will be provided in
WebOnCOLL as an added-value service. Shared workspaces
in WebOnCOLL are hierarchical in that they may contain
other workspaces, and support user cooperation by providing
secure and transparent access to a shared data collection.
This data collection includes multimedia data objects (images,
voice, video, patient exams, annotations, etc.) inserted by the
users sharing the workspace (Fig. 3). Thus, multiple users
collaborate over a workspace, sharing material of common
interest. All users connected to a shared workspace are notified
of workspace updates as they occur and may inspect the
properties of workspace objects, which include author, last
update, and a brief description. Furthermore, a user connected
to a workspace may be aware of other users also connected to
the workspace. Shared workspaces are also used to organize
the conference material for an on-line collaboration session.
Hence, conference management in WebOnCOLL follows a
shared information space approach, according to which, the
conference initiator simply provides the name of a shared
workspace. No further actions are necessary to provide the
collaboration material to conference participants.

4) Medical Case Folders:The abstraction of the medical
case folder, combined with the provision of “helper” ap-
plications and web services for viewing, processing, and
collaborating on its multimedia contents, sum up the approach
to medical collaboration, as employed in WebOnCOLL. A
medical case folder simplifies the organization of multimedia
information related to a particular encounter. Collections of
medical case folders facilitate various forms of collaboration,
such as teleconsultation, referral, and education.

A typical medical case folder includes information from
medical history, medication, progress reports, and data-
intensive diagnostic services, such as laboratories, imaging
departments, etc., following the Subjective, Objective,
Assessment Plan (SOAP) information model [44]. Part
of the multimedia data in a typical medical case folder
requires specialized applications for viewing and processing,
e.g., DICOM or ECG viewers. To meet this requirement,
WebOnCOLL provides “helper” applications, which are
associated with medical data types.

A medical case folder is a virtual workspace. The owner
of the workspace (medical case folder) is able to add pa-

tient record data either through direct access to web-enabled
clinical information systems or through the virtual patient
record interface, which integrates and provides access to the
heterogeneous autonomous information systems within the
region. A medical case folder may be linked to informa-
tion channels, which provide customized access to diagnostic
databases and digital medical libraries. Furthermore, access to
regional information services facilitates secure and up-to-date
information.

The medical case folder provides a partial view of the
electronic patient record. An active inclusion of patient-related
information in the medical case folder has to take into account
aspects of presentation, control, and functional integration.
Presentation integration is partially facilitated through the use
of the web as the user interface platform. Control integration
is required to securely access clinical information systems
to retrieve additional patient information. Currently, con-
trol integration is possible only for web-enabled information
systems. Functional integration is required for the workflow-
based execution of healthcare processes, such as examination
ordering and booking [57]. Elements of a domain-specific
framework for the integration of distributed healthcare record
segments, which form the logical components of the integrated
healthcare record [28], will be combined with regional booking
services [29] to meet these functional integration requirements.

C. E-mail

E-mail, one of the most popular forms of communication
today, has led to the emergence of on-line communities by
allowing people in different geographical areas to commu-
nicate asynchronously. Presently, e-mail has evolved to a
point where it is now used for multiple purposes:document
delivery and archiving, work task delegation, andtask tracking.
Thus, e-mail is becoming the single most important form of
communication, serving as the source of many office tasks
[43]. In WebOnCOLL, healthcare professionals may mail to
each other any data object present in a virtual workspace
using the built-in e-mail support of any advanced web browser.
Furthermore, the combination of user profiles and the advanced
features of fourth generation browsers ensure that mail is
accessible and manageable from any place and at any time.

D. Annotation Service

The success of the web has triggered significant research
activity on web-based annotation systems [15], [40], [41], [49].
This is partly due to the fact that annotations provide a natural
way for people to interact with multimedia content. The Com-
Mentor system, which has been developed in the context of
the Stanford Digital Library Project, is a powerful annotation
environment that allows people to share structured in-place
annotations for arbitrary documents [40], [41], [49]. Based
on meta-information, ComMentor selects the annotations that
should be merged with the document, creates an annotated
document, and delivers it to the browser.

The annotation service of WebOnCOLL, which was origi-
nally developed in the context of Cnet [31], complements
the work of systems like ComMentor, in that it applies to
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Fig. 4. The native annotation format promotes the expression of different forms of annotation: comment, refutation, confirmation, correction, and illustration.

groups of images, rather than general-purpose documents or
single images. In this way, the user may compare multiple
images or comment on a trend represented by a sequence
of images. Another aspect of the annotation service is that
each annotation is associated withpointersindicating relevant
digital objects. Pointers are uniform resource locators (URL’s),
which point to a multimedia document, an audio file, or
another annotation. As shown in Fig. 4, an annotation includes
one or moredetails that are graphical objects specifying a
region of interest in an annotated image. Frequently, a detail
is linked tonotation text. Notation text is a textual field, which
may refer to the region of interest outlined by the detail or
the annotated image as a whole. Multiple details and notation
texts may be grouped together to formoverlays, which can
be viewed concurrently or one at a time. Additionally, an
annotation messageenables the inclusion of a text report or
message that supplements the graphical part and the pointers
of the annotation. This message may include an overview
of the purpose of the annotation. Finally, each annotation
is associated with aproperty object, which maintains meta-
information, including the author of the annotation, creation
date, review date, moderator, subject, and relevant keywords.
Meta-information is used for annotation indexing and search.

The current user interface of the annotation service, as
shown in Fig. 5, allows users to collaborate over groups of
diagnostic images and related patient data. Hence, medical
specialists may create annotations for their private collections,
discuss them using e-mail, or use them in discussion fora and
on-line collaboration sessions.

E. On-Line Collaboration

WebOnCOLL users have the option of using commercial or
third-party products for synchronous and asynchronous collab-
oration and interaction. By using an off-the-shelf customizable
commercial application (e.g., NetMeeting [16], CU-SeeMe
[37], and CoMed [53]), medical professionals may share and
collectively control viewer applications, e.g., a DICOM viewer

or a specialized image-processing environment (DIPE [33]).
At the same time, WebOnCOLL provides tools for organizing
the collaboration material in medical case folders, sharable
viewers for multimedia data, as well as access to regional
information services.

The on-line collaboration service of WebOnCOLL is a
lightweight Java environment, which provides shared white-
board, text chat-box, and access to a shared workspace. Thus,
it satisfies the need for a lightweight, but direct form of
communication. Users sharing a workspace may exchange
opinions and ideas by using a text-based chat facility and may
also comment on various workspace objects. In the course of
an on-line session, the joint annotation of diagnostic images
in a medical case folder can be performed.

When an authorized user requests the creation of a collab-
oration session bound to a specific workspace, a new instance
of the collaboration server is launched. The contents of the
workspace at that time constitute the conference material, and
the user that requests the launching of the collaboration session
controls the floor. All messages pass through the collaboration
server, enabling the recording of the complete collaboration
session. Furthermore, snapshots of the session may be stored
in the annotation format.

F. Regional Information Services

The infrastructure of a regional healthcare network com-
prises high-speed networks and regional information services.
Regional information services are of major importance since
they bring order into the chaos of a distributed, heterogeneous
information space. In the regional healthcare network of Crete,
a wide range of regional services, which operate as enabling
middleware services [47], are being developed. WebOnCOLL
will exploit these services as they become available.

1) Resource Services:Regional resource services provide
availability information on physical resources, such as hospital
departments, diagnostic modalities, mobile emergency units,
and their characteristics. In this way, regional resource services
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Fig. 5. The annotation service facilitates the interaction of healthcare professionals with diagnostic images and patient record data.

will facilitate access and booking of appointments with the
appropriate healthcare facilities. Educational resources, such
as public health information and access to digital medical li-
braries will also be available. In addition, links to resource ser-
vices of other regions strengthen transregional collaboration.

2) Directory Services:Directory services maintain indexed
information on healthcare record segments and yellow pages
for healthcare facilities and human resources. For healthcare
professionals, directory services typically provide information
on contacts, roles, and authorities. In addition, the storage of
public keys in the directory enables confidential and authen-
ticated communication.

3) Security and Confidentiality Services:Security and con-
fidentiality services are based on a regional certification au-
thority, which will provide digital certificates to healthcare
facilities and human resources. The purpose of the certification
authority is to certify the role and authority of the collabora-
tors. The combination of digital signatures for authentication,
public key cryptography for recipient authentication and Se-
cure Socket Layer (SSL) for secure data-transfer, provide the
technological framework for secure collaboration. However,
the policies and procedures related to granting authorization to
a healthcare actor executing specific medical acts needs to be
addressed on a per case basis. In this way, a trust infrastructure
[54] will evolve in the regional healthcare network of Crete,
which will interoperate with the collaboration infrastructure
of WebOnCOLL.

IV. A RCHITECTURE OFWebOnCOLL SERVERS

A basic requirement of the WebOnCOLL architecture is
conformance to the so-called “Open Workspace” paradigm

[36], [26]. According to the Open Workspace paradigm, the
computer should be integrated into the workspace, rather than
isolating the user from the workspace. To attain this goal, the
WebOnCOLL architecture is centered on the concept of virtual
workspaces and user profiles. Virtual workspaces provide the
collaboration framework, while user profiles customize it to
the needs and tasks of the current user.

The architecture of a WebOnCOLL server appears in Fig. 6.
The basic components of the architecture are the web server,
the workspace manager, the user profile manager, and the
information repositories, which reside on a database manage-
ment system (DBMS) and the file system. The workspace
manager controls virtual workspaces and provides notification
and awareness information to its clients. The user profile
manager maintains user profiles and personalized information
channels and customizes the collaboration environment to user
preferences.

A. Workspace Manager

The workspace manager is a Java application, which runs
on the WebOnCOLL server. It communicates using TCP/IP
with client workspace applets, which run on the web browser
of the user. The workspace applet retrieves the contents of the
workspace from the web by using the HTTP protocol to take
advantage of the client-configured proxy cache hierarchy.

For each workspace, the workspace manager maintains
access control information, an event log, and a list of the
currently connected users. Each workspace corresponds to
a directory on the file system of the WebOnCOLL server.
This workspace directory contains a file called “contents,”
which specifies the data collection associated with the virtual
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Fig. 6. Architecture of a WebOnCOLL server.

workspace. For each object in the collection, the “contents”
file specifiesname, URL, type, actor, anddate. Name is the
display name of the object, type is the media type it contains,
actor is the user that inserted the object in the collection, and
date is the date when it was inserted. The workspace directory
also contains all local objects of the workspace, which may
be products of service requests, such as query responses or
annotation objects. For local objects, the workspace maintains
additional property objects, which contain information specific
to the object. For example, if a workspace object is an
annotation, the property object maintains meta-information
about the annotation, i.e., author, date, and keywords.

As shown in Fig. 7, the communication of the workspace
client applet with the workspace manager involves adminis-
trative, awareness, and notification messages. In response to
administrative messages, the workspace manager updates the
workspace. In response to notification and awareness mes-
sages, the workspace manager provides contents, notification,
or awareness information, as appropriate. The client applet has
two threads of control, theuser threadthat responds to user
requests and passes administrative requests to the workspace
manager and theupdate thread, which polls the workspace
manager for updates in the status of the workspace. The update
thread runs in the background, with low priority, so that the
user does not experience any response delays.

1) Workspace Applet Initialization:The workspace man-
ager listens on a preset TCP/IP port and creates a new
thread for each request of a client workspace applet. In its
initialization phase, a workspace applet opens a connection
to the workspace manager and provides authentication
information, i.e., workspace, user, and password. The
workspace manager verifies that the user has indeed the
authority to access the workspace and records the connection
in theevent log. Then, the workspace manager adds the user to

the list of users that are currently connected to the requested
workspace. Finally, the workspace manager returns to the
client applet asession identifier(sessionID), the workspace
contents, and the date the workspace was last modified. The
applet receives the workspace contents and creates an internal
list for the collection. Then, for each object in the collection,
it displays its name and an icon suitable for the media type
of the object (see Fig. 3). Only when the user requests to
view a specific object is the object fetched over the web
by using the HTTP protocol. Note that alternative interfaces
and presentations of the workspace contents are possible.
For example, we have considered an XML [5] interface to
a virtual workspace.

When the client workspace applet exits, it sends adisconnect
message to the workspace manager, which removes the user
from the list of users currently connected to the workspace.

2) Administrative Messages:The workspace applet may
send to the workspace manager a number of administrative
messages:insert_object, delete_object, create_object, service,
and post. Each message consists of a header specifying the
attributes of the requester and a body containing the data for
the request. The workspace manager parses the message and
services the request. When the service execution is complete,
the workspace manager sends an acknowledgment followed
by the result of the request or an error code.

The insert_objectmessage has four attributes:sessionID,
name, URL, and type. In response to theinsert_object
message, the workspace manager checks the user permissions,
updates the event log, updates the workspace, and returns
the revised workspace contents or an error code to the client
applet.

Thedelete_objectmessage is analogous to theinsert_object.
The applet sends to the workspace manager thesessionID
and thename of the workspace object to be deleted. Again
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Fig. 7. The workspace manager is responsible for maintaining workspace-related data. The client workspace applet has two threads of control. The user thread
of control communicates administrative information to the workspace manager, while the update thread is responsible for update notifications and user awareness.

the workspace manager checks the permissions of the user,
updates the event log, updates the workspace, and returns
the revised workspace contents or an error code to the client
applet.

The create_objectmessage applies to the case where the
client workspace code is part of a service applet, as in the
case of the annotation service. The annotation applet creates an
annotation in memory, and the user has the option of saving the
annotation in the current workspace. The applet sends to the
workspace, thesessionID, thename of the file to be created,
and thecontents of the file. Upon receipt, the workspace
manager checks the permissions of the user, updates the event
log, creates a new file with the provided contents in the
workspace directory, and updates the workspace. Then, it
returns the revised workspace contents to the client applet.

Theserviceandpostmessages refer to requesting the execu-
tion of a service (job) on the WebOnCOLL server and posting
an object to a bulletin board, respectively. Handling a service
request is described in the section on session management
(Section IV-A4). In case of a post request, the workspace
manager checks that the user has the right to post to the target
bulletin board and updates the corresponding workspace.

3) Notification and Awareness:There are two types
of changes that may occur in the state of the workspace:
1) the contents of the workspace have changed and 2) the list
of the users that are connected to the workspace have changed.
The update thread of a client workspace applet periodically
queries the workspace manager for updates in the state of

the workspace, sending anotify_memessage to the browser
with attributesessionID. The workspace manager updates the
event log and checks if the state of the workspace has been
modified since the specific client was last notified. If the state
of the workspace has been modified, the workspace manager
responds with the new state of the workspace.

Note that this notification and awareness policy enforces
an information pull, rather than information push approach.
This design choice was based on the simplicity of the im-
plementation. We plan to experiment with distributed objects
(i.e., CORBA [51], [52]) in the communication of the client
workspace applet and the workspace manager. In that context,
the event and notification services of CORBA will ease the
implementation of information push.

4) Session Management:A client workspace applet may
request the execution of a service (job) on the WebOnCOLL
server. Such a job may involve the update of an information
channel, an Internet search, or a batch copy of a large number
of files. The duration of such jobs may be longer than
the duration of a specific session. Therefore, the workspace
manager mediates the execution of such jobs. As shown
in Fig. 8, the workspace manager maintains a list of active
users. For each active user, a data structure maintains jobs
in progress. For each service request, the workspace manager
spawns a new thread that monitors the job and updates the data
structure. When the job ends, account information is stored
in the event log and the results of the job are stored in the
corresponding workspace.
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Fig. 8. Session information in the workspace manager.

B. User Profile Manager

An environment for collaboration should not impose a par-
ticular mode of interaction. It should, instead, provide a wide
range of capabilities that can be quickly and easily selected
and configured to the task at hand. One way to attain this goal
is to adapt the behavior of the system to the nature of the
collaboration and user preferences. In this context, interface
agents are employed to customize the application interface
to the evolving needs and preferences of users. Typically,
interface agents employ machine learning technology to learn
from user behavior and create the user profile [45], [46].

Currently, user profiles are increasingly used to customize
an application environment to the needs of individual users.
Fourth generation browsers maintain advanced user profiles,
which dramatically change the behavior of the application.
These user profiles include e-mail profiles, address books,
bookmarks, news profiles, Internet history, cache proxy con-
figuration, directory services, certificates, channels, helper
applications, and user interface preferences. User interface
preferences include fonts, colors, style sheets, start-up, and
language configuration.

A user profile in WebOnCOLL is an extended version
of a user profile in a fourth generation browser. Additional
information maintained by user profiles in WebOnCOLL con-
cerns account information and subscribed services. Account
information includes information on the preferred application
environment (user preferences, virtual workspaces, etc.), mo-
bility information, such as current Internet service provider,
and sensitive information, such as access codes. Subscribed
services relate to personalized information services, such as
notification services and information channels.

The user profile manager currently being implemented em-
ploys user profiles to customize the appearance of personal
pages and provide access to data collected off-line, notifica-
tions, and alerts. The maintenance of information channels

by the user profile manager involves interaction with task
agents that collect information using push and “smart-pull”
technology [48].

1) Information Channels:In the context of information
channels, WebOnCOLL downloads up-to-date, personalized
information in the background and stores it in off-line
caches, which are accessed by the user as specialized virtual
workspaces. This allows users to experience dynamic content
without waiting for pages to load by using a technology that
enables the push delivery of information without requiring a
user to manually request or search for it. In WebOnCOLL,
an information channel may be associated with personal web
pages, bulletin boards, discussion lists, shared workspaces, and
medical case folders. Furthermore, a number of issues related
to information filtering remain to be investigated [55], [56].

V. FUTURE WORK

Our future work in WebOnCOLL will focus on two separate
web-based collaboration projects: 1) developing a collabora-
tory for health monitoring in primary care and 2) implementing
a virtual medical office for teleworking.

The primary objective of the collaboratory for health mon-
itoring in primary care is to set up the framework for the
continuous monitoring and evaluation of health data and
indicators at a regional level. Health monitoring in a regional
healthcare network is a complex, collaborative activity, which
requires the synergy of scientific, administrative, and technical
actors. In this project, healthcare researchers from different
European regions, review and analyze health indicators, based
on primary care data, to determine their relevance, quality,
and coverage. The data collection process will involve the
primary healthcare centers in the region of Crete. Appropriate
information channels linked to discussion lists, personal pages,
and bulletin boards will be set up to facilitate the exchange
of ideas regarding methods, rules, and procedures for the
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routine collection, analysis, and reporting of primary data.
Population health indicators as well as calendars, meetings,
reports, and recommendations will be available on the web
site. Directory services will provide access to the participating
research, administrative, and technical staff in a secure and
reliable way.

The second project applies to medical professionals who
need constant access to their working environment, even
though this environment is distributed [24], [42], [50]. Con-
sider a medical professional who maintains a university of-
fice, a home office, and a private practice office. There is
constant interaction with assistants, colleagues, and patients
in all offices, and the professional needs to access infor-
mation (colleagues, medical cases, reminders, notifications,
etc.) regardless of location. The WebOnCOLL collaboration
environment will be used to create a virtual medical office,
which will improve the ability of medical professionals to
work while enhancing their mobility.

VI. USABILITY AND ACCEPTANCE ISSUES

To create a usable environment for collaboration, you need
content, information processing methods, and technology. In
the area of content, healthcare professionals need access to
a wide variety of information, including medical literature,
expert summaries as found in textbooks and guidelines, and
information on medications and diagnostic tests [35]. Infor-
mation processing methods are necessary to find the relevant
content. Finally, technology is necessary to deliver current,
well-structured, high-quality content in a timely manner. High-
speed data networks, standard protocols, an open systems
architecture, and cross-platform applications are necessary
technological components.

The major problem with a collaborative environment, as
with any other form of technology, is that no matter how
advanced a system may be, it is the users that will have the
final word, accepting or discarding it. Grudin [34] cites various
reasons for the failure of CSCW systems; one of the principal
ones being failure in obtaining a critical mass of users. If
there is a small number of users, the cost for each user who
uses the system is likely to exceed the benefit. Only when
there is a sufficient number of users does the benefit exceed
the cost. When the benefit starts to become visible, users will
start using it and new ones will join.

Like clinical information systems, collaboration services
alter traditional practice patterns [30]. Clinical information
systems impose major limitations on how clinical data are
recorded and how the medical record is organized. In the
same way, collaboration services, in the wide sense, interfere
with the way that physicians organize their thought process in
caring for patients. Furthermore, collaboration environments
like WebOnCOLL will affect professional relationships be-
tween individuals and groups within healthcare organizations.
The response of physicians is shaped by their perception of
how these new practices will affect these relations and the
accomplishment of professional goals.

Methods that have been used in attempts to affect physicians
practice behavior [30] include 1) the provision of information

about their performance compared with norms or with other
physicians, 2) the direct involvement of physicians in the
effort by the use of opinion leaders among them in translating
medical advances into practice, and 3) the identification of
specific benefits to individuals and organizational groups.
The only viable way for the “real-world” deployment of
collaboration services is by paying attention to social and
organizational factors. Given that these collaboration services
affect professional activities, their impact on practice patterns
and professional relationships within healthcare organizations
should be studied.

VII. CONCLUSION

Healthcare is an important application domain in the emerg-
ing information society. In recent years, we have all wit-
nessed the gradual transformation of health informatics into
health telematics, a process that still continues. For this
transformation to be successful, a strategy is needed for the
creation of an integrated healthcare information infrastructure.
Furthermore, in developing such a strategy, the utilization of
this infrastructure toprovide clinically significant added-value
services that would justify its cost and ultimately benefit the
patient must be considered [47].

Computer-supported collaboration enhances communication
between medical personnel and their patients. On the other
hand, information access that delivers information in more
complex representations, like sounds and images, requires
enormous amounts of data storage and network capacity. Thus,
in order for the new environment to be accepted, it must
improve an individual’s ability to work. Hence, advanced
network infrastructures are vital for supporting network con-
nection and fast access times. Cross-platform whiteboards,
shared workspaces, and application sharing that utilize less
bandwidth than that required by video have been implemented,
but remain at an early stage of development, especially with
regard to interoperability. Several more years of research will
be needed until the collaboratory tools are mature enough to
be acceptable for end usage.

The web-based medical collaboration services of WebOn-
COLL support asynchronous user collaboration through the
use of virtual workspaces, which implement collaboration
concepts, such as personal web pages, bulletin boards, discus-
sion lists, shared workspaces, and medical case folders. The
annotation service allows users to interact with the content of
information repositories and create annotations that may be e-
mailed to any user of the regional network, be posted to various
fora, or saved in a private collection or shared workspace.
The on-line collaboration service permits user interaction
in pseudoreal time through the discussion of multimedia
data objects, ranging from ECG’s and diagnostic images to
laboratory results.

The deployment of the WebOnCOLL environment in the
context of several projects relevant to health monitoring,
teleworking, and education aims to promote various forms of
medical collaboration. In this way, not only the interaction
of a large number of users with the available information
repositories will be facilitated, but also the active participation
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of users in the evolution of the regional healthcare network
will be promoted.
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