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ABSTRACT

The ever-growing demand for acquiring, managing, and exploiting patient health-related information 
has led to the development of several mobile health apps to support cancer patients. This chapter ana-
lyzes the clinical and technological characteristics of mobile apps enabling cancer patients to securely 
record, manage, and share their information online. It discusses issues relevant to increasing patient 
experience and acceptance, improving adherence to treatment, and effective support of coordinated care. 
Outcomes of recent research projects relevant to end user digital engagement, trust, interoperability, 
and usability/adaptability lead to an integrated approach towards developing quality mobile health 
apps. Improving quality of life and wellbeing in a secure and safe manner that respects the patients’ 
privacy seems to be the key challenge. Regulation, standardization, and interoperability together with 
the existence of useful, accurate, and reliable tools for active patient engagement are imperative for 
efficient cancer disease management.
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INTRODUCTION

Cancer is a generic term used to describe a large group of diseases that can affect any part of the body 
and is a leading cause of death worldwide (World Health Organization, 2018a). Cancer incidents have 
increased from 12.7 million in 2008 to 14.1 million in 2012, and this trend is projected to continue, 
with the number of new cases expected to rise a further 75%. This will bring the number of cancer cases 
close to 25 million over the next two decades (International Agency for Research on Cancer, 2015). 
The different phases in the cancer care continuum are prevention, early detection, diagnosis, treatment, 
survivorship, and end-of-life care. Many cancers can be prevented by not smoking, maintaining a healthy 
weight, not drinking too much alcohol, eating plenty of vegetables, fruits and whole grains, vaccination 
against certain infectious diseases, not eating too much processed and red meat and avoiding too much 
sunlight exposure (Kushi et al, 2012; Parkin et al., 2011). However despite prevention measures, some 
cancers do occur, while advances in medicine are helping patients increase their survival rate when cancer 
occurs. Cancer survivors live longer, following improved access to effective screening, diagnosis, and 
treatments. Individuals with cancer as a chronic condition need more complex, patient-centered qual-
ity of care across the entire cancer trajectory (Hewitt et al., 2005). As cancer is perceived as a chronic, 
rather than an acute, disease, concepts of patient empowerment and self-management become relevant 
also in the oncologic field (Kushi et al., 2012).

Cancer patients have supportive care needs during and after treatment. These relate to physical, 
emotional, and social needs that vary over time and between treatments. Cancer patients experience 
symptoms related to both the disease and the treatment, such as pain and fatigue. Care and support for 
patients with cancer should include early recognition of signs and symptoms, support for self-care, per-
sonalized care planning, and routine use of patient-reported outcome measures (Maher, 2013). Routine 
reporting of patient outcomes greatly facilitates the identification of present problems and impact of 
treatment. Patient reported outcomes also enhance patient-clinician communication that promote shared 
decision-making (Kotronoulas et al., 2014; Valderas et al., 2008). Reporting of outcomes and interacting 
with physicians over a digital application or app has been shown to lower overall symptoms of distress, 
improve quality of life (QoL), and result in fewer emergency visits and improved overall survival (Basch 
et al., 2016; Denis et al., 2017; Ruland et al., 2013).

Mobile devices are becoming an integral part of the healthcare industry, changing how care is de-
livered and received. Mobile health (mHealth) is a broad concept, used to describe a range of mobile 
technologies, most often consumer health care technologies, such as web-based information resources, 
remote monitoring, and telehealth. The World Health Organization describes mHealth as technologies 
like mobile phones, personal digital assistances, smartphones, patient monitoring devices, mp3 players 
for mobile learning and mobile computing (World Health Organization, 2011).

In recent years, Internet of Things (IoT) has emerged as a new computing paradigm, in which a 
continuum of devices and objects are interconnected with a variety of communication solutions (e.g. 
Bluetooth, WiFi, ZigBee, and GSM), enabling connectivity among heterogeneous IoT devices that can 
help improve the living standard of citizens. It is anticipated that more than 50 billion devices, ranging 
from smartphones, laptops, sensors, and game consoles, will be connected to the Internet through several 
heterogeneous access network technologies such as radio-frequency identification (RFID) and wireless 
sensor networks (Yaqoob et al., 2017). Future wireless systems will include myriad smart features and 
applications to make 5G the most intelligent and dominant wireless technology thus far (Al-Falahy & 
Alani, 2017).
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