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About

1 Information Systems Laboratory,
Institute of Computer Science
BDiverse research interests

 In this talk; S FORTH

BVarious activities related to TR CaMED TERSER
reasoning technologies and Al
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Summary of this talk

+ Practical, down - to- earth application
B Crowd - based, socio - technical solution to privacy awareness
1 CAPrice initiative
1 CAP- A project
1 Ambitious vision, with theoretical and practical aspects
B Sense- making in (Web) debates and dialogues
1 DebateWeb vision
1 DebateLab project
1 Methinks tool
1 APOPSIS tool
1 ArgQL query language
}Trendy application of reasoning combined with Machine
Learning for more effective Al
B Towards socio - cognitive logic - based agents
1 SoCoLA project
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Privacy and new technologies

}New osmarto devices
BloT, connected cars, smart phones, smart watches,

smart TVs, baby monitors, e
rMany companies earn mone
data
BPer sonal data: currency for

BA novel, lucrative and very successful business

model Go gle m

Giorgos Flouris, FORTH Research Summit 2019 15/10/2019 5




The power of data

y The obi g dataodo er a
BlLots of data, and the ability to process them

1 Machine learning, deep learning, data science
Bldentify hidden correlations

{ Predict epidemics, personalized medicine, é
| But also personality identification, identifying habits
and personal preferences, vot
: smart meters can profile homes and habits, including =
what you watch on TV (via device profiling of energy consumption) e ngs‘; gxmm;.ﬁi; -
: online services can analyze your (f..;-:-"-'“""fsﬁ VOLUNE ;“‘“ gmgh"’:u:..'
personality based on authored text LSKFI%AEE |N?‘H‘ﬁ%ﬁmi¥|0}{gfn@:la¥nsnhs
. can tell your personality from facebook /twitter mg,ﬁsﬁgmmm o mg,
posts  SHENCE "“““%DAT vSEARCH -

3=3’““‘NEW DEUIIE S0 s

o "ci "l:lu";-"-“ﬁ

. allegations that Cambridge  Analytica and other
big data companies used targeted micro - advertising and
personalized emotional triggers to help in the success of the Brexit
and Trump campalgns
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https://www.bloomberg.com/news/2014-06-10/your-outlet-knows-how-smart-meters-can-reveal-behavior-at-home-what-we-watch-on-tv.html
https://personality-insights-livedemo.mybluemix.net/
https://applymagicsauce.com/demo.html
https://www.theguardian.com/technology/2017/may/07/the-great-british-brexit-robbery-hijacked-democracy

Awareness and ToS

. the
examination of 101 popular
smartphone apps revealed that:
A 56 apps transmitted the

} COnsumerS genera”y phone's unique device ID to

other companies without

unaware Of the data being users' awareness or consent

47 apps transmitted the

accessed/transmitted by phone’s location in some
way

their appS/d eViceS 5 sent age, gender and other

} Tel’mS O.I: Service documents personal detailsto outsiders
BLengthy P ——————

ARE TLOCATED IN THE TERRITORY DEFINED EELOW MAY
ENTER INTO THIS AGREEMENT: TPS ONLINE(r) TOOLS
ACCESS USER TERMS Version AUTX00803312003 PLEASE

CAREFULLY READ THE FOLLOWING TERMS AND CONDITIONS

OF THIS AGREEMENT. BEY INDICATING BELOW THAT ¥OU

AGREE TO EBE BOUND BY THE TERMS AND CONDITIONS OF

THIS AGREEMENT. ¥OU HAVE ENTERED INTC A LEGALLY

BINDING AGREEMENT WITH UPS INTERNET SERVICES, INC.

BChange often

Thi= Agresmen t provides the terms and conditions
pursuant to which Access User (as defined below).
for good and waluable consideration the receipt and
sufficiency of which are acknowledged, is permitted

: 7.500 online shoppers sold their souls to the devil CSetois maimiatned Dy P ard Tie atiiliatee tIO

on Apr i ldayd® | 6 s have the neomings oeiied o Then ot S

: 22.000 users agreed to 1.000 hours of community Specitieally 167yl Thicn pabies Liniied sloess 1o

service (including cleaning animal waste and relieving sewer 1.2 thooess lemr ox “Yon® nesns sou ndivicuaily
blockages) in exchange for free  wifi renTmseRiaLive: Snployes on csent o

:reading ToS for an average Norwegian would take 32 oo nae
hours (250.000 words) '

L Print N Hext NN Cancel J
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http://www.foxnews.com/tech/2010/04/15/online-shoppers-unknowingly-sold-souls/
https://www.theregister.co.uk/2017/07/13/purple_community_service_clause/
https://www.forbrukerradet.no/side/the-consumer-council-and-friends-read-app-terms-for-32-hours/
http://online.wsj.com/articles/SB10001424052748704368004576027751867039730

People’s attitude to privacy

} Peopledonodot seem to care ab
BBut only in the digital  world

} Real versus digital world

BDifferent behaviour with regards to privacy

1 If your shop assistant was an app:
https ://www.youtube.com/watch?v=xYZtHIPktQg

1 Non - awareness leads to carelessness

BAwareness can prevent or mitigate privacy
threats
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https://www.youtube.com/watch?v=xYZtHIPktQg
https://www.youtube.com/watch?v=xYZtHIPktQg

Mitigating measures, and the need
for awareness

1 Legal frameworks exist (GDPR included)
BTop- down versus bottom - up
B Fast technological evolution
1 Moving target, too fast for legislators
1 Policy making is a few steps behind technology

TFor a |l asting effect, peopl eds at
awareness

1 Market forces
B Respect for privacy can be a competitive advantage
1 But only if people are aware

BAwareness can lead the public to more privacy -
respecting products or services

1 Or maybe not, in which case we are fighting the wrong cause
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CAPrice: objective and plan

1 Objective: improve awareness

1 The plan for our socio - technical solution
1. Build a community of privacy - sensitive individuals
1 Social networking, web site, promotional video, e
1 https://www.caprice - community.net /
1 https://www.caprice - community.net/idea /
ICT tools to support collaboration and awareness
Awareness will lead to change in consuming habits
The market will adapt
Legislators and policy - makers will follow

- CAPrice

® collective awareness platform for
privacy concerns and expectations

2.
3.
4.
S.
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https://www.caprice-community.net/
https://www.caprice-community.net/
https://www.caprice-community.net/
https://www.caprice-community.net/
https://www.caprice-community.net/idea/
https://www.caprice-community.net/idea/
https://www.caprice-community.net/idea/
https://www.caprice-community.net/idea/

CAP-A project

+ NGI_Trust funded project
(August 2019 - July 2020)

1 Implements part of the CAPrice idea
BProof - of - concept

1 Objectives
BFurther expand and motivate the community

BBuild some of the envisioned tools (the most critical
ones)

BEvaluate their effectiveness and applicability
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Sense-making in (Web)
debates and dialogues

DebateWeb vision




